Deloitte.

BFIIA Webinar

23 November 2022

i 7. .
ida s A . /7] \\ P
/] Lol A \
sl
& // >
<

How IA function prowdes assurance



-

Speaker Profile

Richard Chung Cher Shen
Director, Risk Advisory

Deloitte Singapore
cherchung@deloitte.com

+65 6800 2335

Cher Shen has over 16 years from both the commercial and
professional sector and is leading the Risk Management, e —
Data Privacy, Governance & Compliance, Internal Controls

review, Business Continuity Management and Business

Process Rengineering service lines. He veaformer Risk

Manager for Singapore Telecommunicatidis.was a key

author of a Singapore Institute of Director Corporate

Governance Guides on its Board Risk Committee Guidebook.

The guidebook is used by leading risk practitioners as a
benchmark in Risk Management implementation for listed
Companies in Singapore.

He is also a regular speaker at various external and internal h
training seminars covering risk management, internal

controls and processes best practices.

Prior to joining the firm, he was the Head of Department and =

a Vice President of Enterprise Risk Management function in a
major food conglomerate Company.

He was credited with the successful implementation of risk
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its ERM programme. The work included obtaining supply

chain intelligence from relevant industrial databases (e.qg.

World Health Organisation) to perform possible risk impact
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before any impact to the organisation could happen.

Nassaya Sitthichokvarodom
Senior Manager , Risk Advisory
Deloitte Thailand
nsitthichokvarodom@deloitte.com
+66 (0) 2 034 0000 Ext. 14037

Nassaya is a senior manager in Risk Advisory. She has 12
years of professional experience in consulting services.
Nassaya has advised on internal control process of financial
institutions covering banking operation, operation of
securities company, operation of insurance company.

In addition, She hasxpertisedin enterprise risk

management and governance, risk and compliance (GRC)
framework for financial institutions and manufacturing
companies. The experiences have covered the framework
and policy formulation and procedure or process
improvement including services of gap assessment against
the local regulatory requirement or international standards
and providing the robust recommendations.

Experienced Engagements:

A Enterprise Risk Management (ERM) and Governance
Risk, and Compliance (GRC) Advisory coverintp-emd
process (advisory and solution)

A Risk Culture Model Advisory

A Risk Management Mechanism Advisory coveringtend
end process and all level, especial significant risk
management in FSI

A Internal Control Review and Audit Services
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Industry Impact

Industry Impact

Regulatory Fines $14+ bn'

LIBOR and Foreign Exchange

and counting

Overall Increase in Operational Costs

Criminal Prosecution 8' Financial Firms

[ GRS ELER RS | Published Date: 31 August 2022

AML/CFT failures

identified during an inspection by MAS. UOBKH has paid the penalty in full.

MAS Imposes Composition Penalty of $375,000 on UOB
Kay Hian Private Limited for business conduct and

Singapore, 31 August 2022... The Monetary Authority of Singapore (MAS) has imposed a composition penalty of
$375,000 on UOB Kay Hian Private Limited (UOBKH) for its failures to comply with business conduct requirements under
the Securities and Futures (Licensing and Conduct of Business) Regulations (SFR) and anti-money laundering and
countering the financing of terrorism (AML/CFT) requirements under MAS Notice SFA04-N02. These failures were
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A Thereare numerousinstancesof poor businesgracticeswithin
the financial servicesindustry that have been exposedacross
the globe haveresultedin Of A $hiénesisBeing disregarded,
unfair, andinequitableoutcomes,considerabldinancialimpact
for customersanddamageto the integrity of the market

A Institutionsare facingenhancedegulation,hefty penalties,and
substantial remediation costs as a result Instances of
inappropriate behaviour by employeeshave led to WO 2 y R dzC
O 2 ainifiae’, legalbills, and customercompensatiorof US14
billion (~THB$500 billion) at the 8 banksin recentyears

A The Bankof Thailandis escalatingthe punishmentfor banks
that violate the NJ 3 dzt rhaiket Bdfdict rules Institutions
that fail to conform to the central 0 I y yuidlélineswill be
subjectto fines up to (THB$1 million) per day, among other
penalties
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Conduct Analytics

A Roboticsautomationcanlimit the possibilityof conductrisk by reducing
the number of manualactivities and makingroutine proceduresmore
consistent Beyondthis, cognitive technologiesand data analyticscan
analyseemployeecommunicationssuchas emailsand text messages,
to identify patternsof behaviourthat maybe inappropriateand warrant
additionalinvestigation

A We believethat bankscanleverageadvancedanalyticsto adopta more
proactiveapproachto managingpotential employeemisconductoy:

U Identifying and monitoring leading indicators of potential poor
behavior

U Developingconductrisk profiles at the individual or sub-group
levelswhich correlatethe multiple datapoints.

For Discussion Only with BFI122@22 DeloitteToucheTohmatsulaiyosCo., Ltd.
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Employee Conduat Core Metrics

ConductMetric Analytics Insightsderived

Periodic mandatory training necompletions U  Numberof non-completionsand number of dayslate U This could indicate either a lack of understandingof or
by individual over a period (with false positives disregardor the policy/ deadlinesandcompliance
removed eg non-completion when someoneis on
maternity leave/longterm sickleave/careerbreak)

U Recordsof intervention by line managers(evidenceof
chasingnumberof additionalreminders)

Number of whistleblowing incidents (through U Difference between number reported and number U High numbers could indicate a culture of feeling
different channels eg: anonymous calls. mailbox) upheld comfortable to speakup and/or that multiple behaviours
U Trendanalysiovertime needto be addressed
U Conversely,low numbers could indicate a culture that
suppresseseportingor aretaliationculture.

Breaches of gifts and entertainment thresholds U Breachedyy individualand by BusinesdJnit / levelof U Potential evidenceof conflicts of Interests that may not
seniority have been disclosed could be predictive of a lack of
U Trends over time in numbers and materiality of transparency,a culture of disclosureor other misconduct

breaches eg sharingof price-sensitiveinformation.

For Discussion Only with BFI122@22 DeloitteToucheTohmatsulaiyosCo., Ltd.



Employee Conduat Core Metrics (continued)

ConductMetric Analytics Insightsderived

Periodic written employee appraisals/ performance
management/ 360 feedback
i
i

Breaches of mandatory block leave (e.g. did not takei
the required block leave or broke the block leave
policy by logging on and the activity conducted whil€
logged on)

Breaches through nodeclaration of Personal u
Account Dealing and Outside Business Interests

For Discussion Only with BFI122@22 DeloitteToucheTohmatsulaiyosCo., Ltd.

Reconciliation of rating received with qualitative u
information

Comparisons across Business Units

Trend analysis over time by individual

Trends in breaches over time by individual/ Business U
Unit

Severity of breach and joining the dots with whether
any Market Conduct issues were also logged during
block leave period

Cohort analysis across Business Units

Trends in breaches over time by individual a
Cohort analysis across Business Units

Multiple mismatches or inconsistencies between rating
and qualitative information could be indicative of lack of
honesty in feedback provision, inconsistent application of
the Conduct Framework, a lack of application of a
balanced scorecard approach and/or a failure to reward
good conduct and deal with misconduct effectively.

Potential joining of the dots with Market Conduct
breaches e.q. if a breach of block leave involved any
unauthorized trading activity there may be a need for
additional focus on specific individuals.

Cohort analysis may reveal wider cultural issues within
the department / level of seniority.

Potential joining of dots with other data such as
websites visited, out of hours trading could be indicative
of misconduct intentions and, if reviewed in a timely
manner, may support predictive analytics on
misconduct.



Market Conductc Core Metrics

ConductMetric Analytics Insightsderived

Timestamping for sequencingof orders (instances U
where orders have not been executed in the U
sequencein which they were receivede.g. internal
ordershavebeenprioritisedoverexternalorders)

Number and sizesof pricing discounts offered to u
clients outside of specified range (and associated
documentation/ signoff by BusinessUnit and by Y
individual of any pricing discounts provided and
rationale)
Instancesf price-sensitiveinformation beingshared u
(e.g. insideinformation) )
u
i
i
Risk/reward/behavioubalanceon new productsand u
exceptionadeals u
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Dailycomparisongtime] 1]
Hotspotswithin BusinesdJnits

Hotspotswithin particular BusinesUnits/ individuals/ U
geographieg levelsof seniority
Trendsovertime relatingto individualtraders

Samplingand keywordsidentified through surveillance
to highlightinstancesf marketabuse

Periodswhere breachesare more common
Hotspotswithin particular BusinesdUnits/ individuals/
geographieg levelsof seniority

Crossreferencingwith dataleakageincidents

Balancedscorecardusageovertime a
Outlierscomparedto averagerisk/rewardbalance

Evidence of policy breaches requiring action and
remediationprior to clientcomplaints

Any instances of favoritism of one client leading to

unfavorableoutcomesfor other clients, which could be
identified and remediatedprior to customercomplaints
andleadto further controlsbeingdeveloped

Sharing of price-sensitive information could highlight
broader misconductissuesamongindividualsand could
be indicative of supervisorsnot providing sufficient
oversight

Understandingof reward in the context of how profit
wasgenerated- the balancedscorecardapproachshould
meanreward is dependenton the amount generatedin
profit as well as how this is generated (i.e. the
conduct/behaviorglisplayed)



Behavioral Analytics profiles (Group/ Individual)

Employee 1 Employee 2 Employee 3 Employee 4 Employee 5

Training. Non-completion of comphance refated tranings per year
Personal trading (PT). PT policy violation per year*

Limit Breach: Established Market imit breach per year™
E-communication warning/fflagging received per year

Time and expense abuses (1L.e., excessive spending)

Any other policy wiolation

Fraud

Bonus Flux %: Change in bonus year over year

Tenure: Time spent in the organization

Compensation Deviation: Standard deviation of compensation from 90 percentile of his/her peer group
Performance History: Performance status of individual for past 4 years
Promotion history or upcomang promotion

Performance vs key metncs (e.g. sales targets, productivity)

New role due to transfer

Behawioral nsk attnbutes

Dvisional performance and earmings pressure

Behaviural

e

anc

Perform

)| data

o

Divisional performance/eamings fluctuation

Layoff rumors (social sentiment)

Other Intern

Web activity (e.g. sites visited, time on intemet etc.)

Postings on Linkedin

External economic factors (i.e., recession)
Marital status

Bankruptcy history

Credat score

New home purchase

| Data

cxtemna

Tier 2 Tier3 Tier 1l Tier 2 Tier1
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Considerations for Data Analytics

Keyconsiderationsaaroundreducingsensitivityin analysisare:

A Human intervention around models When analyzing behaviors
signals it is not possible to remove subjectivity entirely, but
processescan be designedto try minimize this risk As it is not
possible for monitoring teams to oversee every single event, a
system can build the funnel and filter to highlight any potential
misconductor poor conduct issues Human intervention is then
deployedat the point that the systemidentifiesa potentialissue

A Predictive analytics When applying such analyticsto behavioral
metrics,there canbe consciousr unconsciousiasin implementing
preventative controls on specificindividualsbasedon an increased
likelihoodof a misconducteventoccurring Predictiveanalyticscould
be usedto identify increasedrisksof misconductoccurringand can
be usedto triage incidentsand rank likelihoodsas higher or lower
risks This can then facilitate human checksand requirements for
preemptive stepsto be taken, such as further investigationin a
specificarea

For Discussion Only with BFI122@22 DeloitteToucheTohmatsulaiyosCo., Ltd.
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//’,,« “‘ IA Assessment

Typesof assessmentechniquesto assesshe conductrisks

A

Governanceand Oversight robust governancestructure, definedroles
andresponsibilitiesacrossthe businessand demonstratedoversightof
remedialmeasures

Internal Controls and ComplianceProgram common conduct risk
taxonomy, businessled risk assessmentjnventory of key business
activities,policies/proceduresnd internal controls, key risk indicators
andassociatednetrics

ComplianceRisk Management Program challenge of businessrisk
assessmenand Compliancelestingprogramto asses&onductrisk

Internal Audit Program specializedocusareaon market conductrisk,
including incorporation into audit planning, risk assessmentand
execution

/



Board Assurance Promoting Accountability amongst
Senior Managers

SeniorManagersesponsiblegfor managingand conductingthe financialhA y & G A Godztucoyseréclearlyidentified.

A SeniorManagerswith responsibilityfor essentialfunctions,includingbut not limited to core managementunctions(CMFs)should
be identified.

A Senior Managersidentified should reflect actual oversight responsibilities and decisioamaking authority, regardlessof their
physicalocation

A TheSeniora I y I 3sBriialiywithin the organisationand other relevant circumstancesnust be taken into considerationduring
the identificationprocess

A SeniorManagersshouldin generalhavedirect reporting linesto the CECor to the Boardand HeadOffice
A Non-executiveboarddirectorswould not be consideredSeniorManagers

SeniorManagersare fit and proper for their roles and held responsiblefor the actions of their employeesand the conductof the
businesaindertheir purview

ThefinancialA y & (0 A galErdaicsfradework supportsSeniora | Y | pedibEm@nceof their roles and responsibilities,with a
clearand transparentmanagementstructure andreporting relationships

A Financialnstitutionsshouldconductthe necessarylue diligenceprior to appointingSeniorManagers

A Financiainstitutions shouldclearlyarticulate the roles and responsibilitiesof their SeniorManagersin relation to their operations,
andtheir overallmanagemenstructure.
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