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Industry Impact

Å Therearenumerousinstancesof poor businesspracticeswithin
the financial servicesindustry that have been exposedacross
the globehaveresulted in ŎƭƛŜƴǘǎΩinterestsbeingdisregarded,
unfair, and inequitableoutcomes,considerablefinancialimpact
for customers,anddamageto the integrityof the market.

Å Institutionsarefacingenhancedregulation,hefty penalties,and
substantial remediation costs as a result. Instances of
inappropriate behaviour by employeeshave led to ΨŎƻƴŘǳŎǘ
ŎƻǎǘǎΩin fines,legalbills,andcustomercompensationof US$14
billion (~THB$500billion)at the 8 banksin recentyears.

Å The Bankof Thailandis escalatingthe punishment for banks
that violate the ǊŜƎǳƭŀǘƻǊΩǎmarket conduct rules. Institutions
that fail to conform to the centralōŀƴƪΩǎguidelineswill be
subject to fines up to (THB$1 million) per day, amongother
penalties.
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Methodology
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Conduct Analytics

ÅRoboticsautomationcanlimit the possibilityof conductriskby reducing
the number of manualactivitiesand makingroutine proceduresmore
consistent. Beyondthis, cognitive technologiesand data analyticscan
analyseemployeecommunications,suchas emailsand text messages,
to identify patternsof behaviourthat maybe inappropriateandwarrant
additionalinvestigation.

ÅWe believethat bankscanleverageadvancedanalyticsto adopt a more
proactiveapproachto managingpotentialemployeemisconductby:

ü Identifying and monitoring leading indicators of potential poor
behavior.

ü Developingconduct risk profiles at the individual or sub-group
levelswhichcorrelatethe multiple datapoints.
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Employee Conduct ςCore Metrics

ConductMetric Analytics Insightsderived

Periodic mandatory training non-completions ü Number of non-completionsand number of dayslate
by individual over a period (with false positives
removed eg: non-completion when someone is on
maternityleave/ longterm sickleave/careerbreak)

ü Recordsof intervention by line managers(evidenceof
chasing,numberof additionalreminders)

üThis could indicate either a lack of understandingof or
disregardfor the policy/ deadlinesandcompliance.

Number of whistleblowing incidents (through 
different channels eg: anonymous calls. mailbox)

ü Difference between number reported and number
upheld.

ü Trendanalysisovertime

üHigh numbers could indicate a culture of feeling
comfortable to speakup and/or that multiple behaviours
needto beaddressed.

üConversely,low numbers could indicate a culture that
suppressesreportingor a retaliationculture.

Breaches of gifts and entertainment thresholds ü Breachesby individualand by BusinessUnit / level of
seniority.

ü Trends over time in numbers and materiality of
breaches

üPotential evidenceof conflicts of Interests that may not
have been disclosed could be predictive of a lack of
transparency,a culture of disclosureor other misconduct
eg: sharingof price-sensitiveinformation.
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Employee Conduct ςCore Metrics (continued)

ConductMetric Analytics Insightsderived

Periodic written employee appraisals/ performance 
management/ 360 feedback

ü Reconciliation of rating received with qualitative 
information

ü Comparisons across Business Units
ü Trend analysis over time by individual

ü Multiple mismatches or inconsistencies between rating 
and qualitative information could be indicative of lack of 
honesty in feedback provision, inconsistent application of 
the Conduct Framework, a lack of application of a 
balanced scorecard approach and/or a failure to reward 
good conduct and deal with misconduct effectively.

Breaches of mandatory block leave (e.g. did not take 
the required block leave or broke the block leave 
policy by logging on and the activity conducted while 
logged on)

ü Trends in breaches over time by individual/ Business 
Unit

ü Severity of breach and joining the dots with whether 
any Market Conduct issues were also logged during the 
block leave period

ü Cohort analysis across Business Units

ü Potential joining of the dots with Market Conduct 

breaches e.g. if a breach of block leave involved any 

unauthorized trading activity there may be a need for 

additional focus on specific individuals.

ü Cohort analysis may reveal wider cultural issues within 

the department / level of seniority.

Breaches through non-declaration of Personal 
Account Dealing and Outside Business Interests

ü Trends in breaches over time by individual
ü Cohort analysis across Business Units

ü Potential joining of dots with other data such as 

websites visited, out of hours trading could be indicative 

of misconduct intentions and, if reviewed in a timely 

manner, may support predictive analytics on 

misconduct.
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Market Conduct ςCore Metrics

ConductMetric Analytics Insightsderived

Time-stamping for sequencingof orders (instances
where orders have not been executed in the
sequencein which they were receivede.g. internal
ordershavebeenprioritisedoverexternalorders)

ü Dailycomparisons[time]
ü Hotspotswithin BusinessUnits

ü Evidence of policy breaches requiring action and
remediationprior to clientcomplaints.

Number and sizesof pricing discounts offered to
clients outside of specified range (and associated
documentation / sign-off by BusinessUnit and by
individual of any pricing discounts provided and
rationale)

ü Hotspotswithin particular BusinessUnits/ individuals/
geographies/ levelsof seniority

ü Trendsovertime relatingto individualtraders

ü Any instancesof favoritism of one client leading to

unfavorableoutcomesfor other clients,which could be

identified and remediatedprior to customercomplaints

andleadto further controlsbeingdeveloped.

Instancesof price-sensitiveinformationbeingshared
(e.g. insideinformation)

ü Samplingandkeywordsidentified throughsurveillance
to highlightinstancesof marketabuse

ü Periodswherebreachesaremorecommon
ü Hotspotswithin particular BusinessUnits/ individuals/

geographies/ levelsof seniority
ü Cross-referencingwith dataleakageincidents

ü Sharing of price-sensitive information could highlight

broadermisconductissuesamongindividualsand could

be indicative of supervisors not providing sufficient

oversight.

Risk/reward/behaviourbalanceon newproductsand
exceptionaldeals

ü Balancedscorecardusageovertime
ü Outlierscomparedto averagerisk/rewardbalance

ü Understandingof reward in the context of how profit

wasgenerated- the balancedscorecardapproachshould

meanreward is dependenton the amount generatedin

profit as well as how this is generated (i.e. the

conduct/behaviorsdisplayed).
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Behavioral Analytics profiles (Group/ Individual)
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Considerations for Data Analytics

Keyconsiderationsaroundreducingsensitivityin analysisare:

Å Human intervention around models: When analyzing behaviors
signals it is not possible to remove subjectivity entirely, but
processescan be designedto try minimize this risk. As it is not
possible for monitoring teams to oversee every single event, a
system can build the funnel and filter to highlight any potential
misconduct or poor conduct issues. Human intervention is then
deployedat the point that the systemidentifiesa potential issue.

Å Predictive analytics: When applying such analytics to behavioral
metrics,there canbe consciousor unconsciousbiasin implementing
preventativecontrols on specificindividualsbasedon an increased
likelihoodof a misconducteventoccurring. Predictiveanalyticscould
be usedto identify increasedrisksof misconductoccurringand can
be usedto triage incidentsand rank likelihoodsas higher or lower
risks. This can then facilitate human checksand requirementsfor
preemptive steps to be taken, such as further investigation in a
specificarea.
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Typesof assessmenttechniquesto assessthe conductrisks:

Å GovernanceandOversight: robust governancestructure,definedroles
andresponsibilitiesacrossthe businessanddemonstratedoversightof
remedialmeasures

Å Internal Controls and ComplianceProgram: common conduct risk
taxonomy, businessled risk assessment,inventory of key business
activities,policies/proceduresand internal controls,key risk indicators
andassociatedmetrics.

Å ComplianceRisk Management Program: challengeof businessrisk
assessmentandComplianceTestingprogramto assessconductrisk.

Å Internal Audit Program: specializedfocusareaon market conductrisk,
including incorporation into audit planning, risk assessmentand
execution

IA Assessment
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Board Assurance ςPromoting Accountability amongst 
Senior Managers

SeniorManagersresponsiblefor managingandconductingthe financialƛƴǎǘƛǘǳǘƛƻƴΩǎcorefunctionsareclearlyidentified.

Å SeniorManagerswith responsibilityfor essentialfunctions,includingbut not limited to coremanagementfunctions(CMFs),should
be identified.

Å Senior Managers identified should reflect actual oversight responsibilities and decision-making authority, regardlessof their
physicallocation.

Å TheSenioraŀƴŀƎŜǊΩǎsenioritywithin the organisationand other relevantcircumstancesmust be taken into considerationduring
the identificationprocess.

Å SeniorManagersshouldin generalhavedirect reporting linesto the CEOor to the BoardandHeadOffice.

Å Non-executiveboarddirectorswould not be consideredSeniorManagers.

SeniorManagersare fit and proper for their roles and held responsiblefor the actions of their employeesand the conductof the
businessundertheir purview.

ThefinancialƛƴǎǘƛǘǳǘƛƻƴΩǎgovernanceframework supportsSenioraŀƴŀƎŜǊǎΩperformanceof their roles and responsibilities,with a
clearand transparentmanagementstructure andreportingrelationships.

Å Financialinstitutionsshouldconductthe necessaryduediligenceprior to appointingSeniorManagers.

Å Financialinstitutionsshouldclearlyarticulatethe rolesand responsibilitiesof their SeniorManagersin relation to their operations,
andtheir overallmanagementstructure.


