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SYSTEM INTEGRATION / SOFTWARE DEVELOPMENT

Feyit :Tmofruuo'n =
Software Davelopment

)
bl

% UNMANNED AIRCRAFT SYSTEM: UAS

>

AIRCRAFT AVIONIC SERVICES AND AIRCRAFT
MODIFICATION SERVICE

S

CYBER

oy

SATELLITES AND GROUND STATION

3 A

e Al right ressrivel Wiersbor 14 RV CONNEX
ALFHAWDLF



A HOLISTIC APPROACH
FOR CYBER DEFENSE
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CYBER KILL CHAIN

Recon Deliver Control Maintain

Weaponize Exploit Execute

Proactive Detection Mitigation Incident Response & Mission Assurance

REF: https://www.mitre.org/sites/default/files/publications/active_defense_strategy.pdf
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CYBERSECURITY MANAGEMENT TIMELINE
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TESTING YOUR SECURITY PERIMETER




PENETRATION TESTING VULNERABILITY SCANNING

_

“Oceans Eleven”
3 Active exploitation

Defined Objective

Web App Exploits

Web Application 3
Analysis

2 Phishing with Active
content (not damaging,
but persistent access)

Wireless Vulnerability 2
Scanning

Internal Vulnerability Analysis
(with creds) without attempts to exploit

1 External Vulnerability Analysis
(no creds) with attempts to exploit
Phishing / OSINT / Physical

0 External Vulnerability Analysis

External Vulnerability Analysis 0
(no creds) with attempts to exploit

(with creds) without attempts to exploit

REF: https://www.esentire.com/blog/cybersecurity-101-vulnerability-assessment-vs-penetration-testing/



e A bl el Ve 1

7 touchpoints for software security

> 7
i Security
cases operations
6 4 1 2 3 _
Security Risk-based Code review  Risk - Pengtratmn
requirements Security tests  (tools) analysis testing
2
Risk
analysis

Tests and Feedback
test results from the field

Requirements | Architecture

and use cases | and design

Gary McGraw’s seven best-practice "touchpoints" for secure software develop-
ment involve knowing and understanding common risks, designing for secu-
rity, and subjecting all software artifacts to thorough, objective risk analyses

and testing. M~
Source; “Software Security: Building Security In,” by Gary McGraw % .Y K
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TYPES OF CYBER ATTACKS

BRUTEFORCE

DDOS

MALWARE

RANSOMWARE

WEBPAGE DEFACEMENT
SOL INJECTION
CROSS-SITE SCRIPT (XSS)
SPAM

PHISHING
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DETECTING CYBER ATTACKS

LOG ANALYSIS > AUTHENTICATION GATEWAY
FILE INTEGRITY MONITORING > NETWORK ACCESS CONTROL
INTRUSION DETECTION/PREVENTION

MALWARE DETECTION

NETWORK MONITORING

NETWORK FORENSICS

DATA LOSS PREVENTION

DDOS DETECTION

EMAIL SECURITY GATEWAY



CYBERSECURITY OPERATION CENTER
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Metwork Attached Storage
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SIEM

SECURITY INFORMATION AND
EVENT MANAGEMENT

LOG SOURCES
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CS0C DASHBOARD EXAMPLE
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1. Block DDoS
attack
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DDoS Protection
Device

4
—=

Internal networks & servers

HANDLING DDOS ATTACK

SIEM operated in SOC



HANDLING WEBPAGE DEFACEMENT

1. Perform an
attack

5. Perform

2. Analyze modified files i
incident response

Servers with File
Integrity Monitoring

3. Analyze malware and
find evidence

*

Advanced f\
Malware % A
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DAYS UNTIL BREACH IS DISCOVERED

The lower global statistic
includes the U.S., where the
security maturity baseline is
higher and proactive hunting
for malicious activity is
becoming a key capability of

organizations’ security teams.

REF: M-Trends 2016, APAC Edition
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CYBER INTELLIGENCE
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DEFINITION OF CYBER INTELLIGENCE

 The product resulting from the collection, processing,
integration, evaluation, analysis, and interpretation of
available information concerning foreign nations, hostile or

potentially hostile forces or elements, or areas of actual or
potential operations

‘REF: https//www tripwire.com/state-of-security/security-data-protection/introduction-cyber-intelligence/ - RV CONNEX
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INTELLIGENCE CYCLE

Planning and
direction

N\

Dissemination Collection

‘REF: httpst//www tripwire.com/state-of-security/security-data-protection/introduction-cyber-intelligence/ I! RV CONNEX
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CYBER THREAT INTELLIGENCE (CTI)

Cyber Threat Intelligence (CTI) is based on the collection of intelligence using
open source intelligence (OSINT), social media intelligence (SOCMINT),
human Intelligence (HUMINT) or intelligence from the deep and dark web.
CTl's key mission is to research and analyze trends and technical
developments in three areas:

“ Cyber crime
A Cyber hactivism
A Cyber espionage (advanced persistent threat or APT)
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INTELLIGENCE GATHERED

Attacker source IP ranges

Malware metadata

Typical hardware/software leveraged by the attacker
Typical hardware/software targeted by the attacker

Typical times of attacker operations (i.e. typically active between 0400 — 0900
GMT on Thursday, Friday, or Saturday)

Hardware/software used to access the sensitive data and business processes
Patch level and patching schedule for identified hardware and software
Previous attack information (If available)

Detailed identity and access information associated with the resources (i.e. who
can access them, and what privileges do they have?)
r RVCO&EX



IP REPUTATION / FILE REPUTATION / URL REPUTATION
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OUTSIDE-IN CYBER MONITORING
CYBER MONITORING FROM HACKER'S POINT OF VIEW
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2. Alert
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DARKNET INTELLIGENCE
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DARKNET /
DARKWEB
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Academic databases

Medical records

Financial records

Legal documents

Some scientific reports

Some government reports
Subscription-only information
Some organization-specific
repositories
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TOR
Political protest

Drug trafficking and other

illegal activities

96% of
content on
the Web
(estimated)
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ACCESSING DARKNET
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SOCIAL MEDIA INTELLIGENCE
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osintframework.com
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Username ()
Emall Address (O
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Images / Videos / Dacs () Google+ )
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instant Messaging &~ Other Social Networks O I e
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People Search Enginas O Search ()
Dating ©) () Social Media Monitoring Wikl
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Public Records O General Search ©
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Transportation © Code Search ()
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News Search ()
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Archives O ;
: Search Tools ©
Language Translation ) Search Engine Giides @
M @ Faot Checking )
Meoble Emulation )
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Dark Web O
Digital Currency )
Classifieds (O
Encoding / Decoding )
Toois
Malicious File Analysis ()
Explnits & Advisaries {)
Threat Inteligence )
OpSec O
G018 by B o Al right reservied Viersar 19 Documentation O

Training )

(O IntelTechniques Facebook Tools
(O Find my Facsbook ID

{0 FB Email Search

() Recaver FB Account

() Facehook Photos by ID (M)

() FB People Diractory

() NetBootCamp FB Search Tool
() FB Lookup ID

() FB Identify (Requires Logout)
() Search is Back!

() Soclalsearching
() Facebook Live Map
() th-sleap-stats (T)
() Facebook Scanner
-
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RV CONNEX
TRANSFORMING POTENTIAL
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