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System Properties

Blockchain and distributed messaging.
Decentralized.

Distributed.

No single point of failure.

No single point of attacking.

Not control by any single party.



Security

e Confidentiality Integrity
e Privacy

e Abuse Prevention



Confidentiality

e Data transmission is encrypted.
e Only intended party can decrypt data.

e | ogs do not contain sensitive data.



Integrity

e Data transmitted are delivered properly.
e Data stored cannot be tampered.

e Data transmission cannot be tampered.



Privacy

Platform does not store personal information.

Messages and Requests in the platform may hide source,
destination, and/or content from other parties in the
ecosystem (minimum 2 out of 3)

Anonymity: RP, IDP and/or User may hide their identity.

Anonymized data stored in the platform is resistant to
brute force.



Architecture Design
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Example NDID Node
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Example Request

Send request to {namespace}/{identifier} [

{ns, id, request_type, request_message, min_ial, min_aal, min_idp, service_id_list, timeout}

send_rlﬂquast 4 req_id

NDID NODE

o
T

2\

Tendermint

il {req_id, min_idp, service_id_list}




https:/ndidplatform.github.io

= * @ Sacure https://ndidplatform.github.io ir

Navigation

Heme NDID platfﬂrm

Technical owarview

Example authenticaion flow Development hub for Thailend Netioral Digital ID platform.
Example data recuest flow )
Title UHRL
Exampie anbcarging flow
Faro kiowiedn procl OFiclal site nttp:/iwww.digitahd.or.th,
Public storage TEDxChiangMai Talk  https.fwww.youtube comfwatch?v=EBHHNRRIs00

GitHub organization https:/fgithub com/ndidplatform

HTTF APl schema nttps://app.swaggerhuo.com/epis/NDID/
Facebook page nttps: www.lacekook.comyMaticnalDigitali0f
Whitepaper nttps://faco.qlv4Cipe
Slack https:/ ity 2LMDSWE

Architecture overview

Recommended reading: For newcomers, we highly recormmend that you watch the TECxChiangMal talk which
descrites the impartance and benefits of having a digital 12 infrastructure in Thailand, and read the Digital
identty Guldeline for Thailand — Overview and Glossary (DRAFT) documant to understand the overall process of
the Digital ID model,

From the whitepacer:



Useful Links

e https://ndidplatform.github.io/

e https://qithub.com/ndidplatform

e https://app.swaggerhub.com/search?
type=API&owner=NDID
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