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System Properties
• Blockchain and distributed messaging. 


• Decentralized.


• Distributed.


• No single point of failure.


• No single point of attacking. 


• Not control by any single party.



Security

• Confidentiality Integrity


• Privacy


• Abuse Prevention



Confidentiality

• Data transmission is encrypted.


• Only intended party can decrypt data. 


• Logs do not contain sensitive data.



Integrity

• Data transmitted are delivered properly. 


• Data stored cannot be tampered.


• Data transmission cannot be tampered.



Privacy

• Platform does not store personal information.


• Messages and Requests in the platform may hide source, 
destination, and/or content from other parties in the 
ecosystem (minimum 2 out of 3)


• Anonymity: RP, IDP and/or User may hide their identity.


• Anonymized data stored in the platform is resistant to 
brute force.



Architecture Design



Platform Node Components



Communication Between Nodes



Example NDID Node



Example Request





Useful Links

• https://ndidplatform.github.io/


• https://github.com/ndidplatform


• https://app.swaggerhub.com/search?
type=API&owner=NDID

https://ndidplatform.github.io/
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