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T1% of organizations report their third-party network

contains more third parties than it did three years ago. CIOUd sel'Vice
R Provider

am
sem Call Center Deposit/ Withdraw/
) 0.93% Transfer

em 3.70%

::E 6.48% / /_1 85% Fraud monitoring

sam CRM 5 LG 0.93%
17.60% < ’
Support Internal p

The same percentage reports their third-party network

will grow even larger in the next three years. A

Open Account

Gartner. i

Table 1. Worldwide Public Cloud Services End-User Spending Forecast (Millions of U.S. , :
D:Ilnr-) : "o (Millions Oth L9U S¥UU Website
| 2022 2023 2024 59.26% s 9nnnsteya
! ! 3¥UU HR s¥uUium

Clnud Application Infrastructure

Services (PaaS) m,976 138,962 170,355 YU API

Cloud Application Services (SaaS) 167,342 197,288 232,296 Digital
1 ! { ") Ocean

Cloud Business Process Services

(BPaaS) 59,861 65,240 71,083

Cloud Desktop-as-a-Service (DaaS) 2,525 3122 3,535

Cloud Management and Security I I [ £+

Services 34,487 42,401 51.87 Drophox

Cloud System Infrastructure

Services (laaS) 14,786 150,310 195,446

Total Market | 490977 597325 724,566

BPaaS - business process as a service; [aa - Infrastructure as a service; PaaS - platform as a service; 5aa5 - software as a
service
Note: Totals may not add up due to rounding.

Source: Gartner (April 2023) gayavn sun. ru U 2565
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Case Study: Supply Chain Attack

Supply Chain Attack process
Multiple Organization in

SolarWinds hack was 'largest and most Service Provider ‘ Ao
sophisticated attack’ ever: Microsoft president
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Product/Service . r’ L] \\
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Trusted f \L
/3 ~
CykieE Channel | |—l—|- \
Criminal - P4

FILE PHOTO: Microsoft’s President Brad Smith speaks at the Web Summit, in Lisbon, Portugal, November 6, D i a g r'a m . S u p p Iy C h a i n
2019, REUTERS/Pedro NunesFile Photo *
Attack

AN https://www.reuters.com/article/us-cyber-solarwinds-microsoft-idUSKBN2AFO3R  wag https://www.blognone.com/node/120144 Page 3



, Case Study: Ramsomware
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Inital access

Spam Email
* Brute force or stolen Ransomware  DDOS attack on
credentials to RDP Network deployment, victim website or
* Exploiting a reconnaissance & Data execution, & network until
vulnerability lateral movement exfiltration data encryption negotiation

) 2 B %3
® o o o

Extortion Extortion -
tactic #1 tactic #2

on 25 August 2021 - 10:24 If ransom is

not paid:
The attacker compromised an employee's VPN credentials P -
The attacker actively apply tools and techniques to gather data Publish data to leak site
* Credentials
+ Sensitive data
threatens to release data stolen + Other information

The attacker encrypted or locked access data and also

Ref : https://www.blognone.com/node/124406 Ref : Zscaler Page 4
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Country /

Cross Border Risk IT & Cyber Risk
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Legal / Operational Risk

Strategic Risk Compliance Risk
e
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Reputation Risk

Concentration Risk
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Confidentiality — Integrity - Availability

1. IT Governance

rfugiancuIFessU IT Tunwsou TronughSous:aumsnisinu IT egaWeawana=rnugiaia:atuayu
TRournSTNSUSHNSAONUIEENFU T AiKuN=aulia:aonndouiunsANIdUSSNY

>

*  NoIRNavLWAES: MUKan 3 LOD .3MnS. Boardofdirectors
*  OySUTABOUANU IT Security | P@4 |
* A0S AOWBUNNYIWEIWATUNTS sy, [Tsteering Risk ng, Audit

1.3 msu§msv‘mmsu‘ﬂmﬂs UﬁUﬁmu Ha:ULJSU’]fUU‘ﬂa’]ﬂSIVTIU\]WO d & 1 committee committee committee

5B 1 4 ulvureNmsinuRlanUIFeasu IT (1) IT Risk Management (2) IT Security
L]

1.5 NSASWANUNSHUNTIIAIUIFSIFIU IT ANEsUTERs-HINTInOUIFDRU IT
2. IT Security

T

48

® T Asset Management ® Physical and Environmental Security ® System Acquisition and Development ® Third Party Management
® Information Security ® Communications Security ® |T Incident and Problem mangement
® Access Control ® |T Operations Security ® Disaster Recover Plan

3. IT Project management

Page 7



Us:n"A IT Risk

suAMSuvlsznelne
BANK OF THAILAND

3 Party mudignu sun.

fHUAUNUINAtNAI:A LS UBASOURBAIUS:HON

av. la: 3™ party SOUNIIAMMANYNYNISIVINSINEOUVOY
. S JEra -

IT outsourcing NdUedArY

Gmsriugiia AnmUu USMSIAMsAUIESIT WU
ANUIFEINILBLY 1= Risk Tolerance

SnunAcUuAIUaensie (T security lia: Cyber security) U
LMsTUENNA

wSausauSuIrnMSNIRDans:Nust WD Ud Ay WelAusmMs
Tneeivsaitinva:UveyagnAwsauEnu

nsrulEusSms Public Cloud Computing fUS:ULNUENATY fiov

AiguMsnnvo @

nMsuSH1sIANIsAoWIABI9INUARANIBUSN

wlAusnsau IT wADNsidousionus:uu gRaursnivnisvioya

IT vou &u. d1Aryveu au.

(IT Outsourcing)

NuoUNUR Third party risk management

doun 1 : MSAAURIANISUSHNSIANISADUIZLI9INUAAANTEUDN (Risk Governance)

= Qversight/ 3 lines of defence = Human Resource Mgt = Consumer Protection

= Policy/Procedure = Audit

doun 2 ﬂ’lsu§ms5ﬂmsm’lulﬁa\]mﬂu,ﬂﬂamauon (38" Party Risk Management)

34 Party Management Life Cycle

Risk Due Ongoi Exit/
- o - Contract - gomg = N
Assessment Diligence Monitoring Termination
IT security Cyber security
Asset/ Access/ Data/ Network/ Change/ Config/ Identify/ Protect/ Detect/
Capacity/ Log/ VA/ Pentest/ Back-up data/ BCP Response/ Recovery
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N1sidusnas Public Cloud Computing
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nN1s{dusnas Public Cloud Computing fius:uuiiudAry

fouAIdunisnnie nstildusnas Public Cloud Computing AUS:UUIUEATY ausiolUd

1. Us:10Us=AundUIABA9:IAATURINNISIEUSNNS public cloud computing

2. mnundadglunisAnidonuananisuannouldusnis

3. nstlinyananeuentiusmMsiusaUs:inA AosIRTKTNs:=UsUMSsIAIRUTayadrsadlsTluls:InArsaluls:InABUATLTEUSINATAUSNNS

4. fioulineyavey av. rHiavoyavesanAnauuI9INUARANIBULN lla:aurseriateveyanrunfogiuyuAnanisuanagwAsUtiou jeduaanisigusnis
5. 9nlKins:uoUNSAVANISSNEIAWITUAIUAOAAEENU IT SoUAvEEUNIUNMSAIANOEWELIaUD

6. InlAINISNNsAavayadIAtyAouINSTUEINa

7. hualiynnameuans:uanunlunisUs=uoawa dnifuveya HéartunisdulaRiNeaTouuTeyave au.

8. Uns:uounisannuinanNIsidaunAla:neAnANNIBILDS Ia:iinasnirualuandaununuAnAIY

9. DiwusevsunisAitussivagusaltiouazwuaniausuinAlulagansauine

Page 9



sumsuivlssnelng
BANK OF THAILAND




)

o
g Oe)
®

[
(XD

&

sumsuivlssnelneg
BANK OF THAILAND

Mobile Banking
Stability

Digital Fraud /
Cyber Risk

New Technology
Risk

VOUIVANISASIVEDU

LLU’JVI']\‘iﬂWiﬁ’]ﬁIU@LLaLLaxﬁl‘i’T\]ﬁaUéﬁu T

Policy / Guideline

. ° IT Risk Management ° NewTech (Blockchain,
Uizﬂ']j[ﬂ' Risk ° Third Party Management Biometric, Al, API)
LWQUQUC’] > ° Mobile Banking Security ° Digital Fraud
® Cyber Risk Assessment 2.0
L]

Data Governance

‘) Annual Examination

\n3nsilauazdayainlyd VBULUANIIATIAFAY

Ongoing Monitoring

Incident Monitoring nagnsuazn1sasuulasdiAgydnu IT & Cyber

IT Risk Dashboard & Data Set Q AMULEDEIYDITZUU Mobile Banking

Self-Assessment (CRAF) DigitallFraud / Cyber Risk
AMUEs9INNsIgwalulaglung (19U Blockchain)

© MsUIsIANTs Third Party

Risk Due Ongoing Exit/
Assessment >< Diligence >( Contract )( Monitoring >< Termination
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nsUs:10unoUIdsuvesuAAanIBUOn
* nseunsusziiunowidevuananieusn Tuiduunsgau

n1suSMmsdansmsiBeusiounnanisuentiu AP

*  ns:uouMsInNsMsidourioynnanisuen TunseuRgUNSNAGOU

nss1evIUAToya Data set TumsAuNzIDeufisunmsdar
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Kaonasvyav
Us=ywsu

@ KasnasvaiutAZat1eTnsawr
KSayavnivaaulau

wivAaawsuLcaas v
* 1AW 20,013 AR

* |Funny 3.5 WU au.

SMS Kaanaov 2/
e  Unfu 45,743 SMS

1/ dayavinad1tnviuchsooukvsa B.a. 65- 0.A. 66
2/ dayavInd1inviu nany. n.A. 65 - s.A. 65
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® kdoravidaloutdu/
uadgawiu
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AOUIFErIganadINAul 30%

® U.A.66 2,022s519 /151 au.
® N.w.66 1,644s179 /120 au.
* {.n.66 1,381s19 /107 au.

Jrygon v

*  919aAUNYBUN 58,463 UNYS
*  voO1Un 5,657.5 au.
°*  9wWnlnu  400.8 au.
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affidasavisaucu Call Center suims [0.A. 66)
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Awuuu link siu SMS ua: e-mail

#wdv link vadoyadiuynna Kéo OTP
WU social media
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Ua‘,nu uu Mobile Banking 1 update @aa
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Fruad Risk Management Guideline

1. Governance

2. Management

Protection @ Detection p
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