


Key Risk for Blockchain and Digital Assets

1 - Blockchain
° Blockchain Technology explained
° Basic infrastructure and communication
e  Consensus
e  Addresses and Private Key
° Tracking transactions via blockchain explorer

° Smart Contract

2- Digital Asset
e  Custodian and Non-custodial wallets
° Transfers and Recovery of Digital asset
° Difference type of services

° High risk transactions




Blockchain Technology potential use cases
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Inherent Risk of Blockchain

Smart contracts Isting
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Blockchain




Blockchain community

How does Blockchain work?

Imagine strangers sitting in a room, each with their own notebook and
they don’t trust each other. Their notebooks can be used to store and

send any type of digital property.




CASE#1

How does Blockchain work?

A transfers cryptocurrency to B Each of them records a transaction and compare all notebooks to make

sure they match.



CASE#2

How does Blockchain work?

A transfers cryptocurrency to B Each of them records a transaction and compare all notebooks to make

sure they match. If a stranger is lying, the others ignore and move on.



CASE#3

How does Blockchain work?

A transfers cryptocurrency to B Each of them records a transaction and compare all notebooks to make
sure they match. If one blockchain copy is different from all others in the
network, the network automatically rejects the transaction that doesn’t

match the rest.



Consensus algorithm

An agreement or qualification of the strangers to ensure that all strangers
in the room can agree on a single source of truth, even if some stranger

fail.




Blockchain Consensus

Proof Of Work [POW] Proof Of Stake [POS] Proof Of Authority [POA]

A

Using powerful computing power People with most token Selected entity/individual with

to solve math problems ‘ good reputation
POSA J




Blockchain Consensus

Proof Of Work [POW]

Proof Of Stake [POS]

Proof Of Authority [POA]

¢

Recently migrate to POS from

POW (The Merge)

@

Using powerful computing power
to solve math problems

People with most token

Selected entity/individual with
good reputation

o

POSA J




Blockchain - What could go wrong ?

Blockchain depends on everyone [validator nodes] to maintain

information / database. With this decentralized network, if one

'g‘ node was compromise, information can not be manipulated by
il
o/

L\

malicious individuals. Unless ?



Blockchain - What could go wrong ?
BITC
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1ASDU1Y Bitcoin SV ( BSV ) gnloud 51%
attack “ASolHad”

avHiAu 4, 2021

fis1801U31 Bitcoin SV ( BSV ) Us:auAumsToud 51% attack “ASolad” lagisudoucitnan 22:45 uov3usoans dowa
tHdmMsya chain LINAvaWLDSTUWSDUU

Coin Metrics {lUSMISMS3IAS1H Hudulbaunesudomsuwaawasumssanmsanuidsouay FARUM [dasio
wumsloud 51% attack

CoinMetrics.io L 4
@coinmetrics - AaA

FARUM has identified a 51% attack today on the BSV
network at around 11:45AM EDT.

coinmetrics.ioffarum/

® Lucas Nuzzi @LucasNuzzi

A 5 1 % attaCk occurs Whe n ma li Ci ous BSV is going through a massive 51% attack.
m | ners ta ke Control Of more tha n After an attempted attack yesterday, some serious hashing

power was unleashed today at 11:46AM and attackers are

50% of a proof-of-work blockchain. succeeding.

Over a dozen blocks are being reorgd & up to 3 versions of the
chain being mined simultaneously across pools.

2:51 fiowiies - 4 a.a. 2021 o)
@ suumaumnimuauuminned
@ 54 @ soundu  (Q Aeasndsd

814 9 MInaundy

https://bitcoinaddict.org/2021/08/04/breaking-bsv-reportedly-suffers-massive-51-attack/


https://www.investopedia.com/terms/p/proof-work.asp#:~:text=Proof%20of%20work%20(PoW)%20is,transactions%20and%20mining%20new%20tokens.
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Wallet Address
Private Key

Encode with Base58

2

bc1gqdykm85ycxjgjh5hrkwmewts02mm6ku5rick3m

Wallet Address:

@iavlan Private Key u1fivar Decrypt wiaa dindenssiiidla

& bitkubr

&

Private Key:

E9873D79C6D87DCOFB6A5778633389F4453213303DA61F20BD67FC233AA33262
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Addresses and Private Key

Address: 08x6d9e8B8870d1e3C91aC71D88C2¢c12D9B98b27a75

https://vanity-eth.tk/

Private key: b1ee578770bdc6916d72ab8dac9bc69e01958cf9bc766aa9567c743bfB8f8e3a

@ Etherscan Al Filters

Eth: $1,208.83 (-4.53%) | 1) 18 C Home

@ Address 0x6d9e0B8870d1e3C91aC71D88C2c12D9BIBb27a75 © 8 ©

Sponsored: ¥l PEPEBET - Buy a token - place a bet and win cash prizes! Buy PEPEBET token

Overview More Info
Balance: My Name Tag:

Ether Value:

Advertise your brand here! start Today

Transactions Erc20 Token Txns Analytics Comments

sekokok ook kokok

TxnHash Method ® Y Block T

There are no matching entries

Blockchain +  Tokens v Resources v More v+ @ Signin Y

Not Available, login to update

Txn Fee

https://etherscan.io/



61au Private Key uaindvly ? < bitkub

BIP 39: Mnemonic code for generating deterministic keys

fu1sald@n 12-24 @17l Random Susniiia restore Private Key ¢ Taadaimaniinnain Word List Al lgiviavun 2048 ¢

. Recovery Phrase ianilszuuasdsun 1

Setup Phrase

° davAuiuaruduiniiau Private Key

Write down the following words IN ORDER and keep them PY (ﬁE]\‘IQﬂG]’]JJEi']G‘]’U
somewhere safe. You cannot recover your account without ;
them! ° nana g tiad Private Key siavldandsiusig

1 ankle 2 measure 3 slender Private Key'

4 stable s equal 6 equip

xprv9s21ZrQH143K42r3nHWHumL2sBrw6MvmkyP5y
bGd7GgUjCxHwW6bo3fvTVRWVaxZLKMZSP82xEavw

7 arrest s fury 9 record

2AEeZfS1L.zUQPjiNKWURVrdD2m56sMq

10 skirt 11 recall 12 minimum

https://iancoleman.io/bip39/

https://github.com/bitcoin/bips/blob/master/bip-0039/english.txt



Addresses and Private Key

https://cryptoglobally.com/seed-phrase-generator-wallet/

) Coin

ETH - Ethereum

24 Words v

There are 2048 words possible

Mnemonic Seed Phrase Language
https://getcoinplate.com/blog/offici
al-bip39-word-list-mnemonic-in-en
glish-verified/

English H#iE Espafiol () Frangais Italiano

BIP39 Mnemonic Seed Phrase

pull zero burger fatal case float bleak witness crop civil victory next since
child outside nominee crowd blanket unusual garment asthma finger exist
hello

Click this Button Every time you Generate New Seed Phrase.

©

ETH Balance BNB Balance Matic Balance

sekokok ook kokok

Public address and Private Key

0x21c108c336E2£1052115883F31A3ea61577798B5, 0x5ab6adcaal33!

https://etherscan.io/



Addre ey ‘9 bitkubr

e  Wallet Address uax Private Key fianwauvinilan Username as Password

v
v v o

o gutluAfiadudesii Private Key azgnduimnsinanis Brute Force 'l¢f -> Very low possibility but not 0%

C:\Users\Pedro\Desktop\BITCRACK>startl

C:\Users\Pedro\Desktop\BITCRACK>bitcracké4 -b 32 -t 256 -p 16 -c -u -s 4997CAE96B36C4DEA75E574D60F5D913BCD2D3A8B4DI39A67
FD63A11DBFEEDE3 12QuKQTv2wrwfHfZbAF3PjgANViAqaPIgH -0 out.txt
GeForce GTX 1080
12QVKQTv2wrwfHfZbAF3PjgANVjAqaPIgH
Compression: both
Starting at: 4997CAE96B36C4DEA75E574D60F5D913BCD2D3A8B4D939A67FD63A11DBFEEDE3
Initializing...
Running
Private key: 4997CAE96B36C4DEA75E574D60OF5D913BCD2D3A8B4D939A67FD63A11DBFEEDE3
Compressed: no

Public key: EA27E6FB91E29A8F8D7947D04B19B5ABB24EDF8A3E8DCB263B3637F6BOO93AB3
B9224AD2C51D8985CDB2360C02DD472CD3458A194455DFDDAFE4D76934E6B62E

C:\Users\Pedro\Desktop\BITCRACK>

fnatanislaldsunsuiiaia Private Key



https://rattibha.com/thread/1508852842685153282

Hacked

Axie Infinity hack

$552,025,328 Loss

° Ronin is a side-chain of Ethereum (in which Axie Infinity
operates). It's secured by 9 validators and you only
needed 5 (+50%) to attack the network

° The attackers got access to the System that operates 4
of the nodes, and found a bug to access another node

° With +50% of the nodes in the hands of the hackers,
they stole* all the bridged Ether and USDC

O —— ;w—»'
Crypto exchange 1

*Stole = Create transaction to withdraw asset and signed this
transaction with majority number of private keys [consensus]
Lesson Learned ) b / —>(2)
- Server security still a top priority BTN E*P"’“&,_

- Do not allow one entity to control majority nodes ‘ :

ELLIFTIC (e Do

Crypto exchange 3




Addresses and Private Key - What could go wrong

e Unauthorized access to where keys are stored [End Point]

° Unauthorized access or Lost access to

o  Private key

Server 1

o Recovery seed phrases | 1 NORMAL

Server 2
NORMAL

Server 3
[ 1

Server 4
"1 OFFLINE

Server 3
[ |




Enhanced transaction controls

M PC MPC distributes the Hot Vault’s “Private-Key” secrets in an isolated chip-that sets across both cloud servers (SGX) and the customer’s

(M u Iti_Pa rty owned secure mobile enclaves. The private key doesn’t exist and is never reconstructed in one place. This eliminates the possibility for a

Com putational) single point of compromise.

Immediately after the User Key is generated, it is shared and split into a number of N shards and distributed among an equal number of
M u Iti_Keys different “Key Shard Holders” in a manner that requires M of N key shard holders to come together and reconstitute the key for signing a

client initiated transaction.
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Paper Wallet

Steel Plate

Hardware Wallet




Private Key Management

If a company decides hold digital assets securely how would such company go about doing this
1. Noindividual can have access to all element used for making transactions
a. Hardware Wallet
b.  Pin code
c. Seed Phrases
2.  Keeping backup into multiple-location + [1]
a. Note - backup can not be all at the same place

b. Note - Bank's safes are rare




Ethereum Chain

Improvement from BTC

° Ethereum was developed to augment and improve on bitcoin, expanding its
capabilities.

° Importantly, it was developed to feature prominently “smart contracts:”

decentralized, self-executing agreements coded into the blockchain itself.

Ethereum Virtual Machine (EVM) and ERC20

° An Ethereum virtual machine is a software platform, or “virtual computer,”

used by developers to create decentralized applications (DApps), as well as
to execute and deploy smart contracts on the Ethereum system.

° DApps developed using “Solidity” language

° ERC20 = Token standard

Blockchain on EVM and ERC20 Compatible

Name
BNB
Polygon
@ Aveienche
B oo
B o
Fantom
B
g ortmsm
B e
g Voo
Aurora
Velas
[ W
B -

. Boba Network

. TomoChain

= xDai
e

o 2

Evmos



https://learn.bybit.com/blockchain/decentralized-apps-dapps/

Implication of EVM and ERC20 Compatible

@ Etherscan

Eth: §1,191.70 (

Overview
Net Worth in ETH

418954446.179065

Net Worth in USD

$22,588,013,511.64

Assets in Wallet (1,092)
$22,588,013,511.64

Assets in Wallet (1,092)

Asset Contract Address

O etrereun

Binance USD

Symbol

@ SsHBAIN

@ ChainLink To.

cosToken
Dollar

10 ¢ Records

Binance 8

Total Balance Change (24H)

“190%

NFT Assets (12)

Quantity

1904674.09956718243...

14200000000

7494452.67762456

700000000

289477699.633

29706554054973

35000000

900000000

351392574.166234247...

125383576

Al Fiters

Home

Price

$1,191.70

$1.002

$266.185404

$1.001

$1.00

$0.000009

$6.11

$0.22423

$0.462888

$1.001

Blockchain + Resources v

More «

Osgnin &

By complying to the same ERC20 standard

one address can support multiple tokens

Hide $0.00 assets

Show/Hide value in ETH

Liquidity Pool Assets in Wallet (0)

Change (24H) & Value

~121%

$2,269,800,124.45

$14,228,400,000.00

$1,994,913,912.50

$700,700,000.00

$289,477,699.63

$267,358,986.49

$213,850,000.00

$201,807,000.00

$162,655,405.87

$125,508,959.58




LaniasTaumBugiine:15duiin < bitkub

Broadcast to other
nodes for confirmation

Hash Amount (BTC)
85156f1d43b86dc267959b709821fc595ec00d6f0. 1.26903658 BTC $50,428.63
174534a3ae5! d353417929a458501554be9%a.. 0.08153844 BTC $3,24015
bbd8baf9d6d43d9a3160e42f3b6862adeff085a6a... 0.00031447 BTC $12.50
634c4694a9d39b81be1d7e34d18614e5d17867a31... 0.00121096 BTC $4812
7201eab5ce862ad71f54abe6e25f47adcObf95d5bb, 0.00483416 BTC $19210

94a8ad27258432cf0aae824944cc60b770e14e718... 0.00892408 BTC $354.62

View All Transactions >

Wiudmsndii lunsiadausnanig
Taa Search w1A1 Hash ‘lu
Blockchain Explorer

Wavinsnunsadnsa Blockchain a:d519
Hash aiilun1s Confirm 518019

Hash fliufiaudy ID wavs1anns Transfer



Follow blockchain transaction

On public blockchain, it is possible to to trace transactions and addresses. However there is limited to no information on who is the owner of this address

@Et,hersca_n AlFiters +  Search by Address / Txn Hash /Block / Token / Ens @Ebher‘scan AlFiRers + | Search by Address / Txn Hash / Block / Token

Eth: $1,221.50 (+2.58%) | 214 Gwel Home  Blockchain v Tokens «  Resources ~  More « @ Signin Eth: $1,221.50 (+258%) | 13 Gwel Home  Blockchain «  Tokens v  Resources v More v Signin
o i

@ Address 0x2Db1D8CAF1Abe8C70b531a790CDI2FF3BaecF652 © & [ oy - | oo - | =B @ Address 0x76c0C6601F52Fb1908E35155425abBad5245A4e7 © & ® =3 =8

Sponsored: [ b game - Win up to § BTG Everyday! Live casino + 20K slots Play Now ‘Sponsored: ) BetFury - Discover BetFury - Leading Grypto Casino Spin now!
Overview More Info Overview More Info
Balance: 459.066827775703259024 Ether 3 My Name Tag: Not Available, login to update Balance: 3.192640886197305395 Ether ? My Name Tag: Not Available, login o update

Ether Value: $560,750.13 (@ $1,221 SOETH) Ether Value: $3,899.81 (@ 51221 50/ETH)

Token: $607,193.46 €3 Token: $11353 @

up to 500 ETH n Blockscan Chat Wallet-to-wallet instant messaging platform. [Z] startchat

Transactions  Internal Txns  Erc20TokenTxns  Erc1155TokenTxns  Analytics  Comments Transactions  Erc20 TokenTxns  Analytics  Comments

= Latest 25 from a total of 130,484 transactions : I Latest 25 from a total of 30 transactions

Txn Hash Method Block Y  Age Y Txn Hash a Block Y  Age T Value Txn Fee

0x1d94d5a7cd273366f5. Transter 15996302 2 mins ago 2 5 0.00027297 ¥ 0x1d94d5a7cd27336efS. 15996302 3 mins ago 153 Ether 0.00027287

Ox5365ce4114121081144c Tanster 15996291 4 mins ago " oocczross @ 0x491905438621626031 Tarstr 15993241 10hrs19minsago  Ox2dbidacdiab 156 Ether 00000391

0xc69d16087b078c4abo. Transtor 15996270 8 mins ago 2 Ether 000028004 @ 0x73aC45892be83€28S. Traster 15990603 19hrs10minsago  Ox7600c6601152M19c8e... @ Tether: USDT Stablecoin 0 Ether 0001954

0xe7b0c028706640d65¢. Transfor 15996253 12 mins ago 0x2db1d8cdf1abe8e70b. 0x6e364412a719674d3df. 0.030571 Ether 0x7e61600363c18193416. Transfer 15990596 19 hrs 11 mins ago = 241061597 0.27 Ether 0.00061612 ¢
7640b49be6e169. e 15996243 14 mins ago Ox2db1d8cdf1abe8e70b... 0x421bfe8aaBd3821706c. 0.0122 Ether 000027275 0x2202678b€283256923 Transter 15988641 1 day 1 hrago 0x76c0¢6601152M19c8e... 0x114301366013064fb6 0.04059 Ether 000032019

Oxcegboe2!d25420670fa. Transtor 15996228 17 mins ago .. 017075 Ether 000028570 ¢ 0xd4d112c3211fif7d552e Transtor 15988626 1 day 1 hrago 0x870ef097¢41710343 0x76c0066011521b19c8e... 003993472 Ether  0.000357

0x467a5b5346b047808e. Transter 15996212 20 mins ago 0x2db1d8cdf1abe8e70b. . 0x421bfe8aa8d3821706¢. 0.0366 Ether 0.0002751 ¥ 0xad23959ald8b508808. Transter 15977403 2days 15 hrs ago Ox2db1d8cdf1abe8c70b. 0x76c0c6601152fb19c8e. 0.271 Ether

Ox01dB3ebe3c23207386, s 15996190 24 mins ago 0.0855 Ether 00002765 @ Oxea193c0e737b4d42c1 Tanstor 15976577 2 days 18 hrs ago 0.58 Ether 000041303

Oxb4612081637cibA4cd0S. 15906111 40 mins ago 0012208 Ether  ac0nersse® 0xca5c616b171bbiS0074 Tanstr 15073667 3 days 3hrs ago 0x76c0c65011521019c8e. B Tether: USDT Stablecoin 0 Ether 0.00066885




Follow blockchain transaction

@Ethersca.n AlFiters v | Search by Address / Txn Hash

Eth: $1,221.50 (+2.58%) | 513 Gwei Home  Blockchain ~  Tokens v  Resources - More ~ @ Signin 4
@ Address 0x76c0C6601F52Fb19¢8E3555425abBad5245A4e7  ©
Sponsored: g BetFury - Discover BetFury - Leading Crypto Casino Spin now!

Overview More Info

Balance: 3.192640886197305395 Ether ® My Name Tag: Not Available, login to update

Ether Value: $3,890.81 (@ $1.221 S0ETH)

$154 /770
Token: $11353 @

B Blockscan Chat Wallet-to-wallet instant messaging platform. [ startchat

m $407.5966

Ox66C49e647. - 0x76c0t6601.. Transactions  Erc20TokenTxns  Analytics  Comments
= inance

atest 25 from a total of 30 transactions
Txn Hash Block Y  Age T From ¥ To T Value Txn Fee
0x1d94d5a7cd27336ef5. 5096302 3 mins ago Ox2db1dBcaf1abeBe70b. 0x76c006601f521b19c8e... 1.53 Ether 00027297
0x4919d54386a1626031 Transter 10hrs 19 minsago  Ox2dbidBcdt1abeBc70b 0x760006601f52Mb19c8e... 1.56 Ether 000030391

0x73ac45892be83ea8lo 19hrs10minsago  Ox7600c6601f52M19cBe... @ Tether: USDT Stablecoin 0 Ether 00195947

0x7€6160d363¢18193416. Transtor 5 19 hrs 11 mins ago 106159720 0.27 Ether 00061612

0x2202678be283256923 Transter 5088641 1day1hrago 0x76c0¢6601152M19c8e... 0x11430136601306df06 0.04059 Ether 000032018

0xd4d112032111f7d552e. Transtor 5988626 1 day 1hrago 0xB7def0970417€10343. 0X7600066011521b19c8e... 003993472 Ether 0,005

0xad2395921d8b508848 Transter 15977403 2 days 15 hrs ago 0x2db1dBcdt1abe8c70p. 0X7600066011521b19c8e. 0.271 Ether

Oxea193c06737b4d42c1 Transter 15976577 2days 18 hrs ago 024 0.58 Ether

0xc95061eb171bbIS0C74. Teanstor 15973687 3 days 3hrs ago 0X7600066011521b19c8e.. @ Tether: USDT Stablecoin 0Ether 0.0006685




Smart contract

Ethereum uses what’s called “Smart Contracts.” Those are computer programs

that run exactly as promised - without any downtime, censorship, or interference.

All participants in the Smart Contracts can trust that what they agreed on will
actually happen - because it happens automatically. For example, if your
purchase gets delivered, the seller will automatically be paid.

- upfolio.com



Buyer

Smart Contract

Seller



Smart Contract Security

Example of Reentrancy attack
Smart Contract is a software developed to be run on

blockchain, so it still has the same software security issues $150m worth of ether (about 3.54 million ETH)

.-+ Never updated

DASP Top 10

Hocker : :

1. Reentrancy 6. Bad Randomness i

2. Access Control 7.Front Running
3 Arithmetic 8. Time Manipulation ° This ?ntltles the hacker to later call the withdraw() function in The
DAQ’s smart contract.
° When the withdraw() function is eventually called, The DAO’s
contract sends ETH to the hacker
4. Unchecked Low Level Calls 9. Short Addresses ° Hacker’s smart contract intentionally does not have a receive()
function
] ] ° When it receives ETH from the withdraw request, the hacker’s
5. Denial of Services 10. Unknown Unknowns fallback function gets triggered
° This code, immediately upon execution, calls The DAO’s smart

contract’s withdraw() function again
https://dasp.co/
https://blog.chain.link/reentrancy-attacks-and-the-dao-hack/



Smart Contract Security

16 May at 14:01- Q

wuLi”m“'mﬂsﬂmmmimmmmsam LUNA 'lmm‘limuﬂﬂ*]’nmmrmmmmsmiﬂ i lviv3saysien
32NINT 100% 1519 IWATINITNIUNUYDINS Y stable coin pgie UST AunauinAgngaaiy
wSaey LUNA peinals ' '

TaswnSany UST i LUNA § Algorithm fiaayann lng Wawmsen UST dyadn < 1$ 223 Burn
UST uazinn1s Mint LUNA Zusniiie aaanuiu UST ﬁ‘lm’lmmsm UST naulufisnan 1$ usids
wa'lwmiﬂm LUNA ummmwu‘numh 5’1ﬂ’]l'ﬂ$ﬂﬂj LUNA anas meiﬂmmmm UST > 1$ 2z
¥1A15 Mint UST uaz Burn LUNA alNTuIMWMS B UST answaunseny LUNA vinlisnan UST

tech =

UPDATE 90.000

anad uazsnal LUNA vinau faeszuyluns Peg yadn2e9 UST
70.00 vmLi”mﬂvmwmmi]mwm"lwsﬂmmmmmm Luna su\mu
- fldeii 1 asannsanzes BTC L‘Wi’!ulﬁ’miﬂ‘uﬂﬂlta’)tuaiﬁ)’lﬂ market cap 284 BTC n1wmu1ntua
BTC i']mammnvnlﬁm‘mmmumnmﬁmammmu 59089 LUNA shsgigiunu
- ilwzm 2. Lummnumimmmwwm UST aﬂ’nmn‘lummmum v 1¥sanzee UST s29a 3
1$ v 1iin1s Mint i5aey LUNA aanuuflusuiuann
10.00 ﬂiUIﬂﬂﬂﬂﬂﬂﬂaﬂﬂ‘n”l‘l‘lﬂl.‘lrmvlﬂ‘llmd’m‘/lﬂﬂﬂﬂ "msmang” UST vin ldsanifu “nan Peg W uas
1inn1s Mint w3y LUNA aanuiiuganuiunin

Terra's Algorithmic Market Module
QUHUN IKSErYASUTa LUNA

>$1 <$1

Increase UST supply Decrease UST supply

Terra Money, Cointelegraph Research




Inherent Risk of Blockchain

Smart contracts Isting
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Digital Assets




Type of Digital Assets & bitkub
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https://www.bitkubnft.com/gashapon/278

NFT Charity : Happy Chana

NFT Charity : Happy Chana (ulasvms NFT msapaufoyuuud:us
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Non-fungible tokens (NFTs) o sy
(NFTs) are tokens that we can use to represent ownership of unique items. They let us RN
NFT lumwndon
tokenise things like art, collectibles, even real estate. They can only have one official N Rarty S
P& [5R] Many Happy - Kannkaos>u e .
owner at a time and they're secured by the blockchain — no one can modify the record ﬁf i & =

of ownership or copy/paste a new NFT into existence.
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“Not your keys not your coin”
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Transfers and Recovery of Digital asset
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Transfers and Recovery of Digital asset

\ ,
SEND CRYPTO,I0
THEWRONG ADDRESS

According to a recent study by Chainanalysis, around 20% of all

Bitcoins are lost and unrecoverable.

https://www.investopedia.com/news/20-all-btc-lost-unrecoverable-study-shows/

How to avoid sending to wrong address or mistake
e Test send [small amount]
e Test retrieve

e  Check your device for malware


https://www.investopedia.com/news/20-all-btc-lost-unrecoverable-study-shows/

De-Fi Service

Cryptos: 21787 Exchanges: 524 Market Cap: 820,906,034,407166  24h Vol: 81778,091000,244  Dominance: BTC: 385% ETH: 7% B)ETH Gas: 13 Gwei v mosn s 2e- € v (oo | (R

What are DeFi Products and @< ' o s
Services? Top DeFi talizati .
= p DeFi Tokens by Market Capitalization Market Cap W\‘v Trading Volume

81,499,002,677,217 889,767,836,580

The DeFi crypto market cap is B1.37T, a ~ 11.50% decrease over the last day. fne Crsex

Watchlist Portfolio Cryptocurrencies  Categories  DeFi  NFT  Metaverse  Polkadot ~ BNBChain  Solana  Avalanche Show rows 100 v

Stable Currencies Insurance
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Q E Savmg Accounts ©|® qumdlty Mlnll’lg @ Avalanche AVAX 847166 ~13.70% 8141,766,159,871 's"fiz;;sf@ii 300,566,835 AVAX
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400.51 * b v 236,372 WBTC
Bitcoin 1586400 B AeBa09.025 8,308 WBTC

Asset Transfers % Staking

810,000,042,905 491,599,970 LINK

@) chainlink LINK 822235 ~1474%  8109,305,295,258 o e

=
(8} . 84,907,670,002
3 2 Terra Classic LUNC 80.006343 ~12.79% 38,041,728,913 St 5,997,273,199,498 LUNC
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High risk transactions

Due to nature of cryptocurrency, they are used to facilitate high risk
transactions as per noted in the table.
As a institution or entity which accept or maintain digital assets you

should be aware of where they are coming from and going to.

Wallet address on high risk categories could be identified through
various sources such as

e OFAC-

° Communities

° Commercial sources

° Government agencies and law enforcement

Category or services

Risky when sending

Risky when receiving

Fraud shop 4 4
lllicit actor organization 4 4
Darknet Market 4 4
Mixing v v
Gambling 4 v
P2P exchange 4 4
Child abuse 4 4
Terrorism financing 4 4
Sanctions 4 4
High risk exchange 4 v
High risk jurisdiction 4 4
Protocol privacy v 4



https://sanctionssearch.ofac.treas.gov/

High risk transactions

High profile hackers are targeting digital assets

Business

North Korean Hacker Group Lazarus Targets Japanese
Crypto Firms

Lazarus Group has been targeting Japanese firms with phishing links via email and social
media.

By Oliver Knight  © Oct 17,2022 at 240 pm.  Updated Oct 17, 2022 at 1104 pm.

US officials link North Korean Lazarus hackers to
$625M Axie Infinity crypto theft

Carly Page @carlypage_ / 9:53 PM GMT+7 « April 15, 2022

How the digital assets are stolen are still the same

Phishing
Server security

Endpoint security
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