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90 L e LD

M3t Tasamantilse Tomd

0

mstlestungasreaeumealunisaiivaiy
1. Jsuilgasesssuassnussu
4

2. dadauazdarusnluausnssunsasesssy

3. ﬂUiMlLﬂ$W1U§§ﬁﬂj§1u



® Nk

ARNNLLAZ QLA Ethical website
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Principle: Fraud Risk Assessment (FRA)

1.

2
3
4,
5

IS ' & A o
FRA ﬁmﬂumuwﬁqﬁwmummm Risk Assessment U939 ERM
a 4
Risk Assessment Team °1J'§$ﬂﬂﬂﬁﬂﬂﬁu1ﬁvﬂnﬂﬂu1uﬂﬂﬂﬂi

Fraud Risk Identification - RA Team A25 141nAiln Brainstorming

9 o

i 4
Assessment Techniques - HuaszdAguaz Tomanzinaiy

@ 4

Response to Residual Fraud Risk - YHUNU Risk Tolerance UDIDIANT
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AMsaaFaunalulafisnsaund : Information Technology Audit by a.1aIAasé
fdiaBau+day 5 15av)

- Audit Implication: (Access to Data Program, Client / Server)
o w o o
- Limit access to System: msdfamsdndesruumuanud iy
s
- Transaction Completeness: AIUATURIUANYTBIVDIT NI VoA

-: A58 (Lan , Wireless Lan)

= o w 1 o & 1 :;’
- Limit access to the Network (as need basic) @’fﬂmmmmimﬂﬂmi‘l’fﬂ%’ﬂm"lum?ﬂmamnﬂammmummu
| < '
ﬁﬂﬂ1§$\1TL!EE]ﬂﬁﬁllﬁghlﬁf}lﬁﬁwﬁﬁi?ﬂ!i? 1¥UIEUD JIT, Auto ordering, POS
k4
- No batch-type Control: llmm%’umiﬁaumuwaﬂmwmsﬁwm
- Transactions Authorization Control: mimmm‘imwwﬁﬁiwmi
I o w Y . Y ] ' A A E o o ] z
- Entity’s Access Control: 310815 19 Real time 1M U209011019 B Mg IMuANUI U
- More Continuous Audit @03313ATI9a0V0EABINBY (MIFAazaeNELIn 9 lunailndResiy Aems
Woniau)
99 ¥ o £ qw .
gimmwmmiwmu%m (High-Level computer language, Packaged software)
. . v v P
- Safeguarding of data Integrity: AIMUYNADIATUNIUVBIVDYD
- Unauthorized Access from the various work of control at user department: mahisszuuTaeli1ds UVIYYIAIN
[} 1 AW ) Yo yq ¥
Foan19a19 9 9 1 lasumsaaugu Taedldau
a =]
_E)um%)imﬁ (WWW, Web Application , Web Server, B2C, B2B, C2C,B2G
- Unauthorized Access to the entity’s network: mMsdndanseve
- Need More Technology access controls form external, such as router & Firewall : fo ﬂ%’mﬂiuiaﬁmmnmi RAGE
A 1 Aa
ATIDVIYNINIIND
- Need transaction Validation ﬂ’JmﬁmW@ﬁllWﬁ‘UENi1ﬂﬂ1i%ﬂgaﬁﬁuﬁm‘fl}1izuu
- Need Transaction Authorization control §1ﬁ’ﬂ§1u1fﬂﬂ1iﬂi§ﬁai 18N13

s
- Need transaction Completeness A2MUATUAIUANYIAIUDITIONMTTOYD

S e R

“COBIT” =) Control Objective Information & Related Technology
2.1 General Infomtion on COBIT
- What is COBIT? miL%ﬁ)&lTm”lﬂé’qmméfamﬁw%gﬁmmama‘qsﬁ% 1 Good Practices YDINGUU 1AL
NFTUIUMS, ajqﬁ Control and less on execution, FIPAIUMINNUTLVD IT LazMsdaNey asniauazdadu
Fefiranaa
- Who does COBIT serve? Stakeholders (L8 é’ﬁau%ﬁﬂﬂ”m Value From IT Investments, Internal & External,

Stakeholders who provide the IT Services, Who have a control / risk responsibility
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2.2 Main Characteristics of COBIT V.4.1

1. Business Focus Defining IT Goals and Enterprise Architecture for IT

Enterprise Strategy IT Scorecard

A

Direct Direct

Business Goals for IT  J¢——on IT Goal < Enterprise Architecture for IT

Metrics Metrics

2. Process — Oriented 1/52n9UA8 4 Domain , 34 Process (4 Domains|[ | plan, build, run and monitor)

Management Questions

- PLAN AND ORGANISE (PO) (10 Process) = strategy aligned?(!t17) , optimum use of its resources? , IT
objectives? , IT risks? , quality of IT systems?

ACQUIRE AND IMPLEMENT (AI) (7 Process) = deliver solutions that meet business needs? , delivered on

time and within budget? , work properly, changes be made

without upsetting

DELIVER AND SUPPORT (DS) (13 Process) =® in line with business priorities? , costs optimized? ,
productively and safely? , confidentiality, integrity and

availability in place?

MONITOR AND EVALUATE (ME) (4 Process) =¥ performance measured? , manage internal controls? , linked
back to business goals? , risk, control, compliance and

performance measured and reported



FLOW ——> Business Objective, Governance Objective

INFORMATION CRITERIA

o 'b
§/5/] 7 e/ 8/ &
COBIT KEY CONTROL (&? "3 r‘::r% g :é’ ﬁ- :c‘é,"'v"
§/&§/5/8/7/6/ 4

1 |FO 1 |Define a strategic IT plan P 3

2 |PO3 |Deternune the technological dwection P P

3 |POS  |Manage the investment P P 3

4 |[FO9 |Assess sk 3 3 P P P P 3

5 |PO 10 |Manage projects P P 3

6 (Al |Identify automated solutions P k)

T |AIZ  |Acquire and mamtain application software P P 3 £

2 |Ald  |Managmng changes P P P F 3
QAT 7 |Install and accredit solutions and changes P 3 2 3

10 |Di3 1 |Define service lewvels P P 3 3 3 3 3

11 |DE 4 |Ensure continuons service P 3 P

12 |D& 5 |Ensure systemms securitsy F F 2 S 3
13 |D& 10 |Manage problems and incidents P P 3

14 |D& 11 |Manage data P P
15|M 1 |Momtor and evaluate [T performance P P 2 2 2 3 >

3. Control -Based

PO1 Process Owner = Assign an owner that responsibility is clear.

PO2 Repeatability = Define process repeatable.

PO3 Goals and Objectives =? Establish clear goals and objectives
PO4 Roles and Responsibilities = Define unambiguous roles

POS5 Process Performance = Measure the performance

PO6 Policy, Plan and Procedures =2 Document, review, keep up to date, sign off and communicate

The enterprise’s system of internal controls impacts IT at 3 levels:

42

® At the executive management level=? business objectives, policies, overall approach to governance and control

® At the business process level =2 combination of manual controls operated by the business

®  AtIT services level =PIT general controls (Lﬁﬂ’;ﬁ‘ﬂ COBIT)

* COBIT IT Processes cover general IT control but not application control

4. Measurement-driven 3 6 52911 A9

0 Non-exist
1 Initial

2 Repeatable
3 Defined

4 Managed

5 Optimized

- Mgt. Processes are not applied at all (hitims 1ama TuTadasauma)
- Processes are ad-hoc and disorganized (ﬁﬁNLLGiEQJJijngQ Tad Update)

- Processes follow a regular pattern @@msiuag Update ua it nans)

- Processes are monitored and measured (mmmﬁmm:ﬁﬂmma)

3 4 1
[ a K
- Best practices are followed and automated @MInAIRNIWS Y )

R - '
- Processes are documented and communicated (ﬁmﬁmmgﬂum NE1TLANIY)



43

Lanndszaasiuas ’

= 2 A :
BT . o ° 1 d
1. paudnyazn st uaingszasnia (SMART)
" Y @
ecific 521 Idmmz01za e nazFanu
asurable 71115030 18
tionable @111301/7 17 1603 9
_ cality ANIVANND
4, TTEAE R THEA

AL i 3. AMTATUANATNRhely UN1TMHUATLELIA
UFumeadnaTsudag

_ 1Al
Risk iU Control _

A o w1 A T 4 A A a 1 b
-ﬂﬂ ‘]Jfl]ﬁ]EJG]N@] Wﬁﬂwﬁﬂigﬂﬂﬁﬂﬂﬂihﬁiuiiﬂqufﬂi‘Uﬁﬁqtﬂi‘ﬂh?ﬂﬂl@ﬂ@ﬂﬂﬂi 9 Tomaina azaanaly

wannuaeeluszaunuanaenu Tlmuanmnadoy 1azATmMIa UM HAZNITUTHIT
4
NUYDIDIANT

g a ¥ Y A v 1 A 9 J A 1
NITINYANMITYY - VOUATINHUINITTESAVATN V]JJﬂ’NJJHJ"I“lEﬂ“lu!‘ﬁ"I‘ViJJWEJBUENENﬂﬂ"Iﬁ NIDNUIIIU
A A Aq Y o o
- NIZVIUNITNIONINTIU Vlﬁl%ﬁ"uUﬁiguﬂ?iﬂiiq’JﬂQﬂigﬁﬂﬂ

' Ao ' A A Aq o s & A
- gilasinde ) NURanIENUAenILUIUMI Hionanssunldlumsussaianilszaenesans vie
118U

M3seNuA RS - 111910 2 NG

1. #angEn1 (Impact) — 3EAVANLTUITI ANUAIHIEADNITOETOA MINVITY TNINAADA ¥oi1dos Yanaing

{ A & T { a 4 ' o
2. Tomaizinaiu (Likelihood) - TamaNazinamgnaal Atz i nioaui

NISTANIIAMNEES (ANWTEY - MIAIVAY (Avoid, Transfer, Control, Accept) = ANMAsVIwIUAdIMANIAD )

foms Mapping Process Tuunag Domain TWidhiy

IT Requirement W47 90

IT Risk Assessment ( Objective) : 7 Information Criteria — Effectiveness ,Efficiency, Integrity , Availability



Risk Identification Tunnaz Criteria
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Effectiveness &Efficiency Confidentiality Availability Reliability & Integrity Compliance
-Poor management -Security management [-System & Network |- System design -Unaware or not
(Planning & Policy) (Policy & Procedure) design (Input, Process, Output) understand
-System (H/W & -System - Hardware fails - Error -No monitoring
technology) (H/W & Technology &
network)
- Skill of IT & non IT - External sabotage
- User awareness
- Processing management - Viruses & Attack
(design & executions) - Hacker, Virus
- No BCP, backup
& Recovery
1. Assessment > Business impacts & likelihood
Likelihood

Business Impact

Financial Impacts

Damage to Repotation, due to unsecured systems

Interception to business operations

Network of business (Industry)

Organization Structure & culture

technology)

Lost of valuable assets (system & data)

Delay in decision Making process

Etc.

Network of the system (open or close ,new or outdate

I¥iAz1uu Impact 118 Likelihood (0-4 %50 1-5) 1&211111320f Tag Link 7 7 criteria .(n1n1dyaneion Ao

)

VY o S L A - o '
daduli 1l uswdun Criteria HU¢) ¥ANWA8I(Impacts &Likelihood) ponuum'ls

2. IT Control Evaluation 9¢ 13/ mapping process #1139 1aN31s1iiuay COBIT azlinzuuy 0-5 ualumsilsziiums

@ @ I
awau Aosdaldide 0-4 Taosaw 3 uaz 4 3oy nazli 5 wuilu 4

3. Gap Analysis

4. Implementation Plan

4. m3nsaaeuaIuaumaluladiasavine

4.1 IT Audit Approach & Strategy: |1112M41102nAgNT MInsvaeunA TuTadasaums

Decision Process for It Auditing

1) Review general control

- Assess general control (walk through)

- Test of Controls NadaUM3IAIANNAT 15A1 luTiudrtioz lsvare THaznuy

- Are general control reliable? anawdansaiguing liliyede laniely
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2) Review application control : (N13AIUANNURNIZOIN 1Y TAF0 , 1Y)

- Assess application control 131 NM3311A8 119N TEYNA apIRUAUSIMIINITZUD soww5e i ot wondpl]
Approve
- Test of Controls

- Are application control reliable?

i 4
A 1 J

. . 1 = Ao a Y @ 9 &
3) Design Substantive test ﬁ1ﬂ1ﬂ’31mﬁﬂ?ﬂﬂ?ﬁmNﬂhlﬂ!,Lﬁ’J UNAII yammﬂﬁ HiN 1A Tagase

* WPNNUeIre IT Ao 10 1) +2)

o 1) Tueu(luiaene) ludeaiide 2) ide 3) e

4.2 IT General Controls 3 5 E)s‘ifwizﬂﬂll

Computer

. Development and
Operation

IT planning

and

® T Planning NIT Steering Committee, 319 IT Strategic Plan Taorhe

Information Maintenance of

Fd v
V31113, 9 IT Strategic YU 1150951 Business Plan , HiHuszedu

Security Existing System
szazen, Houlszanalumsasu IT Budget, Tmsdoaisingiszasd
HAZAAMIHD
® T Organization control
CIO /1T Head
¥ v ¥
Developement Operation Adminisirations
=] H aly af - -
et EREA TR AT 141w — damiarnlaaadis
—iann TlsunTAPE)  —ssaning — damTgidogn
— iz —dsnadoya — damanaievn

@ . A . 9 < = v g ' . @ . Y = 1Y k4
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290N 2: Development and Implementation Controls

1. Business Requirement (Completely & Clearly)

Audit Concern = Prototyping = 13414 Vendor 11 Present = User Signoff = 1% User aniudideamses s
2. Feasibility Study : ﬁﬂmmmgﬂu"lﬂ"l@’f@hm (Cost VS Benefit, Scoring, Agree Signoff)

Audit Concern = User agree and Signoff = SU30IMata0ntazauIy
3. System Analysis and Design : e ,Output Design(Screen/Report), Input Design, Process Design

Audit Concern = Documentation + User Signoff

3 A o
4. Coding Program = uTesuesiuimm
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5. Program Testing (Unit Test, System Test, User Acceptance Test UAT) Ao Qﬂﬂﬁﬂunﬂﬁlﬁ%ﬂﬁ%}ﬂﬂﬂlﬂq%

Audit Concern- = UAT + User Signoff
6. Data Conversion = Reconciliation/Hash total Control (User 92#99711 Reconciliation 193)
= User Signoff

7. System Implementation =4 System Documentation - DFD : Data flow Diagram = 14§11 input-Process-output

Training and Manual - Data Dictionary = 1{818n31 Data 1 Record 1/5znen ldreez 151519

(A field ogas 1)

8. Post Implementation Review

89AN 3: Maintenance of Existing System Control

a379 Tagvagszlisuliia lumsiannszuuasaume
A o o 9 ! 7
321N8INUNIINT Change Request = A0INUWDTU change Request
=~ =) = 03/’ =)
= UNIZUIUMIIABU change Request (U 4 TUADUALIDYA)
=4 Changed detection program — Update Data
— Update Time
— Update Size.

89AN 4 : Information Security Control

- IT Security Policy in Procedure izummndJuL%’ﬁlamaxwﬁﬁﬁmmi"uﬁma1J, Lmﬁﬁwf?ummﬁﬁnummﬁi’faya 321
é’ﬁmﬁﬁﬁé"ﬂy1mmﬂaaﬂﬁmmxmmi”uﬁmau, AlF1dsumsAnduanuilasadis, avans, e, WnyzueIl 19

- User Access Control Feature (ﬂﬁﬁ’hﬁﬁﬁi’l}ﬂ YATTUUNU) AMUA 1 user : 1 ID, Password Control (0-8 ﬁﬁﬂ, 91¢ 30 -
90 U, Invalid sign-on 3-5 ﬂ%ﬂ, mﬁauﬂmimmw?aé,aﬁa, mssvuaans 19auis iy (Based on as need
basis)

- é}i% request form on procedure

- Mmany Logging and Monitoring

- anutasademedumenin

- Hownew, a01uf = Low Profile, 151 1dmmny Staff i Tufusimiy, A5299uA %%, AnuTeu, T, Uﬂﬁuqa (4%

a s 2 oY Y o o a 4 o 2 v
Lﬂuﬁ’lﬂmh/\lllﬁgllai) Wﬁulﬂﬂjquﬂaﬁﬂgiuﬁﬂ\i, DAVINAY @13 FM200 (NUFITDU FINYTIULINADN)

290N 5 Computer Operation Control

4 Y
Key : ﬂﬁmmxéﬁumuﬂgﬁm, Operation Schedule / Timetable, N15 Control Procedure Lail¥dhunse M,
o o <
Define Service Level Agreement (SLA), Data back-up procedure (34, Lﬁﬁ]u, dUa)
N13 Recovery from Operation Failure, ﬁ1ﬁuﬂLLNuﬁ§$ﬂ‘U IT : Disaster and Recovery Plan (DRP) — WOULNUNAT DL , WU

Ysvizeliiuna

v v 1 ' [
- Entities Relationship Diagram = m1uﬁuwuﬁmim%’mﬂmmawuamm
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o 7 {2
1. Completeness == T#anmiulaluanuauysaivesdeyaniely
2. Accuracy —> gndeasanunnlszms
3. Validity C—=> ANUENHATUND

4. Restricted Access to Date and Physical Assets —> §1ﬁ’ﬂﬂ1ﬁl‘1’l}1ﬁﬂ‘1’llﬁ)ll“ﬁlLﬁzﬁu‘VﬁWg

_ =—> doyaind1 (input Control) 35M3 A tazANYNADA
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—> WAANT (Output Control)

a 9 v o o a Y J Ao loy a [
auguanuianaialumsteudeya oy, S1umin), Wuouresundmua(lidh, mssn@nuazalSulge)

o ' ) v o Y
Gl’JE]ﬁlNﬂﬁﬂ’J‘]JﬂlJﬂ’JHIQﬂGIEN‘UENﬂEIﬂﬁﬂlﬂyﬁiﬂﬁm?"lﬂ "lmm

Limit Check — $10793u lumsneuning ATM

v Y
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1] 1] v
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] o o o o
Check digit verification — ﬂ1§L‘Hﬂﬂ1u’Jm§l’JLﬁ‘Uﬁﬁﬂt’qfﬂﬁ‘1il‘]_lﬂg%‘ﬁu1ﬂﬁ
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