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1. Distributed Data Processing: M3U52u1anaIBINTZ18
- Audit Implication: (Access to Data Program, Client / Server)
o @ o &
- Limit access to System: mimﬂﬂmm’ﬁﬁﬁzuumummmgﬂu
I'd
- Transaction Completeness: ﬂamﬂﬁuﬁauanysm%ﬁwﬂﬁ%y’a
2. Networking: CEGIAL (Lan , Wireless Lan)
.. . 9 =) o o 9 9 A [
- Limit access to the Network (as need basic) ABaH1195N1591AAN1591 15011 JunTov1ea1
o & 1 g’;
AN Y
3. Real-time Systems: 52 UUMsUseurananun
Y4 H I~ 1
aamszuenasuas 1dnadniNs 15 1UILU JIT, Auto ordering, POS — Point of sale

9
- No batch-type Control: lllli@\ﬁ‘Ufﬂiﬁ@‘lJTIWHWﬂi’J?JiWEJﬂﬁVNWZJﬂ

Transactions Authorization Control: mimnﬂnﬁmmwaﬁsmms

. o . l 1 A o 7
Entity’s Access Control: 99N 1% Real time 191128911019 g N R N R TG e R ATRYATIRYRVAN

- More Continuous Audit #993M3NTIa0UREBIBY (MIFhnuazoouRuin q Tuna
IndiReanu Aomavlenian)
Y
4. End-User Computing: Rﬁ%ﬁ?ﬂW%H?izﬂ‘Uﬂuﬁ uldieq (High-Level computer language, Packaged
software)
. . Y Y 9
- Safeguarding of data Integrity: AMNYNADIATUNIUVDIVDYA
. . 9
- Unauthorized Access from the various work of control at user department: 113 ihneszun Tag
" Yo v 1 A N Yo Y
l'ldsvougnaningenieas q n'lilasumsaiuguTaedldau
a J < . .
5. Internet: e-Commerce: DUNDTIUN (WWW, Web Application , Web Server)
- Unauthorized Access to the entity’s network: M15191941A3 0118
- Need More Technology access controls form external, such as router & Firewall : foaly
) 9 =K A ' A A
WlﬂTUTﬁEJﬂ’J‘UﬂiJﬂTil"lﬂﬂﬂlﬂ'if)"lﬂEJVILWENWE)

@

Need transaction Validation ﬂ’JnJ’d‘JJm&%]ﬁ‘llelﬂﬁifJﬂﬁﬁlglJmJa‘ﬁ uﬁﬂﬁ?ﬁ%ﬂu

U

- Need Transaction Authorization control $1AAB1UIINTOUYIATIINS

J
Need transaction Completeness mmmuﬁ’mﬁuusmmmiwmi%yja

By Aubonrat K. CPIAT 19



2.

3.

Y =S
agranamumalulaginsuma
1 a a ] a ad a J
1 WS RIMIAILANALATINIUTMIMITITZRUNNDANNTOUNT WA. & Ze

A ad  Ad Y g 3 o P A s ygl Y a
6],1!!,5@\1 WIHUITDINNYIVON “HANDUNNITLING INHIVDUAVINVINNADUWIUADIVOIHANUINIG

9 Yt

= = ) A g o = a a Y
W.7.2550” FIWADINTT forward "’UEJJJ”ﬁGlﬂ 9 Vllﬂuﬂﬁﬂﬂ‘ﬂN’EJ‘L!L’GTEJﬁ18....ﬁ]éﬁiJﬂ’ﬂiJWﬂ‘VlNﬂQﬁiﬂﬂﬂ’Jﬂ

U

@ o 1 o A { [ a J
2. Wi%iW%Umuiyﬁ31ﬁlﬁﬂﬂ1iﬂi%‘VﬂWﬂL?‘lﬂ?}ﬂUﬂﬂMW?}mﬂi N.A.lw&&o

a & A ' o &
Mernuaulaluaiuasil
o Y 2 ° A A A a X 9 S s YA a
X a5t & shldidenie shane udly nldsunilas nSemuAuaadoyanouiinaes vesdou Taeil
Y o 1a = A [ ra A o"/ o g‘; 1%
¥oU A0932219 Inpsian binu 53 wiedTu'laimu 100,000 1M HieNRIT MY
o o a 14 4 o ] o
X 11851 0o nizihlimsiinuvesszuuneuinaesvesdougnsz iU vzae au luawisorkau
9 9
alna ladessznaInyiignlaimu 53 wied5uliinu 100,000 1 WieRIT IS
X 11891 olo MINTTINANVAAMNIAT & HIOWINIT 60
i Y a = 1 [ a g v A A @ [ a g
(o) neliinannudemsunlszsivy ludezmavuluiuivie luniends uaz ludvzinayy
9 v A [ ) ra a a o " a
wiounuwselu dessz e Inyiign linududl nazdSuhinuaeswaunm
o A a =\ [ 9 A a S A A [ I
(o) N3z TagsemIninazinanNUTenIea0ToYaHIDIZVUABLNIADT NNGINUNITINYI
anutiuaalasadeveslszme vesmssae lumuasygnavesszima vionszinedoya
A a S 9 di 4 Y o 3’, 1 AR A Y A
WanszuuAsNNAaei NG ielss Temiassus dosszieInsdnnawuaanidldeduiil
[ g’/ 1 d' =3
wazlSUAANAMIUUIND A NLAULIN

o a I 4 1 ) g‘/ a {a
() M3nszANUAAN (o) Wumg 1ddoudwnaume desInyinnawaduilaeduil
NIOUNUMUMINIVYINATUTaBasauma IT Control Framework “COBIT”

“COBIT” =) Control Objective Information & Related Technology
1. General Information on COBIT
. A o Y Y A g a
® What is COBIT? ﬂ”lil,‘lf’t‘liﬂﬂﬂﬂig‘1J’J'Hfﬂ§1/lNWHl‘lﬂENﬂ31Nﬁﬂﬂﬂ1i‘ﬁiﬂlﬂ1ﬁiﬂiﬁﬂﬁﬁiﬂ%
J { o a g oA
1 Good Practices ¥9INGUA 11azNIzUIUMIMTEATIAY Domain 113 4 Domains, 149

Control and less on execution, Bl;’JEJi;IJWHﬂﬁaw‘IURUU IT HazMSEINoU @101507ALa

oo
v a a A

AAAUFINHANAIA

® Who does COBIT serve? Stakeholders LLag E‘Tﬁﬁ‘ w1921 Value From IT Investments,
Internal & External, Stakeholders who provide the IT Services, Who have a control / risk

responsibility
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2. Main Characteristics of COBIT V .4.1

a d v o .
® Business Focus ﬂ?ﬂiJﬁ”ENﬂTi“VlNﬁiﬂ%tﬂu%ﬂmﬂuﬂiﬁ’ﬁ IT Goals ag IT Enterprise

Architecture Glﬁ”d RIH 5’@ U

IS e TS 1
=&t =t
Taks: Taks:
Business Goals
| Govemnance Drivers J
I | I |
g || 8 g
g g
£ : £ |*
l l |-|-pr.:,.:.l,gﬂ,gl S IT Processes & 34 n3zuaunis
11311331881
IT Goals IT Goals fasaannansiu

Business Goals

® Process — Oriented ‘]Ji$ﬂE]1J¢SIJ’JEJ 4 Domain , 34 Process (4 Domains = Plan, Build, Run and

Monitor)
1 PLAN AND ORGANISE (PO) Strategy aligned? (NagN3u04 IT HOANADINLNAYNTUDIFINY
(10 Process) ﬁ%’t‘)bhj), optimum use of its resources? , IT objectives? , IT
risks? , quality of IT systems?
ACQUIRE AND IMPLEMENT (AI) (7 | Deliver solutions that meet business needs? , delivered on time
2 Processes) and within budget?, work properly, changes be made without
nszuIuMsasaazi )1y upsetting
3 DELIVER AND SUPPORT (DS) In line with business priorities? , costs optimized? , productively
(13 Processes) and safely? , confidentiality, integrity and availability in place?
MONITOR AND EVALUATE (ME) (4 | Performance measured? , manage internal controls? , linked back
4 Processes) to business goals? , risk, control, compliance and performance
measured and reported
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BUSINESS BEJECTIVES

GOVERNANCEQBJECTIVES

Information criteria
Effectiveness
Efficiency
Confidentiality
Integrity
Available
Compliance
Reliable

= e Cal oSN

EUALIATE :

ACAUIRE AKD
IM ENT

Information Criteria

(%] I )]
1 . . . HE NS
Plan and Organise Domain Mapping S/ 5 J:g :-Bf .g‘ é" 5‘
3 =

&/ &5 g 55

wiw/u/ SIS/ &
PO1 Define a strategic IT plan. P| S
PO2 Define the information architecture. s|P|s|P
PO3 Determine technological direction. P| P
PO4 Define the IT processes, organisation and relationships. P|P
PO5 Manage the IT investment. Pl P S
PO6 Communicate management aims and direction. P S
PO7 Manage IT human resources. Pl P
PO8 Manage quality. Pl P S S
PO9 Assess and manage IT risks. sis|pPp|lP|P|S]|s
PO10 Manage projects. Pl P
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Information Criteria

NN,
. o TRNEHE
Acquire and Implement Domain Mapping S5/ 2 .g Ly E
§lsl &l o5 &S
£lE/ s/ L2853
Ujw/o/ £/ </O0/ &
All Identify automated solutions. P|S
Al2 Acquire and maintain application software. P|P S S
Al3 Acquire and maintain technology infrastructure. S|P S| S
Al4 Enable operation and use. P|P S[S|[S|S
Al5 Procure IT resources. S|P S
Al6 Manage changes. P|P P|P S
Al7 Install and accredit solutions and changes. P|S S| S

Deliver and Support Domain Mapping

DS1 Define and manage service levels.
DS2 Manage third-party services.

DS3 Manage performance and capacity.
DS4 Ensure continuous service.

DS5 Ensure systems security. P| P
DS6 Identify and allocate costs.

DS7 Educate and train users.
DS8 Manage service desk and incidents.

DS9 Manage the configuration.
DS10 Manage problems.

DS11 Manage data.
DS12 Manage the physical environment.
P|P

DS13 Manage operations.

V|V |0 |0

)
h

wn
(2]

Information Criteria

o [&
3 v
. | o HEHINEHE
Monitor and Evaluate Domain Mapping S/ 5 g ? 2 g 5
&/ & 585 5%
w/iw/u/ ST/ U/ &
ME1 Monitor and evaluate IT performance. PIP|S[S|S]|SI|S
ME?2 Monitor and evaluate internal control. PIP|[S|S|SI|I[S]|S
ME3 Ensure regulatory compliance. P|[S
ME4 Provide IT governance. PIP|S[S|S]|SI|S
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® Control -Based

POI1 Process Owner —>Assign an owner that responsibility is clear.
PO2 Repeatability —Define process repeatable.

PO3 Goals and Objectives —Establish clear goals and objectives
PO4 Roles and Responsibilities —Define unambiguous roles

POS5 Process Performance —Measure the performance

NERNNNRN

PO6 Policy, Plan and Procedures —Document, review, keep up to date, sign off and

communicate

The enterprise’s system of internal controls impacts IT at 3 levels:

® At the executive management level—business objectives, policies, overall approach to
governance and control

® At the business process level —rombination of manual controls operated by the business

® At IT services level —T general controls (L?]EJ’JTTU COBIT)

) < W oy a 9 o
COBIT IT Processes 3109 W ludnuaziilu General IT controls 13 1A v09r 1

Application control

. J { I [ v
® Measurement-driven ﬁ@’ﬂmﬂﬁ’sjﬂ wunmsia performance U89 IT 16 326U AD

0 Non-exist - Mgt. Processes are not applied at all (hitims 19ma TuTadenseumen)

1 Initial - Processes are ad-hoc and disorganized (ﬁ‘]j}NLLGI'ETQEjﬂmaﬂ 13 Update aig
Standard)

2 Repeatable - Processes follow a regular pattern @Amsiuag Update ua liifie Ne19)

3 Defined - Processes are documented and communicated (ﬁmi EﬁJﬂ1/‘]’”|!,‘?Ju!,fz] naNs N

Standard 11azMIAAT)
4 Managed - Processes are monitored and measured (813150 3ALQZAAA NG UM
monitor muﬁqﬁ’wm@gmaﬂnm)
9
5 Optimized - Best practices are followed and automated (N5£UIUNT IT AN NUuaoU
) T oaA A o o o 3 ' Y
FALUDINANTALNUIENTATTIHIUDIANT mmamﬂmmuamﬂﬂu
ya 1A A @ A A A J A
Qﬁﬁﬁ’iﬂiillllﬂ BN ENET workflow FALAU ULATDINDAT ) NY

Uszansnn, aunm uazlilszansnaod1smiben)
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4. msvamsanudesmalulagarsama IT Risk Management Guideline

1. Enterprise Risk Management

LA drzaaeie ’

- 2 A o o 9y ¢
AN paanyMzYaIMINMuAIngUssaaniia.... SMART
®  Specific szylammzmzaazvaou
% 4
®  Measurable annsadala
o A a wAl a2
®  Actionable aunsoimlanseljinldese
4, PNTHARNTNNA ®  Reality CEUNIEEGT
TR s 3.ﬂ'7TF]'TL|IF!1JIﬂ'TTN
TUTRTNTZNAN e ®  Timely Amsmruaszeznm

Risk fi1l Control ~

d' A Y d' 1 1 9 4 :é =
ANWEE Av 9980199 NaransznuaenNuaNI0 lumsussqumineveseanns &l
Tomaina uazaawalitnaanuderieluszaunuanaianu lauamnadou
o A A a 4
HAZATMIAUUUAING HAZAITUTHITNUVDIDIANT
80 wording te v ladne....
< d‘Q é’ Y & (Y] v Y Jd = v 4'
«pzlsimuiiavudniludsanmunemsvssaihvinegvesesnns. Sond “anudys”
v o vy o Y A 4 4 v a4 4
deailszifivedavioeilazass 1osn anandasazildguasuihningvesgsnadin/daly

o vy

v A a Y o s & A = A A
ARNINS R RREVINS (N Glmﬂﬂﬂum@iﬂuwm‘]ﬁ NUUINIZ ﬂﬂlﬁ]yaﬂuwzﬂ%’cjﬂ

Y

A IS Aa 9 9 o A '
ﬂyjamﬂ@Ui’ﬂﬁizﬂUﬁNﬂ ‘mJﬂ’JmL"lJﬂiﬂ‘HLﬂWWiJWEJﬂJENENﬂﬂﬁ HNIDHUIYIU

=

(@)
A a AqQ Y w ) s
O nAIzUIUMIKININTTN NlFmivayumMIusIginglszasn
O 9UdIIAA1N 9 NUHANTZNUABNIZUIUMS HIBNINTTUN 1T IUNTVITT]

[ o o A 1
90U seaeA0IAnNT HIONUIBIU
mssziiunnu@ss - 31910 2 Ma

1. #anIzNy (Impact) — ITAVANINFULUTI ANUTEHIGADNITOYIOA NMITUVIVY ANIN

1 ﬂ' =
ANDI FOLTE ANAINT

A a X . . A a 7 ] I A A
2. Temanazinadu (Likelihood) — Tomanazinamamant Anuiiazilu vseanud

PMIIAMIANMEL (ANUTE - MINIVAN = ANMFEIBIUTIUTNIHED)
d' = v ya [ MY a
msmupuiifiganerazinzanazsalinamsussginglszanlaess
A Y a v Y Y _a
Internal Audit $2e1%15 555 Tngiszasdldess

thnsnenaenly aasndeaddewly msaivgudedauma
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=) a < A A v Q'J v Q‘ 4 v < \J <1

MINIVAN iR UMIAAUIAVBITE SoRtHNoUDIHNs HUMaz as3alausandi iBand lash
'Y T 1 Y v % :’J
¥ou uAt1se lliwsamevas .. laseznaviusanusiy

eealsila lanuaedudmimasiluninudasiisiannsosensula. ... Acceptable risk

A o dal
Tagmsarunuilaeil

A = d' d' aa A a I 9
O  AVOID foMsnaniaeannuides Tagn1sgannssy 13omsaavunvednans sy Hudu
O TRANSFER flems louanuasalvinuyanadu isumsdseii msvh Forward W3 Hedging 11z
113 Outsource

o A ] [} @ 1Y) Id
O CONTROL ﬁ@ﬂ’]ﬁﬂﬂiﬁﬁﬂﬂﬂiﬁuﬂ’]ﬁﬂ?ﬂﬂuﬂ’m 9 WUMTTNEIANNUaeany Msaaumu tﬂuﬁ}u

] ) 1 v 4
O ACCEPT Apm5eau5UAMMTed LAlin1331931a3 N5 I095 DIBANUTIA1N 9 tHa1iUnavy
5. m3s¥ COBIT nlFlumsdamsnndssdunaluladiarsauna Aons Mapping Process 1MuAay
. Y Y o . & v
Domain 19141y IT Requirement N3 7 Ud
v d' 1% =
AsTUIUMIIAMIANMFBINNa W adasauna

1. IT Risk Assessment UseiiuseauANMdsuna Iulagansaumne
2. 1T Control Evaluation 1/51iiu52aumMsnILaL

a EAL 1 [ 4 %
3. Gap Analysis JINI1ZHFOITNVDIILAUANUTHNUMIAIVAN

4. Implementation Plan MIINUHUIAMTANIUT Y

1. IT Risk Assessment (Objective): 7 Information Criteria (effectiveness, efficiency, integrity

availability, confidentiality, compliance, reliability)

® Risk Identification ‘lmwinx Criteria

Effectiveness Confidentiality Availability Reliability & Integrity Compliance
&Efficiency
-Poor management ~Security management -System & Network |- System design -Unaware or not
(Planning & Policy) (Policy & Procedure) | design (Input, Process, Output) understand
-System (H/W & -System - Hardware fails - Error -No monitoring
technology) (H/W & Technology | External sabotage
- Skill of IT & non IT & - Viruses & Attack
- Processing network) - No BCP, backup
management - User awareness & Recovery
(design & executions) [ Hacker, Virus
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Assessment > Overall Business impacts & likelihood

Overall Business Impact

Overall Likelihood

Financial Impacts

Network of business (Industry)

Damage to Reputations, due to unsecured systems

Organization Structure & culture

Interception to business operations

Network of the system (open or close new or outdate

technology)

Lost of valuable assets (system & data)

Etc.

Delay in decision Making process

IR Impact a2 Likelihood (0-4 1130 1-5) 18211313340 1A8 Link N 7 criteria .(¥1n 14

Assessing the Business Impacts

a Y @ a Y Y o S . = = L '
fgﬂ‘ﬂﬁu&lll ﬂf]\iﬁﬂﬁuclwulﬂlﬂu%'IU'JuLﬁN'n Criteria WU Nﬂ’J”IiJLﬁEN(Impacts &Likelihood) E]f]ﬂmmﬂi

Unauthorised
Disclosure cause
almost Unauthorised Unauthorised
insignificant Disclosu.re Disclosur-e
cause minor cause major
damage damage damage
Unauthorised Unauthorised Disclosure

Disclosure cause
significant but

tolerable
Damage.

Assessing the Likelihood

could threaten business
survival.

It 1s almost
umpossible tor this
factorto cause a

It 1s possible for
this factor to cause
a sigmficant

It is very likely that
this factor will

siguficant unauthorised cause a significant
l{l‘lmllthm 1sed disclosure unauthorised
disclosure disclosure

It 1s unlikely that thas
factorwill cause a
significant
unauthorised
cdisclosure. .
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Combine impact & likelihood

Business Impadt

Risk Aversion Table

i 1 I I |
ERcthberiss )
1 | | |
ETcENgy 1]
Confhk vty

Wegmy
Avalabin
Compiince
Retoany 3 = Materiality
(1] 1 2 3 i T& v
@ [ 1 [
0 Effectiveness T T T
1 Efficiency T T
. Confidentiality | 1 ]
Threats and Vulnerabilities Ll . i |
? Integrity T T
Availability 1
P [ Il
Efectinenass 3 Compliance
Eficiency : Reliabilty | ]
Conidensality P 1 2 3
gty
Aogilability —
Cormpliance
Felisbility |C =
0 1 2 2 4

9 @

' Y Y Y a a o Y a A o | A 2
vaya \1ﬂa1’JGIENqﬂﬂ1ﬂﬁjﬂiﬁ15q\iq¢lmﬂﬂﬂiyﬂ L‘Wi'l$EJ‘UTVT']TUEN‘}JTH‘VH]%L‘]_IH?]N‘WVWTU@’I

Ngaoz 1592 impact ADFINIVOILTHN

2. IT Control Evaluation @141 mapping process 913 uAn131sz1fiumn COBIT aznzuum 0-5 ualu

m3dszidiumsniunu desdialvivas 0-4 Tagsau 3 ez 4 Videnu uazli 5 uuilu 4

9 BB

Legends for Ranking used

0 Non-exist - Mgt. Processes are not applied at all

1 Initial - Processes are ad-hoc and disorganized

2 Repeatable -Processes follow a regular pattern

3 Defined - Processes are documented and communicated
& Managed -Processes are monitored and measured

4 Optimised - Bestpractices are followed and automated
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OLTANE

PO 1
PO 2
PO 3
PO 4
PO 5
PO 6
PO 7
PO 8
PO 9

Al 1
Al 2
Al 3
Al 4
Al 5
Al 6
Al 7

DS 1
DS 2
DS 3
DS 4
DS 5
DS 6
DS 7
DS 8
DS 9
DS 10
DS 11
DS 12
DS 13

ME 1
ME 2
ME 3
ME 4

Plan and Organise

Define a strategic IT plan

Define the nformation architecture

Determine technadlogical direction

Define IT process, organisation & relationships
Manage the investment

Communicate management aims and direction
Manage IT human resources

Manage quality

Assess and manage IT risks

PO 10 Manage projects

Acquire and Implement

Identify automated sdutions

Acquire and maintain application software
Acquire and maintain technology infrastructure
Enable operation and use

Procure IT resource

Managing changes

Install and accredit solutions and changes

Delivery and support

Define and manage service levels
Manage third-party services
Manage performance and capacity
Ensure continuous service

Ensure systems security

dentify and allocate costs

Educate and train users

Manage service desk and incidents
Manage the configuration

Manage problems

Manage data

Manage the physical ew nvironment
Manage operations

Monitor and Evaluate

Monitor and evaluate IT performance
Monitor and evaluate internal control
Ensure regulatory compliance
Provide IT governance

Planning & Organisation
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1 1
1
1 3
2
2 5 :
2
2 7 :
1
0 9
1
11
0 1 2 3
Acquisition & Implementation
1 ;
2 ! 1
1 4]
2
1 7 ] ' : :
1 0 1 2 3
1
1
1 |
2 3 -
2
2 I
5
2
d |
7
2
1 9
1
1 11
1
2 13 ~ 5 .
0 1 2 3
Monitoring
1 1
1
0 3
2 - - v




3. Gap Analysis

5 Z - £ P
= = & = =1 = = -
E2 Control Risk ¥ L/ /55
= [43 = =
g e /L /5 f/F/E/F
& 4 oy = T ac
Gap Analysis
M ateriality 4 4 3 < | 3 2 k| or P: Primary
Planning and organisation R-ClLegends
PO 1 |Define a strategicIT plan 1 (=
PO 2 |Define the information architecture 1 [« [
PO 3 |Determine technological direction 1
PO 4 |Define IT process, organisation &relationships 2 C C
PO 5 [Manage the IT investment 2 C [=] Owverprotected
PO 6 |Communicate managementaims and direction 2 C
PO 7 |Manage IT human resources 2 C C Gap Analysis
PO 8 [Manage quality 1 (s C |for S: Secondary
PO 9 |Assessandmanage ITrisk o C C (= C R-C|Legends
PO 10|Manage projects 1 3 |Concern
2 |Concern
Acquisition and implementation 1
Al Identify autom ated solutions 1 0]
Al 2 Acquire and maintain application software 2 =0 |Owverprotected
Al 3 Acquire and maintain technology instruction 1
Al 4 Enable operation and use 2
Al S Procure IT resources 1 C C
Al B Managing changes 1 C C C
Al T Install and accredit solutions and changes 1 C (o]
Questionnaires Risk Materiality Control Risk
Aversion Intermediate Matrix
Marix Result
— kit
BF
— T8V 2 B chiens - - -
I T W Eddny - ]
== I 2 —— BT ] Cortrol Ak
: , oy ===
; q po—— |
Feldiny J!
o i 2 3 + T prep ey
I [ K]

PlnnIng & Crganl @ 1on

1.
i

=

Controls Evaluation

—
)

. Snainge lachnsiogy BT I34N

™ g
B,

Bl 10 ) S
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CobiT’s Key Controls

Control Level

0 1 2 | 3

PO1 define a strategic IT plan

PO3 determine technological direction

¢

PO5 manage the IT investment

PO9 assessrisks

!

PO10manage projects /'S *
Al1 identify automated solutions & *
Al2 acquire & maintain applications ‘:*
Al6 manage changes A *
Al7 install & accredit solutions/changes A *
DS1 define and manage service levels F*

DS4 ensure continuous service F 1
DS5 ensure system security F
DS10 manage problems F =Ir*
DS11 manage data

M1  monitor and evaluate IT performance

4. Implementation Plan

Plan/Milestone Reviews =————
Actual PR -

ITRisk management
ITstrategic plan

Determine Technology direction
Identify automated solutions
Manage change

install & accredit solutions
Manage problem

Monitor /evaluate performance: KPI
Manage the IT investment
Manage project

Acquire & maintain applications
Service Level Agreement
Security Policy

Disaster and Recovery Plan

—
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' ) ~ ' 1 A A Y o ¥ 9 !
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VIHNUAaz U NS NBULMIUIMITUDY Aggressive 130 Conservative Y19 11U Risk appetite S0l

[} =1 A Y < = g’» I a o Y
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v
v A

as U o W = A o = U [y} ci 4
I5N1IVAANAVUNUNADIADNNININY Gap 18D qneu uazau"lﬁuﬂﬁlwmmwmﬂm (Effort)

Y A QYA o N U . .
HoeaN ﬂmaenm@mmunau ....High risk effort low

usEmlavzszifiunnandealda uwun Risk Management Aséiodlfinnuiuazaaniilose
MD I losenaso s ims1zdsiindleenanilannedu3nise1aazdnle Risk Framework 16 laigos

[ dyd' 1 Y A a Py . Y
Un...... QWHHL?@QGLWEUU ........ mmmmmayjamumﬂw website Y93 [SACA Vlﬂ

6. msmmaemm@umﬂiuiaﬁmsaumﬂ
J
1. IT Audit Approach & Strategy: HHINIUASNAYNS m3nsvaeunaluladmsauma

®  Decision Process for IT Auditing *****

1.  Review general control 1¥i@329013 COBIT

®  Assess general control (walk through)

®  Test of Controls NAg0UMIAIUANNY W3 om lutiudaties lssawe Idnzuuu

" Are general control reliable? anasuaimsniugua lihyene ldnse b

4 H H [l
04 update foyanauni9 ez lshnfasunilaslivsoli #sdes update Tu

=

Audit program 79 finding Vudud lvrseds Tunageuludiunminiiudie

1 1 % t&’ %
2. Review application control : (MIAIUANNURWIZOHN 14U 30T , 1Y)
B Assess application control 151 M3T1NABIUIINITOUNA ADINUNUBIUINNTLUY
A 1 A Y Y IS
gauY30 i Hiod1eeuARDIN Approve
®  Test of Controls

®  Are application controls reliable?

. . 1 =y Ao A 9 A gj.: ' ] 9 =
3. Design Substantive test ‘mﬂ”mammamsmmm‘lﬂum UNATI y‘ammﬂi UUIN IA Tﬂﬂ@]iﬂ
o vitnnvaswe IT Ao U0 1) +2)
o e 1) Nk (iviyene) Tidesinde 2) ide 3) 1ae
Ay T o’d‘ . .
ANUKINEABH General control 1azann U5 a¥iNoz test Application

control Tiqmaﬂllﬂﬁ1 Substantive test aﬂ’h
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2. IT General Controls i 5 ﬂdﬁﬂizﬂ@ﬂ

Development and
Implementation

IT Planning & Organization

® IT Planning and organization

IT Planning &
Orgunizatioy

1. IT Planning % IT Steering Committee I11NANAUNT091U IT tierimuszuyiainse
o A o ] < a A 14
aivayuusin ldediudulsz@ninn tagauznssumsnislszneudlowes 1 ¥eq
business unit 119 computer ¥3 eI AUMAMEDE ), 19 IT Strategic Plan 1asehe131g,
. ] Y v . = H =
214 IT Strategic UUN11115095D Business Plan , NuHUIZozdUszoze), deudszunaluy
4 @ 4 a g’/ g a [
M389NU IT Budget, imsdoasingiszass uazdaaumansinmsaaauwanyy 1ud
[} [ L&Y 1 [ o a ] [
paper Wiliaeanyaionysuuunathnnlal. dnaai msiziuaumsvouaazau 1
A @ =) o [ Z‘, Y =) a =} @ o
miteuny lilianudanu duiuaisdesimsdamuranuuiiaisdnyalonys

2. IT Organization control

E| The image cannot be displayed. Your comp the image, o the image may have been
corrupted. Restart your computer, and then you may have to delete the image and
then insert it again.

v

Computer
Operations

</ </

Operations

Librarian

Data Backup
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' g ) Y o VoA 9
aungu A 1iuiszinn programmer 9041191911 programmer ag 1R 1w 11

o § A 1 I . A o [
1/]1\111!17]514 IﬂULﬂW1$Q1UﬂQ3J B s zttuau operation Tﬂﬂﬂ‘i\ﬂ]@\i‘ﬂi‘ﬂﬂ gf@\?llﬂ\illﬂﬂ

Operations U U Day end processing
Librarian = U5515M3 Tap back up

Y

. . . <3| v g [l
Operations, Librarian, Data backup L‘]J‘LlﬂuLaEJ’JﬂUﬂWEJllﬂﬁlg

Security admin MHUAA1 parameter A9 9] TUTZUL

. I 1 )
Database admin uauAIUAUAININIaBANBYDY data

® Development and Implementation Controls

Development and
Implementation

1. Business Requirement (Completely & Clearly)
(% Q' d‘ L 1 A o v v LY
Nuianszuumsauma aenuuiuriienn 9 Aevana luassnuANu
k4 :’J v & . . V. A
ABINITVD user ... . NINTATHUHABIAIUANIIDI Business Requirement .1116]4]‘5& 9
% Z/ k% 14 v ' LY % v Y Y [
AIUABIATUDIUIAZFAIDU 521N user DUAUIAINTZUVABI T ons 9N Y
. < Ay & v 2
Project manager A25154 user NA0IMS program HU Aeamstlasuszuy
' q v Y yaa Ty v '
9611913 user ﬂz!ﬂuﬂumnmmﬂmmisummsm"lﬂﬂﬂqﬂ ....smmmuumﬂimgm
Project manager il programmer {94....X AARIUALINIaE
Audit Concern —Prototyping HdlouuUThY ﬁamsﬁmu vendor N1 present

=< wa | 1 v A
NAUTNUANN ] Y93 program ‘lﬂwum!m JWI?JQ!GUHJ?I'P)yli

Y a

udrdsdalanigalalduisnsuldeulflfvean

D-

—User Signoff O Y1 YO P Y
g eqe = I Y A X
2. Feasibility Study : ﬂﬂmmmgﬂu”lﬂ"lﬂmm (Cost VS Benefit, Scoring, Agree Signoff)
Audit Concern —User agree and Signoff —Fuseamaaentazadnu
3. System Analysis and Design : NN e7 ,Output Design(Screen/Report), Input Design,
Process Design
Audit Concern —Documentation + User Signoff

. < A = @
4.  Coding Program —> wuisosueInuWmL
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5. Program Testing (Unit Test, System Test, User Acceptance Test - UAT) foanad 2UNN
v 9 A9 Y
Wiveniose 13
Audit Concern- —UAT + User Signoff ...user A4 test 00 scenario “lﬁmunn
A Yy o . 1y A .
Nﬂﬂvlsll HazZANdIN test scrip YBINIINATIVAINAUDN 1 — 100 VOIND | Business
requirement
A d‘ a a a a A . % lﬁ'
User 9ﬁ]‘i]gﬂ!!ﬂ!59@ﬂ§$ﬁﬂﬁﬂ1ﬂ!!ﬁ$ﬂ§$ﬂﬂﬁwﬁ 19 auditor ABIYLIDY control,
security 1az3eq confidentiality Y3301 vendor i laildRaSe4 control design uel
. Y A . 1%
m“lugmz auditor 19394394 control design A8
Program lalsisih UAT .......... Finding I3rae
6.  Data Conversion
. e Yoo e
Audit Concern —> Reconciliation/Hash total Control (User 3$A®9N1 Reconciliation
A =) Y A
183) Hash total control ADLIAUVYY program i]ﬂ“lﬂa"llyu 2000,
a A a Y 1 ' Y
1 Taed5N3A0VDIANTIN Hash llﬂWl'lllﬂi sum gaADNNILAI
YoesTULIMADY IaimAunuaug U 2 veeszuy v
—User Signoff
7. System Implementation
Audit Concern —System Documentation
o v J U 1 [l
- Entities Relationship Diagram = mmauwuﬁmim%’@ymmawmmm
- DFD : Data flow Diagram = NMAY input-Process-output
- Data Dictionary = §1/o10n31 Data 1 Record 5znolifeez 51

(uAag field ogATa l1in)

—Training and Manual

8. Post Implementation Review :

IT aziimsiuiinniidyrezlshatuthe az1dsrusaumazutludunguesifym

d‘!‘ 1T A &S| o 4 I \ q‘ YV |
Tunsaifinund change request 1118113130 udnTumsveluarui user dosvoozlslvai q
| U | | v \ = d' . | =

ogtane Nwhaniludyaaveniiervaziifayriifl user requirement Ms1zv0 livigav
aoMAE1 BR mouNsne 109y 1A UAIANSN 81 change request 199 bug 180 4 HEAAIIN
Hifyannou UAT

2’/ v d‘ 1 k4 | % = a wa U
14 8 Yonuanazaeuiluszauszavl fiamsWannszuvmsammna na

Y 14 a2y k4 4
asvaeuiguadlifivela... 1% comment ldiae......
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®  Maintenance of Existing System Control

Maintenance of
Existing System

1. ey lagvegszienlfialumswannssuuasaums
. 3 A A o a = Y 9
2. Changed detection program 1 U@INAT199UIN program lalimslasuuilasiing o
d' Y v A
program 1/aguazIiun
= A a = A A A A 1A
3. 11NN program WA, UM3tlasunad program wieUmalasuulasszuvedal
Yy Y A 1Y A A A A v A
132U INDIN change request (YU mu“lﬂimmzizuuma program NUNYINVLNU <)
4
ne1 q mimulaaende M3 loudu... lasuuazdodimana
Y = A I Y a o A ~
4. ;miImalasuuilasseslanaudeslinisi Change Request 1AgMNIZDE1BINTANT
4 4 A o o 4 v 4
ilagu program HuEesd 1Ay 1709 1¥MIN8Y source code NAY record LAY
“All change to the source code should be related to the change request”
14
—eaiesy change Request
v
—UNTLUIUMITIVBY change Request (1 4 TUADUAZIDYA)
—>Changed detection program — Update Data
— Update Time
— Update Size.
ganosuIas wineglimsutwennrhngamuyualuu. uad Programmer lauUoa

= o a Y
Liverpool ...AuHININuA@UL0A Liverpool thilaunu...o1nvznamsanula....

® Information Security Control

1. IT Security Policy and Procedure #o3iiuTouieanuilasanouagzszifoulfinedis
o o & . A o A Ay o 2y oy Y 9
Farnu A5 uTu checklist 1ot muasosndoadl . 1udluld . naszuuaudesszy

I ~ v A ] o o w g’z o @
anuiluiveswaznihianuiuiaveusdedany, nwdauFuaNud Ay
Y Y o Y Ao @ v oA Yo = 9
doya szydinmihndnunnulasasouazanusuiasey, 419 1a5umsAnaunu

v a a £ o (Y 4
Vaoasis, avans, 1hia, Wnvzvoa 19
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2. User Access Control Feature (mnﬁ’ﬁﬁagaizumm) HUA 1 user : 1 ID, Password
v Vv
Control (0-8 &N, 81¢ 30 — 90 AU, Invalid sign-on 3-5 A3, MIAUNUITUMHI DU,

o a Q‘{ 1 { o .
mMymruaans ¥ iy (Based on as need basis)

3. Eﬁ‘ff} request form on procedure
< . . . 9 a‘/ Y1 9 "9 a @
4. MIPUY Logging and Monitoring : VTLUVIA09AS 131181 user 15z ULAY 90 TU
18219 temporary distribute 1a¥AITOONTIINIUAIY HIDNT B IATWENN sign in TTU
UAINAUBY 9 ...ADTTIBNU
o v 1y d' DR =
5. ANNYADANINIATUMYNIN 1FU HodnoN, 991UN = Low Profile, L‘lﬂﬂﬂm‘WW% Staff N
o g 7 @ @ 9 dy Y a J 2
M lniumniy. asreduaiu, anuiou, i, gnNNUge Aauae luazuos) Wiy

o ] 1 v o a ! o 2
mas"lnmsagcluﬁ'm, FIAVIWAQ 815 FM200 (UNUITOU Fianedaindon)

®  Computer Operation Control

Computer Operation

v
U

I. Key: fjﬁauamumauﬂﬁﬁa, Operation Schedule / Timetable, 115 Control Procedure
19 99 a4 o 3
T3l ahuns evihah
Concern: M3N1914AD49 run on schedule 1913Y msmuquﬁeﬁlmﬂaa monitor
G L :’J 3 d’ |
%30 13421 process NAMNATIAT run 1A% schedule NAa5tTlu
[ 1Y .
2. Define Service Level Agreement (SLA), Data back-up procedure (34, Lﬁ@u, d1la1)
. . 3 Y .
3. 013 Recovery from Operation Failure, MAUALNUTTE UV IT : Disaster and Recovery
= [} Y ~ 2’, @
Plan (DRP) — (WgULHUNATOY , NAT0Y (Test) 081U Az 1 AT9 tazumuliuil;e
T¥iuma (update)
= < (Y] d A v a 1 [ Y
Concern: DRP mﬂmﬂumﬂanymenmmam ‘i]%ﬂﬂ'ﬂ!‘ljui’)ﬂ@ﬁﬂﬁi’]ﬂnﬁﬂ?ﬂﬂuzﬂg
%4 =S I % a = U ] \ o
ﬂmmmunJu paper ¥l ...r;mmﬂmmnaﬂmﬂ..euqa.."lmgmeummumanm
d o U U
M3iumna 13l Test.... 15052 low9h.... 115UMST test 01131 full test U3 TNazAos

Y

a d‘ o i\l a v v Y
‘UWWM’J‘Uﬂ'ﬂﬁllﬁf]ﬂ!ﬂﬂ..ﬂ1013»16]0..1]515]7]4]351]6]141!14“!#!?331
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7.

5% dJ A
3. Application Control 33ng1sza3n 4 52113 Ao (CAVR)

I. Completeness =  Wanuiulaluanwauysaivesdoyaiiialy

2. Accuracy —=> qgnAeIAsInuNlIzms

3. Validity >  ANuaNHATUNE

4. Restricted Access to Date and Physical Assets —> iﬁﬁ”ﬂmsﬁ'ﬁﬁaymmzﬁuﬁwﬁ

9 o

CAVR ilagmsaivgudoya —=  Joyatiud (Input Control) 355 MU AZANUYNABS
—> mMsiszuiana (Processing Control)

7

—> doyanaans (Output Control)
amou: msmugalanannsanamuladie General control....n9U.Process control
A1913: 5% input, process, output FIATAYNFA...A0Y Input MAYA

s 319997 print cheque Asaaountlaun ludoya ldnse .. aedlilasiaaong

a Y| 9 v W o a 9 S Ao [} %’
auguanuAanaalumstloudeya (iudu, i), Iuouesuidmua (lud,
mssnianuazsuilya)
o ' 9 9 o Y
A19619MINIANANNYNABIVITIeMIToyaTaen 1 laun

- Limit Check — 9102931 lumsoouaing ATM

9
Y Ao

- Range Check - Yoyavrgvosgnmnadls imu 15807
H H 1 90’ 1
- Sequence Check — v luonansn luadssmsenne 1314

3 o (3 o o
= Check digit verification — ﬂ']i!ﬂfﬂﬂ']u’)ﬂ!@']Laﬂlﬁﬁﬂq@ﬁj'lﬂﬂﬂ]u%ﬁu']ﬂ'ﬁ

d
Computer Assist Audit Techniques (CAATs) imnatamsl¥nenianeselumsnsivaon 15lunmsnsie

Mera5211F9an (Substantive Test) 3 5 MATA

1. GAS ¥30 Generalized Audit Software : 1%U ACL M3 1% 11sunsnilszgndasaslunminsis ms

v Y
1% GAS Tid0@ 1y Uszndanar, Tdsunsuhidudou, Hyasidalszuraunuiugiu gy ns

E4
[ %

da v o a 1 A Y ) vy ¥
AYHUANHT U FUATAIAAN LAZNITANANTDUIIAITS U lﬂu@u ﬂigujawﬁﬂl@gﬁqﬂﬂﬁ\jaﬁ

U

Y 1

A Y A v 3 WY o o o ¥
N ) AMUNABINIT mmmammﬂ “]Jii‘nﬂllﬂﬂinﬂ$%1ﬂ g LL@]"U“]JLi’JlliJllﬂ, uiﬂaﬂiﬂi%llﬂ

9 J 2

] 9 o A 9 o n v
orudoya lavaronuy uamsmuanndudourilila

. =) A [ 49! d' o = v d'
2. Custom Audit Software : IA WgURITOWMUIVUO N MToUNeUNY 19Ul szuana
TagszUumMuNABIMINAToD ¥RNeD4 11 input 31811 program asvauLdIF U UNa
AUI1BUUD user

I ' [l 4 Y
3. Test Data : 11UnN13A3599 program 1ae1% data vews1ldd 1y Ina ieBugua1 program gn

'
= a =

A oA v 9 9 2 9 '
130l vieligaransanlaves program mslddeyardn lluszuuanase udrseginszuvag

q

Uszunanaoenuiodiels (@a Wie gn), Test Script 41 1dNazMde 1A arsdAnpIszUDOIUIR
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]
A

w1lalagaziden, M5 Test Data nldiiemsnlasuuaud laTlsunsy, Foua

U

14

nageudod it liuiudeyasseiiosansl¥arueg (Production), lisuiludesldtoya

U

A
N
)
i)

4 ] a 4 y ' l
nagUUIN, MenuIAE lumsinszing ﬁ@ﬂwaimmﬁﬁ’@mu@uuzmq ] 1% U Three way
. 19 . . Aa Y J 19 Y A . A [}
matching amﬁlﬁeumg,a mnvoice wNﬂuaaaaqulﬁm"lﬂuam exception report @aﬂmm@"lu

9
v

4 v 1 g L% 1 T a
“I/Nﬁfﬂ‘i‘Iﬂﬂ’ﬁﬁ)ﬂﬂ\1ﬂaTNSI’ENGUHE)gﬂﬂﬂ’ﬂu?ﬂiJTﬁﬂGU?Nﬁﬁi?%ﬁ@ﬂﬁ}’w’ﬂmﬂﬁluﬂﬁﬂﬂ

scenario Ntan o lavina Ty

4. Integrated Test Facility (ITF) %111 Production Environment 1Humsasaamsigiiansanves
Functions 14 )11 Computer Application 198 TA @039A16T83 Test Data lazHadns 1iaranih,
M35a32991 1w eusy Production Run Iﬂﬁlslﬂgf}Dummy Entity uag ITF Data 3&nUanNdInN
Control Report 1uautlszs1 annsaildnasaihiil q 818, mmeiuszuuaui 14 Tam

1 o v 9 a 9 13 A A Y 1=
sauiumswmumauimm%sﬂ, 1615@3afﬂ':mwummmmhaglmummﬁ'"lm

. . ) Aa & a . )
5. Concurrent Auditing Techniques (#5299 0yainavyuluszuuay Taeisudou Seript 191111

F2UY)

o W 1 A 3
- ey Script M 11luszuy (Ao Test 1859409997INTTUVAIY) = Snapshot
] Y a ] A g‘/ A a d v JY
WU ONMIDOURUEDE 9 TUFINTONAL. HIBUANRULUIAWITUIUINTDaIEDE 9
@ sdoyanonn
Y A 2 A ) 2 v @ (= 9 Aa AR A A
- doslimsnaiton lvldmnuu sunsgnsiulainiudeyaniadnadelinms Report n3o
Warning —» SCARF
S| A v A
fluszuvvinalugiianuameaunsodadulalda  =>  Expert System
1 a a 1 ) a Y a Y dy Sldy
U gnganssumsus laauian « 1wy dasnsda dnlndgnAinuiiledeved Lotuses
. <3| a ' @ & c&’ c&’ . ' E . v A
Big C 1luin@ oguiunilelisones¥omys.. reject 319M3N0U... NI reject HUT

& 2 o Ao Y ~ R A RREEA T,
‘H56"liJﬁlJuagﬂuuTﬂmeﬁllﬁNUiH%ﬂﬁﬂ L‘W513‘”N‘1/lmi]ilzﬂﬂwgﬂﬂﬂllﬂmlﬂllﬂ...
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