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- Transactions AuthorizétionsaCarera:A 0 a7 Co U6 E

~ ~ N s an

-Ent ity 3 EOGARadifsidn Gl @k
- More ContinuoGsahgichre U MW aic6i saEP 6 AA @i xT Uy E6 |

I '“AEE)

s

-_
c
c/
Q»
(@}
o

AAN A

software)
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-UnauthorizedAgakifdss s to the ent.i
- Need More Technology access controls form exteinalj skcA &s router
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C O E=I Conirol Objective Information & Related Technology
1. General Information on COBIT

aGood PraAtifesa)fed BT 6 ¢ § mmmmm EO6 é
Carol and less on Esséfkiona e HTZee i Heldseted
ﬁ" .E'[.% m“ ,C"‘

. Who does COBIT serveZiSgikabildeMalue From IT Investments,
Internal & External, Stakeholders who provida twatiblSersices, Who
responsibility
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2.Main Characteristics of COBIT V.4.1

NN A

 Business RaDEGAR GO O\ &6T GoAlsanEnterprise

ArchitecAuseFeeEd

= ==

e 2 e

Business Goals

| Govemnance Drivers J

| Business Dutcomes:

Information
Infrastructure

8

r

v 4

IT Processe@3dA a i U

= == Applications

-
11314

§11d

IT Goals

ITGoalsO- T EeT O

Business Goals

T Proceyientdch fi A4 Dor@ainé F(@ooesss = PlanuBuailt R

Monitor)

L) | PLAN AND ORGANISE (| Strategy ali§naxky (TE GeREAaR FivG
(10 Process) 1 &), optimum use of its resources? , IT|

risks? , quality of IT systems?

ACQUIRE AND IMRIEN Deliver solutions that meet business nee

2 Processes) and within budget?, work properly, chan
AanUe UAO aé a4 upsetting

3 DELIVER AND SUPPOR| In line with busine8s, postgieptimized? , |

(13 Processes)

and safely? , confidentiality, integrity anc

MONITOR AND EVALUA
4 Processes)

Performance measured? , manage inter
to business goals? , risk, coand| peotopti
measured and reported
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BUSINESS BEJECTIVES

GOVERNANCEQBIECTIVES

e N

Information criteria

Effectiveness
Efficiency
Confidentiality
Integrity
Available
Compliance
Reliable

KCONITOR AND
Ell'll.nRIA'I'E
1
IT FESELRGES
DELIVER AND
SLRFDAT ACALIRE AND
M ENT
Information Criteria
S/ [ s =/ &
1 Plan and Organise Domain Mapping é) g § NS ,\§ §
X} T/ & g

(&) ~ = S., = (;5’

<& §/ 23§ %

wlwl O] &/ </ O] &
PO1 Define a strategic IT plan. P| S
PO2 Define the information architecture. s|pP|s|P
PO3 Determine technological direction. P| P
PO4 Define the IT processes, organisation and relationships. P| P
PO5 Manage the IT investment. P| P S
PO6 Communicate management aims and direction. P S
PO7 Manage IT human resources. P| P
PO8 Manage quality. P| P S S
PO9 Assess and manage IT risks. s|is|pP|lP|lP|S]|s
PO10 Manage projects. P| P
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Information Criteria

NN,
. o TRNEHE
Acquire and Implement Domain Mapping S5/ 2 .g Ly E
§lsl &l o5 &S
£lE/ s/ L2853
Ujw/o/ £/ </O0/ &
All Identify automated solutions. P|S
Al2 Acquire and maintain application software. P|P S S
Al3 Acquire and maintain technology infrastructure. S|P S| S
Al4 Enable operation and use. P|P S[S|[S|S
Al5 Procure IT resources. S|P S
Al6 Manage changes. P|P P|P S
Al7 Install and accredit solutions and changes. P|S S| S

Z =)
§/ .| & :
: - : 5| & & 2 g &
Deliver and Support Domain Mapping é’ g’ g/ & g g 5
é8 555 & 2
wl wjf O] £/ </ O &
DS1 Define and manage service levels. PIlP|lS|s|s|s]|s
DS2 Manage third-party services. PlP|lS|Is|s|s]|s
DS3 Manage performance and capacity. P| P S
DS4 Ensure continuous service. P| S P
DS5 Ensure systems security. PlP|S|S]|s
DS6 Identify and allocate costs. P P
DS7 Educate and train users. P| S
DS8 Manage service desk and incidents. P| P
DS9 Manage the configuration. P| S S S
DS10 Manage problems. P| P S
DS11 Manage data. 2) p
DS12 Manage the physical environment. P| P
DS13 Manage operations. P| P S| s
Information Criteria
(%)
NN
4 Monitor and Evaluate Domain Mapping él’ §’ gc, NS .\5 §‘
Q) 8/ S/ o &
2/ &5 8§55
wlw| O] &/ </ O &
ME1 Monitor and evaluate IT performance. PIPIS|S|ISs|s|s
ME?2 Monitor and evaluate internal control. PIlP|IS|S|S|S]|S
ME3 Ensure regulatory compliance. P|S
ME4 Provide IT governance. PIPIS|S|ISs|s|s
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1 @Ontrddased

X PR Process Dwasign an owner that responsibility is clear.

R Repeatdtiigfine process repeatable.

FCB Goals and Objestalgish clear goals and objectives

FOt Roles and Respobsifiilgéiemambiguous roles

F® Process Perfoieasoee thenpeide

R Policy, Plan and Pommduesd, review, keep up to date, sign o

communicate

The enterprised3s system of i nt

A At the executive manaydmsinielevebjectives, policies, overall app
governance and control

A At the business prdtamsbévation of manual controls operated by 1

A AtIT service¥ |&vgtneral c¢iabISQOBIT)

COBIT IT Précésées E &4 6 Génbrab i Ay C U

Apmdation control

1 Measurednmwmmm:ae@performénné%a o0 Agi

O Neaxist -Mgt. Processes are noé h B peUE

1 Initial  -Processeshae aut dlsorgﬂﬁ(y e&@pdﬁo
Standard

2 RepeatabRrocesses follow a refjulaA patied@eapAad) i

3 Defined -Processes are documented and dommaubiGa@@(C 6 § C
Standareefi A 0)A6aé o ¢l é6a

4 ManagedProcesses are monitored and raeasured(® A éed O 6 C
monitBi-EROLN 2eCGked

5 OptimizedBest practices are followed\aindi alfB#zbab(H)
@Jm@mw%mWﬂm

X X X X X
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4. A6aEOOAG & Ae 6 aly Risk 81d@nagBmeat Giiiddlha Ua &d 6 é ¢

1. Enterprise Risk Management

LA drzaaeie ’

. 2 o
aaihT ATTHIEEN

Secific ﬁ@kﬁ&ﬁm

T
f Measurable 8 6a6axeo0a
f Actionable € 6aAa64ax@Coa
4. rfona 1 Reality eay @Avee
Uirgaainarewing ’ B T Timely adA6aACoi L
Risk i Control ~
1 e RO e Cha A iv; § "“éc'ﬁATEES@awaééé'A e opa V8 ¢

NN A~

w@@m&ﬁmﬁmm alaaaeeu
eoOxuUamBA°T EA°AA 1 491
A 6 &AM ‘“oa'“Egbe’“AE
1.Y se A @nip@cliiass @EOAGH 38 OXEDEAR
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U AO-x-6axaa-aoyUaAyedi e-fd ... A
C6t a-06EaaACalb- Ai - Aeé o Acieptabte sisk A Ué -

A ®dtsource
0 CONTR®PAGEOA a5 : "‘3EblﬁoaaereroaUae o}
0 ACCERRGH 30/ Wi i 28 000

5. A6 BQBGIG6 AE- AUAG A E0o OA 6 A & Mappiny ePidesgECD b
Domahi - |7 Requirdkd@ii 5
AanUeUAoOaE0OOA6aAe6ayescaED- 6Uy@Aal

~

1. ITRisk Assedsraeity a 6 Uan OoUAeoayéeocaEy g
2. ITControIEvalILlatlnryaannOo UAoaAe UAuU a
3. ChpAnaI@m]Ei-Fe@I"” 512 FA0AY;

~ - Ve - -

1.1T Risk Assdsgdigective) Information Criteria (effectiveness, efficienc
availabildynfidentiality, compliance, reliability)

Y Risk Identificatid@CEéxerice fi

Effectiveness Confidential| Availability Reliability & Int¢ Complian
&Eftiiency

Poor managem-Security mantSystem & N{-System design -Unaware or
(Planning & Pol(PolicyP&oceel) design (Input, Process, ( understand

System (H/W (System -Hardware fa-Error No monitoril
technojogy (H/W & Techi-External sal

-Skill of IT & nor& -Viruses & A

-Processing network) -No BCP, ba

management -User awaren| & Recovery
(design & exec-Hacker, Virus
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1 Assessm@nerBllisiness impacts & likelihood

Over@lsiness Impact Overdlikelihood
Financial Impacts Network of b(Isithesisy)
Damage to Reputations, due tg Organization Struktitee & cul

Interception to business operat| Network of the system (open or cl
technology)
Lost of valuable assets (systen] Etc.

Delay in decision Making proce

Assessing the Business Impacts

Unauthorised :

Disclosure cause

almost Unauthorised Unauthorised

insignificant Disclosure Disclosure
cause minor cause major

damage damage damage

Unauthorised Unauthorised Disclosure
Disclosure cause could threaten business
significant but survival.

tolerable

Damage.

Assessing the Likelihood

It 1s almost :
ble for this It 1s possible for . ‘
11 11}; ?5:1 )‘_e Ol us this factor to cause It 1s very likely that
actol to catse a a significant thas factor will

Slgllltlcﬂl-lt ]_ul-(.]uthol_-_is ed causea Slglliflcallt
‘{4““1“1101 ised disclosure unauthorised
disclosure . . disclosure

It 1s unlikely that this o .

factor will cause a It 1s likely that this

s1gnificant factor will cause a

unauthorised sigruficant

disclosure. . unauthorised disclosure
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Combine impact & likelihood

Business Impadt

Risk Aversion Table

i I 1 1 ]
Emctie st 1
* T I T |
ETCEY 7
Contik Vi

Materiality

Wegmy
Avakbuny
Complaace
Fe by o —
(1] 1 2 3 i T& v

i

0 Effectiveness

1 Efficiency

. Confidentiality

Thrests and Yilnerabilities Lo ;
? Integrity
Availability
P [ Il

Efectinenass 3 Compliance
Effciency 4 Reliabilty |&
Conidensiality 0

Ftegity
Anailability e
Cormpliance
Feliability [ =

RaetHoaOEa OD- E6OAYU-Uaodi 6aeuEeu OA

AN A

@B(0A i m p aBUIER B g

2. IT Control Evallfifi@imapping process E 3 A COBE 6 &
SR ORBAY 048 O BA e - O- BmHAVE

9 BB

Legends for Ranking used

0 Non-exist - Mgt. Processes are not applied at all

1 Initial - Processes are ad-hoc and disorganized

2 Repeatable -Processes follow a regular pattern

3 Defined - Processes are documented and communicated
& Managed -Processes are monitored and measured

4 Optimised - Bestpractices are followed and automated
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00

~
oA ~

eif a-0E

PO 1
PO 2
PO 3
PO 4
PO 5
PO 6
PO 7
PO 8
PO 9
PO 10

Al 1
Al 2
Al 3
Al 4
Al 5
Al 6
Al 7

DS 1
DS 2
DS 3
DS 4
DS 5
DS 6
DS 7
DS 8
DS 9
DS 10
DS 11
DS 12
DS 13

ME 1
ME 2
ME 3
ME 4

Plan and Organise

Define a strategic IT plan

Define the nformation architecture

Determine technadlogical direction

Define IT process, organisation & relationships
Manage the investment

Communicate management aims and direction
Manage IT human resources

Manage quality

Assess and manage IT risks

Manage projects

Acquire and Implement

Identify automated sdutions

Acquire and maintain application software
Acquire and maintain technology infrastructure
Enable operation and use

Procure IT resource

Managing changes

Install and accredit solutions and changes

Delivery and support

Define and manage service levels
Manage third-party services
Manage performance and capacity
Ensure continuous service

Ensure systems security

dentify and allocate costs

Educate and train users

Manage service desk and incidents
Manage the configuration

Manage problems

Manage data

Manage the physical ew nvironment
Manage operations

Monitor and Evaluate

Monitor and evaluate IT performance
Monitor and evaluate internal control
Ensure regulatory compliance
Provide IT governance

Planning & Organisation
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3.Gap Analysis

s/ &/ 5/ 5 8
- o 5= 2
Control Risk £y £/ / & //5/5 /5
S L/L)5 /2 /5 /5%
@i &G [ & g / E < S j &
— Gap Analysis
llateriali!y@ 3 3 a 2 3 DPorP: Primary
Planning and organisation e IR-C Legends
PO 1 |Define a strategicIT plan 1 = z! —
PO 2 |Define the information architecture 1 [« [ 2 |Concern
PO 3 |Determine technological direction 1 1 |Housekeeping|
PO 4 |Define IT process, organisation &relationships 2 C = 0 |JOK
PO 5 |Manage the IT investment 2 [=] = H =0 |Overprotected
PO 6 |Communicate managementaims and direction 2 C [s]
PO 7 |Manage IT human resources 2 C & Gap Analysis
PO 8 [Manage quality 1 (s C |for S: Secondary
PO 9 |assessandmanage ITrisk 4] C = C C R-C|Legends
PO 10|Manage projects 1 3 |Concern
2 |Concern
Acquisition and implementation 1 |Housekeeping]
Al Identify autom ated solutions 1 = 0 |OK
Al 2 Acquire and maintain application software 2 e H H =0 |Owverprotected
Al 3 Acquire and maintain technologyinstruction 1 C
Al 4 Enable operation and use 2 c H H
Al 5 Procure IT resources 1 C C
Al 6 Managing changes 1 C C C
Al T Install and accredit solutions and changes 1 c C C
#'E. Matea ity
¢
—
— olololo
— N
005 15
1] 1 2 -
N Periy ] J -+t
Ev i 2 3 + €
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