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ÂóäÖäèÉëîÛÿØÅāÚāæãöëóäëÚÿØé : Information Technology Audit by î.ÛùÎÿÂöãäÖõ ÿÕËñèäóÚÚØ° 
 
1. ÿØÅāÚāæãöëóäëÚÿØé ÂòÛÝæÂäñØÛÖ¬îÈóÚÖäèÉëîÛ 
Öòèîã¬óÈÃîÈÿØÅāÚāæãöëóäëÚÿØé ØöćâöÝæÂäñØÛÖ¬îÈóÚÖäèÉëîÛ  
1. Distributed Data Processing: ÂóäÜäñâèæÝæÿËõÈÂäñÉóã  

-   Audit Implication: (Access to Data Program, Client / Server) 
-   Limit access to System:  ÂóäÉČóÂòÕÂóäÿÃ­ó×÷ÈäñÛÛÖóâÅèóâÉČóÿÜĆÚ 
-   Transaction Completeness: ÅèóâÅäÛ×­èÚëâÛúäÔ°ÃîÈäóãÂóäÃ­îâúæ 

2. Networking: ÿÅäøîÃ¬óã (Lan , Wireless Lan) 
-   Limit access to the Network (as need basic) Ö­îÈâöâóÖäÂóäÉČóÂòÕÂóäÃ­óĂË­ÈóÚĂÚÿÅäøîÃ¬óãÖóâ
ÅèóâÉČóÿÜĆÚÿØ¬óÚòĈÚ 

3. Real-time Systems: äñÛÛÂóäÜäñâèæÝæØòÚØö  
                      æÕáóäñÈóÚÿîÂëóäĀæñăÕ­ÝææòßÙ°ØöćäèÕÿäĆè ÿË¬ÚäñÛÛ JIT, Auto ordering, POS · Point of sale 

-   No batch-type Control: ăâ¬äîÈäòÛÂóäëîÛØóÚÝæäèâäóãÂóäØòĈÈìâÕ 
-   Transactions Authorization Control: ÂóäÅèÛÅùâîČóÚóÉîÚùâòÖõäóãÂóä 
-   Entity³s Access Control: ÉČóÂòÕÂóäĂË­ Real time Ăì­ìÚ¬èãÈóÚÖ¬óÈ ą ØöćÿÂöćãèÃ­îÈÖóâÅèóâÉČóÿÜĆÚÿØ¬óÚòĈÚ 
-   More Continuous Audit Ö­îÈâöÂóäÖäèÉëîÛîã¬óÈÖ¬îÿÚøćîÈ (ÂóäÞóÂĀæñ×îÚÿÈõÚâóÂ ą ĂÚÿèæó
ĂÂæ­ÿÅöãÈÂòÚ ÅøîÂóäàîÂÿÈõÚ) 

4. End-User Computing: Ýú­ĂË­ÈóÚßòÓÚóäñÛÛÈóÚÃ÷ĈÚĂË­ÿîÈ (High-Level computer language, Packaged 
software) 
-   Safeguarding of data Integrity: Åèóâ×úÂÖ­îÈÅäÛ×­èÚÃîÈÃ­îâúæ 
-   Unauthorized Access from the various work of control at user department: ÂóäÿÃ­ó×÷ÈäñÛÛāÕã
ăâ¬ăÕ­äòÛîÚùÎóÖÉóÂË¬îÈØóÈÖ¬óÈ ą Øöćăâ¬ăÕ­äòÛÂóäÅèÛÅùâāÕãÝú­ĂË­ÈóÚ 

5. Internet: e-Commerce: îõÚÿÖîä°ÿÚĆÖ (WWW, Web Application , Web Server) 
-   Unauthorized Access to the entity³s network: ÂóäÿÃ­ó×÷ÈÿÅäøîÃ¬óã 
-   Need More Technology access controls form external, such as router & Firewall : Ö­îÈĂË­
ÿØÅāÚāæãöÅèÛÅùâÂóäÿÃ­ó×÷ÈÿÅäøîÃ¬óãØöćÿßöãÈßî 

-   Need transaction Validation ÅèóâëâÿìÖùëâÝæÃîÈäóãÂóäÃ­îâúæØöćÛòÚØ÷ÂÿÃ­óäñÛÛ 
-   Need Transaction Authorization control ÉČóÂòÕîČóÚóÉÂóäîÚùâòÖõäóãÂóä 
-   Need transaction Completeness ÅèóâÅäÛ×­èÚëâÛúäÔ°ÃîÈäóãÂóäÃ­îâúæ 
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2. ÂÏìâóãÕ­óÚÿØÅāÚāæãöëóäÚÿØé 
1. ßäÏ.è¬óÕ­èãÂóäÅèÛÅùâÕúĀæÙùäÂõÉÛäõÂóäÂóäËČóäñÿÈõÚØóÈîõÿæĆÂØäîÚõÂë° ß.é. đĔĔĐ  

ĂÚÿäøćîÈ ßäÐ.âöÿäøćîÈØöćÿÂöćãèÃ­îÈ ́ìæòÂÿÂÔÒ°ÂóäÿÂĆÑäòÂêóÃ­îâúæÉäóÉäØóÈÅîâßõèÿÖîä°ÃîÈÝú­Ăì­ÛäõÂóä 
ß.é.2550µ Ì÷ćÈßúÕ×÷ÈÂóä forward Ã­îâúæĂÕ ą ØöćÿÜĆÚÂóäØČóĂì­Ýú­îøćÚÿëöãìóã....ÉñâöÅèóâÝõÕØóÈÂÏìâóãÕ­èã 

2. ßäñäóËÛòÎÎòÖõè¬óÕ­èãÂóäÂäñØČóÝõÕÿÂöćãèÂòÛÅîâßõèÿÖîä° ß.é.đĔĔď  
âöÿÚøĈîìóØöćÚ¬óëÚĂÉĂÚë¬èÚÕòÈÚöĈ 
Ï âóÖäó Ę ØČóĂì­ÿëöãìóã ØČóæóã ĀÂ­ăÃ ÿÜæöćãÚĀÜæÈ ìäøîÿßõćâÿÖõâÌ÷ćÈÃ­îâúæÅîâßõèÿÖîä°ÃîÈÝú­îøćÚāÕãâõ
ËîÛ Ö­îÈäñèóÈāØêÉČóÅùÂăâ¬ÿÂõÚ 5 Üö ìäøîÜäòÛăâ¬ÿÂõÚ 100,000 ÛóØ ìäøîØòĈÈÉČóØòĈÈÜäòÛ  

Ï âóÖäó Đď ÂäñØČóĂì­ÂóäØČóÈóÚÃîÈäñÛÛÅîâßõèÿÖîä°ÃîÈÝú­îøćÚ×úÂäñÈòÛ Ëñæî ÉÚăâ¬ëóâóä×ØČóÈóÚ
ÖóâÜÂÖõăÕ­Ö­îÈäñèóÈāØêÉČóÅùÂăâ¬ÿÂõÚ 5 Üö ìäøîÜäòÛăâ¬ÿÂõÚ 100,000 ÛóØ ìäøîØòĈÈÉČóØòĈÈÜäòÛ 

Ï âóÖäó Đđ ÂóäÂäñØČóÅèóâÝõÕÖóââóÖäó Ę ìäøîâóÖäó Đď 
(Đ) Â¬îĂì­ÿÂõÕÅèóâÿëöãìóãĀÂ¬ÜäñËóËÚ ăâ¬è¬óÉñÿÂõÕÃ÷ĈÚĂÚØòÚØöìäøîĂÚáóãìæòÈ Āæñăâ¬è¬óÉñÿÂõÕÃ÷ĈÚ
ßä­îâÂòÚìäøîăâ¬ Ö­îÈäñèóÈāØêÉČóÅùÂăâ¬ÿÂõÚëõÛÜö ĀæñÜäòÛăâ¬ÿÂõÚëîÈĀëÚÛóØ 

(đ)  ÂäñØČóāÕãÜäñÂóäØöćÚ¬óÉñÿÂõÕÅèóâÿëöãìóãÖ¬îÃ­îâúæìäøîäñÛÛÅîâßõèÿÖîä° ØöćÿÂöćãèÂòÛÂóääòÂêó
ÅèóââòćÚÅÈÜæîÕáòãÃîÈÜäñÿØé ÃîÈëóÙóäÔñ ĂÚØóÈÿéäêÑÂõÉÃîÈÜäñÿØé ìäøîÂäñØČóÖ¬îÃ­îâúæ
ìäøîäñÛÛÅîâßõèÿÖîä°Øöćâöăè­ÿßøćîÜäñāãËÚ°ëóÙóäÔñ Ö­îÈäñèóÈāØêÉČóÅùÂÖòĈÈĀÖ¬ëóâÜö×÷ÈëõÛì­óÜö 
ĀæñÜäòÛÖòĈÈĀÖ¬ìÂìâøćÚÛóØ×÷ÈëóâĀëÚÛóØ 

(Ē)  ÂóäÂäñØČóÅèóâÝõÕÖóâ (đ) ÿÜĆÚÿìÖùĂì­Ýú­îøćÚ×÷ÈĀÂ¬ÅèóâÖóã Ö­îÈāØêÉČóÅùÂÖòĈÈĀÖ¬ëõÛÜö×÷ÈãöćëõÛÜö  

3. ÂäîÛÈóÚÕ­óÚÂóäÅèÛÅùâÿØÅāÚāæãöëóäëÚÿØé IT Control Framework ´COBITµ  

   ́ COBITµ          Control Objective Information & Related Technology 
1. General Information on COBIT 

¶ What is COBIT?  ÂóäÿËøćîâāãÈÂäñÛèÚÂóäØČóÈóÚăÜãòÈÅèóâÖ­îÈÂóäìäøîÿÜ­óìâóãØóÈÙùäÂõÉ  
âö Good Practices ÃîÈÂæù¬âÈóÚ ĀæñÂäñÛèÚÂóäØöćÿÜĆÚÿæõéÞòÈÖóâ Domain ØòĈÈ 4 Domains, âù¬ÈØöć 
Control and less on execution, Ë¬èãÕ­óÚÂóäæÈØùÚäñÛÛ IT ĀæñÂóäë¬ÈâîÛ ëóâóä×èòÕĀæñ
ÖòÕëõÚëõćÈØöćÝõÕßæóÕ 

¶ Who does COBIT serve?  Stakeholders Āæñ Ýú­ØöćëÚĂÉØòćèăÜĂÚ Value From IT Investments, 
Internal & External, Stakeholders who provide the IT Services, Who have a control / risk 
responsibility 
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2. Main Characteristics of COBIT V.4.1 
¶ Business Focus ÅèóâÖ­îÈÂóäØóÈÙùäÂõÉÿÜĆÚÖòèÂČóìÚÕĂì­âö IT Goals Āæñ IT Enterprise 

Architecture Ăì­ëîÕÅæ­îÈÂòÚ 
 
 
            

 

 

 
 

¶ Process · Oriented  ÜäñÂîÛÕ­èã 4 Domain , 34 Process (4 Domains = Plan, Build, Run and 
Monitor) 

PLAN AND ORGANISE (PO)  
(10 Process) 

Strategy aligned? (ÂæãùØÙ°ÃîÈ IT ëîÕÅæ­îÈÂòÛÂæãùØÙ°ÃîÈÙùäÂõÉ
ìäøîăâ¬), optimum use of its resources? , IT objectives? , IT 
risks? , quality of  IT systems? 

ACQUIRE AND IMPLEMENT (AI) (7 
Processes) 
ÂäñÛèÚÂóäëä­óÈĀæñÚČóăÜĂË­  

Deliver solutions that meet business needs? , delivered on time 
and within budget?, work properly, changes be made without 
upsetting  

DELIVER AND SUPPORT (DS) 
 (13 Processes)  

In line with business priorities? , costs optimized? , productively 
and safely? , confidentiality, integrity and availability in place? 

MONITOR AND EVALUATE (ME) (4 
Processes)  

Performance measured? , manage internal controls? , linked back 
to business goals? , risk, control, compliance and performance 
measured and reported  

 
 
                                    

       Direct           Direct 

                          Metrics            Metrics 

Enterprise Strategy 

Business Goals for IT IT Goal Enterprise Architecture for IT 

IT Scorecard 

IT Processes âö 34 ÂäñÛèÚÂóä 

IT Goals Ö­îÈëîÕÅæ­îÈÂòÛ 
Business Goals 

1 

2 

3 

4 
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Information Criteria

Plan and Organise Domain Mapping
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PO1 Define a strategic IT plan. P S
PO2 Define the information architecture. S P S P
PO3 Determine technological direction. P P
PO4 Define the IT processes, organisation and relationships. P P
PO5 Manage the IT investment. P P S
PO6 Communicate management aims and direction. P S
PO7 Manage IT human resources. P P
PO8 Manage quality. P P S S
PO9 Assess and manage IT risks. S S P P P S S
PO10 Manage projects. P P  

Information criteria  

1. Effectiveness 

2. Efficiency 

3. Confidentiality 

4. Integrity 

5. Available 

6. Compliance 

7. Reliable 

1 
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4
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1 
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Information Criteria

Acquire and Implement Domain Mapping
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AI1 Identify automated solutions. P S

AI2 Acquire and maintain application software. P P  S S

AI3 Acquire and maintain technology infrastructure. S P S S

AI4 Enable operation and use. P P S S S S

AI5 Procure IT resources. S P S

AI6 Manage changes. P P P P  S

AI7 Install and accredit solutions and changes. P S S S  
 

Information Criteria

Deliver and Support Domain Mapping
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DS1 Define and manage service levels. P P S S S S S
DS2 Manage third-party services. P P S S S S S
DS3 Manage performance and capacity. P P S
DS4 Ensure continuous service. P S P
DS5 Ensure systems security. P P S S S
DS6 Identify and allocate costs.  P P
DS7 Educate and train users. P S
DS8 Manage service desk and incidents. P P
DS9 Manage the configuration. P S   S  S
DS10 Manage problems. P P S
DS11 Manage data. P P
DS12 Manage the physical environment. P P
DS13 Manage operations. P P S S  

 

Information Criteria

Monitor and Evaluate Domain Mapping
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ME1 Monitor and evaluate IT performance. P P S S S S S
ME2 Monitor and evaluate internal control. P P S S S S S
ME3 Ensure regulatory compliance. P S
ME4 Provide IT governance. P P S S S S S
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3 
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¶ Control -Based   

X PO1 Process Owner Ÿ Assign an owner that responsibility is clear. 
X PO2 Repeatability ŸDefine process repeatable. 
X PO3 Goals and Objectives ŸEstablish clear goals and objectives 
X PO4 Roles and Responsibilities ŸDefine unambiguous roles 
X PO5 Process Performance ŸMeasure the performance  
X PO6 Policy, Plan and Procedures ŸDocument, review, keep up to date, sign off and 

communicate  
The enterprise³s system of internal controls impacts IT at 3 levels: 

Å At the executive management levelŸ business objectives, policies, overall approach to 
governance and control 

Å At the business process level Ÿcombination of manual controls operated by the business 
Å At IT services level ŸIT general controls (ÿÂöćãèÂòÛ COBIT) 

COBIT IT Processes ÉñâîÈáóßĂÚæòÂêÔñÿÜĆÚ General IT controls ăâ¬ăÕ­ÿÂöćãèÃ­îÈÂòÛ 
Application control  

¶ Measurement-driven ×øîè¬óãóÂØöćëùÕ ÿÜĆÚÂóäèòÕ performance ÃîÈ IT âö 6 äñÕòÛ Åøî 

0 Non-exist - Mgt. Processes are not applied at all (ăâ¬âöÂóäĂË­ÿØÅāÚāæãöëóäëÚÿØé) 
1 Initial              - Processes are ad-hoc and disorganized (âöÛ­óÈĀÖ¬ãòÈãù¬ÈÿìãõÈ ăâ¬ Update ăâ¬âö 

Standard) 
2 Repeatable    - Processes follow a regular pattern (âöÂóäØČóĀæñ Update ĀÖ¬ăâ¬âöÿîÂëóä) 
3 Defined          - Processes are documented and communicated (âöÂóäÉòÕØČóÿÜĆÚÿîÂëóä âö 

Standard ĀæñâöÂóäëøćîëóä) 
4 Managed        - Processes are monitored and measured (ëóâóä×èòÕĀæñÖõÕÖóâÝæ âöÂóä 

monitor äèâ×÷ÈßòÓÚóîãú¬ÖæîÕÿèæó) 
5 Optimized      - Best practices are followed and automated (ÂäñÛèÚÂóä IT Ö¬óÈ ą âöÃòĈÚÖîÚ

ËòÕÿÉÚîã¬óÈÕöØöćëùÕÿìâóñØöćëùÕëČóìäòÛîÈÅ°Âä ëóâóä×ÿÜĆÚĀÛÛîã¬óÈĂì­ĂÚ
îùÖëóìÂääâăÕ­ âöÅú¬âøîâö workflow ËòÕÿÉÚ âöÿÅäøćîÈâøîÖ¬óÈ ą Øöćâö
ÜäñëõØÙõáóß, ÅùÔáóß ĀæñâöÜäñëõØÙõÝæîã¬óÈÕöÿãøćãâ) 
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4. ÂóäÉòÕÂóäÅèóâÿëöćãÈÕ­óÚÿØÅāÚāæãöëóäëÚÿØé IT Risk Management Guideline                                        

1. Enterprise Risk Management 

           
      ÅèóâÿëöćãÈ Åøî ÜòÉÉòãÖ¬óÈą Øöćë¬ÈÝæÂäñØÛÖ¬îÅèóâëóâóä×ĂÚÂóäÛääæùÿÜ­óìâóãÃîÈîÈÅ°Âä Ì÷ćÈâö

āîÂóëÿÂõÕ Āæñë¬ÈÝæĂì­ÿÂõÕÅèóâÿëöãìóãĂÚäñÕòÛØöćĀÖÂÖ¬óÈÂòÚăÜÖóâëáóßĀèÕæ­îâ 
ĀæñèõÙöÂóäÕČóÿÚõÚÂõÉÂóä ĀæñÂóäÛäõìóäÈóÚÃîÈîÈÅ°Âä 

 îöÂ wording ÿßøćîĂì­ÿÃ­óĂÉÈ¬óã.... 
 î́ñăäÂĆÖóâØöćÿÂõÕÃ÷ĈÚĀæ­èÿÜĆÚáòãÅùÂÅóâÖ¬îÂóäÛääæùÿÜ­óìâóãÃîÈîÈÅ°Âä..ÿäöãÂè¬ó ́ÅèóâÿëöćãÈµ 
 Ö­îÈÜäñÿâõÚîã¬óÈÚ­îãÜöæñÅäòĈÈ ÿÚøćîÈÉóÂ ÅèóâÿëöćãÈÉñÿÜæöćãÚÖóâÿÜ­óìâóãÃîÈÙùäÂõÉØöćÿÜæöćãÚăÜ 

 ÂóäÛ¬ÈËöĈÅèóâÿëöćãÈ Ö­îÈÅùãÂòÛÿÛîä°ìÚ÷ćÈÃîÈÛäõêòØÚòĈÚÉ÷ÈÉñăÕ­Ã­îâúæØöćÚ¬óÉñÕöØöćëùÕ 

o Ã­îâúæÉóÂÝú­ÛäõìóääñÕòÛÖ¬óÈą ØöćâöÅèóâÿÃ­óĂÉĂÚÿÜ­óìâóãÃîÈîÈÅ°Âóä ìäøîìÚ¬èãÈóÚ 
o ÂäñÛèÚÂóäìäøîÂõÉÂääâ ØöćĂË­ëÚòÛëÚùÚÂóäÛääæùèòÖ×ùÜäñëÈÅ° 
o îùÜëääÅÖ¬óÈ ą ØöćâöÝæÂäñØÛÖ¬îÂäñÛèÚÂóä ìäøîÂõÉÂääâØöćĂË­ĂÚÂóäÛääæù
èòÖ×ùÜäñëÈÅ°îÈÅ°Âä ìäøîìÚ¬èãÈóÚ 

 ÂóäÜäñÿâõÚÅèóâÿëöćãÈ  -  âóÉóÂ 2 ØóÈ 

1. ÝæÂäñØÛ (Impact) · äñÕòÛÅèóâäùÚĀäÈ ÅèóâÿëöãìóãÖ¬îÂóäîãú¬äîÕ ÂóäĀÃ¬ÈÃòÚ ëáóß
Åæ¬îÈ ËøćîÿëöãÈ ÛùÅÅæóÂä  

2. āîÂóëØöćÉñÿÂõÕÃ÷ĈÚ (Likelihood) · āîÂóëØöćÉñÿÂõÕÿìÖùÂóäÔ° ÅèóâÚ¬óÉñÿÜĆÚ ìäøîÅèóâ×öć                   

       
ÂóäÉòÕÂóäÅèóâÿëöćãÈ  (ÅèóâÿëöćãÈ - ÂóäÅèÛÅùâ = ÅèóâÿëöãìóãĂÚë¬èÚØöćÿìæøî) 
    ÂóäÅèÛÅùâØöćÿßöãÈßîĀæñÿìâóñëâÉñË¬èãĂì­ÂõÉÂóäÛääæùèòÖ×ùÜäñëÈÅ°ăÕ­ÉäõÈ 
    Internal Audit Ë¬èãĂì­ÛäõêòØÛääæùèòÖ×ùÜäñëÈÅ°ăÕ­ÉäõÈ 
      ÿÜ­óìâóãÿÜæöćãÚăÜ ÅèóâÿëöćãÈÿÜæöćãÚăÜ ÂóäÅèÛÅùâÖ­îÈÿÜæöćãÚÖóâ 

ÅùÔæòÂêÔñÃîÈÂóäÂČóìÚÕèòÖ×ùÜäñëÈÅ°ØöćÕö..... SMART 

¶ Specific       äñÛùăÕ­ÿÊßóñÿÉóñÉÈĀæñËòÕÿÉÚ  

¶ Measurable  ëóâóä×èòÕăÕ­  

¶ Actionable   ëóâóä×ØČóăÕ­ìäøîÜÐõÛòÖõăÕ­ÉäõÈ  

¶ Reality   ëâÿìÖùëâÝæ  

¶ Timely   âöÂóäÂČóìÚÕäñãñÿèæó 
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      ÂóäÅèÛÅùâ ÿìâøîÚÂóäÖõÕÿÛäÅÃîÈä× ä×ÂĆÿìâøîÚÛäõêòØÿäóÚòćÚĀìæ¬ñ ĂÅäèõćÈăÕ­ĀäÈÂè¬ó ÿäĆèÂè¬ó ĂÅäÂĆ
ËîÛ ĀÖ¬×­óä×ăâ¬âöÿÛäÅÿæãìæ¬ñ ...ĂÅäÉñÂæ­óÃòÛä×ÅòÚÚòĈÚ 
     ØČóîã¬óÈăäÂĆăÕ­ Ăì­ÅèóâÿëöćãÈĂÚë¬èÚØöćÿìæøîÿÜĆÚÅèóâÿëöćãÈØöćÿäóëóâóä×ãîâäòÛăÕ­....Acceptable risk 
āÕãÂóäÅèÛÅùââöÕòÈÚöĈ 
o AVOID ÅøîÂóäìæöÂÿæöćãÈÅèóâÿëöćãÈ āÕãÂóäãùÖõÂõÉÂääâ ìäøîÂóäæÕÃÚóÕÃîÈÂõÉÂääâ ÿÜĆÚÖ­Ú  
o TRANSFER ÅøîÂóäāîÚÅèóâÿëöćãÈĂì­ÂòÛÛùÅÅæîøćÚ ÿË¬ÚÂóäÜäñÂòÚ ÂóäØČó Forward ìäøî Hedging Āæñ
Âóä Outsource 

o CONTROL ÅøîÂóäÉòÕĂì­âöÂõÉÂääâÂóäÅèÛÅùâÖ¬óÈ ą ÿË¬ÚÂóääòÂêóÅèóâÜæîÕáòã ÂóäëîÛØóÚ ÿÜĆÚÖ­Ú  
o ACCEPT ÅøîÂóäãîâäòÛÅèóâÿëöćãÈ ĀÖ¬âöÂóäèóÈâóÖäÂóääîÈäòÛÿâøćîÅèóâÿëöćãÈÖ¬óÈ ą ÿìæ¬óÚòĈÚÿÂõÕÃ÷ĈÚ 

5. ÂóäÚČó COBIT âóĂË­ĂÚÂóäÉòÕÂóäÅèóâÿëöćãÈÕ­óÚÿØÅāÚāæãöëóäëÚÿØé ÅøîÂóä Mapping Process ĂÚĀÖ¬æñ 
Domain Ăì­ÿÃ­óÂòÛ IT Requirement ØòĈÈ 7 Ã­î 

ÂäñÛèÚÂóäÉòÕÂóäÅèóâÿëöćãÈÕ­óÚÿØÅāÚāæãöëóäëÚÿØé 

1. IT  Risk Assessment ÜäñÿâõÚäñÕòÛÅèóâÿëöćãÈÿØÅāÚāæãöëóäëÚÿØé 
2. IT Control Evaluation  ÜäñÿâõÚäñÕòÛÂóäÅèÛÅùâ                    
3. Gap Analysis  èõÿÅäóñì°Ë¬îÈè¬óÈÃîÈäñÕòÛÅèóâÿëöćãÈÂòÛÂóäÅèÛÅùâ                  
4. Implementation Plan ÂóäèóÈĀÝÚÉòÕÂóäÅèóâÿëöćãÈ 

1. IT Risk Assessment (Objective): 7 Information Criteria (effectiveness, efficiency, integrity 
availability, confidentiality, compliance, reliability) 

¶ Risk Identification ĂÚĀÖ¬æñ Criteria 

Effectiveness 
&Efficiency 

Confidentiality Availability Reliability & Integrity Compliance 

-Poor management       
 (Planning & Policy) 
 -System  (H/W & 
technology) 

- Skill of IT & non IT 
 - Processing  
management 
  (design & executions) 

-Security management 
(Policy & Procedure) 
-System 
 (H/W & Technology 
&  
  network) 
- User awareness 
- Hacker, Virus 

-System & Network 
design 

- Hardware fails 
- External sabotage 
- Viruses & Attack 
- No BCP, backup 
   & Recovery 

- System  design 
(Input, Process, Output) 
- Error 

 

-Unaware or not  
understand 

-No monitoring 
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¶  Assessment > Overall Business impacts & likelihood 

Overall Business Impact Overall Likelihood 
Financial Impacts Network of business (Industry)  

Damage to Reputations, due to unsecured systems Organization Structure & culture 

Interception to business operations Network of the system (open or close new or outdate 
technology) 

Lost of valuable assets (system & data) Etc. 

Delay in decision Making process   

 
                 Ăì­ÅñĀÚÚ Impact Āæñ Likelihood (0-4 ìäøî 1-5) Āæ­èÚČóâóäèâÂòÚ āÕã Link  ÂòÛ 7 criteria .(ìóÂĂË­
ÉùÕØéÚõãâ Ö­îÈÖòÕëõÚĂì­ăÕ­ÿÜĆÚÉČóÚèÚÿÖĆâè¬ó Criteria  ÚòĈÚą âöÅèóâÿëöćãÈ(Impacts &Likelihood) îîÂâóÿØ¬óăä 
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Combine impact & likelihood 

 
 

  Ã­îâúæÕòÈÂæ¬óèÖ­îÈăÕ­ÉóÂÝú­ÛäõìóäëúÈëùÕÃîÈÛäõêòØ ÿßäóñÝú­ÛäõìóäÃîÈÛäõêòØÉñÿÜĆÚÅÚØöćØäóÛÕö
ØöćëùÕè¬óîñăäÉñ impact Ö¬îÙùäÂõÉÃîÈÛäõêòØ 

2. IT Control Evaluation ÕúÖóâØöć mapping process Ö¬óÈą ĀÖ¬ÂóäÜäñÿâõÚÖóâ COBIT ÉñâöÅñĀÚÚ 0-5 ĀÖ¬ĂÚ
ÂóäÜäñÿâõÚÂóäÅèÛÅùâ Ö­îÈÖòÕĂì­ÿìæøî 0-4 āÕãäèâ 3 Āæñ 4 ăè­Õ­èãÂòÚ ĀæñĂì­ 5 âóÿÜĆÚ 4 
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Öòèîã¬óÈ : 
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3. Gap Analysis  

 

 


