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PASSBOOK ACCOUNT OPENING

Traditional process

=1 Bank's staff verifies |

Customer citizen 1D card status Customer fills
visits branch to through DOPA Bank's staff compares customer’s in information and Account
open account online* face with picture on ID card siqns documents 15 opened

Facial recognition process

Customer
visits branch
to open account

H ’ Bank's staff verifies Bank's stafffcustomer takes - [CTH
Customer request citizen 1D card status customers picture to comparse Custarner fils
bo open account via threugh DOPA with ID card through facial in information and Account
makle banking app cnling™* recognition system signs e-documants 15 opened

= - - T

Source: Bank of Thailand *DOPA = Department of Provincial Administralion BANMNGHKOX POST GRAPHICS
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SCB e-KYC

Place you phone over the
back of your passport
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Face Detection (viuswuaunieszyersuai)

ikt o D e ey P = Vet Shivdke
vebcam.p c ST sua i

&

EXPLORER v 3_facedetechhionvideo.py & 4 facedetectionwebcam.py X & 5_cardetectiomndeo.py 2 6_faceeyedetection.py % 11_webcamfaceacquire.py [T
* OPEN EDITORS 1 UNSAVED @ 4 facedetectionwebcam.py

|
=
p ® @& 1_matchtemplate.py 1 import cv2

& 2 facedetectionimage.py

- intalface default.xml™) e
ML 57 frame =
X & 4 face

A

& 5_carg

n

6_face

& 11_we

EE‘:] “ IMAGE PROCI
> data

> jackelon

1)
{EY_STMPLEX,8.8, (0,255,8),1)

> jackelong
% 1_matchte
@ 2 facedet:
@ 3_facedet
& 4 facedet
& 5_cardete 1z python Y + 0 @ = *~
= 6_faceeye
& 7 bottlec:
& 8_jackelor

sction. py
% 9 jackelor sction. py
& 10 jackelc Lomwebcam. py

& 11_webca h\srchcap_msmf.cpp (674) SourceReaderCB: :~SourceReaderCB terminating async callba
% 12_lbphir:
& 13 _Ibphpr

& 14_svmirs

onwebcam. py
srchcap_msmf.cpp (674) SourceReaderCB: :~SourceReaderCE terminating async callba

o 15_svmpreci|c.p}' T ) ) b
ﬁ;} SRR PR TR PR 2 C:\Usersiadmin\Desktop\Image Processing Day2rpython 4 facedetectiomwebcam.py
> OUTLINE [
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Once detected, there will be a notification on screen or voice reminder
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Face Recognition (auduanu

B frame

nfaceacquire.py @ 12_Ibphtrain.py % 13_Ibphpredict.py * M

» OPEN EDITORS 1 UNSANED

x

" IMAGE PROCESSING DAY 2

L~

e
1

% 7_bottlecapdetectic

8 jackelonfaceacqu

% 9 jackelontrain.py
& 10_jackelonpredict.
% 5_cardetectionvider

» 6_faceeyedetechion fPLEX,8.8,(8,8,255),2)

=]
2

nb

11_webcamfaceacq
# 12_|bphtrain.py
& 13_lbphpredict.py

>LEX,@.8, (8,0,255),2)

#

nk

1_matchtemplate.py
2_facedetectionimage.[

% 3 facedetectionvideo.p
i 4 facedetectionwebcan
@ 5 cardetectionvideo.py S = + M &8 ~ x
@ b_faceeyedetection.py
& 7_bottlecapdetection.p ! o . "data\\pic.2.6@.jpg", ‘datal\\pic.2.61.jpg’', "datal\\pic.2.62.jpg', 'd
% 8 jackelonfaceacquire ».66.jpg’, "data\\pic.2.67.jpg", ‘datal\\pic.2.68.jpg’, ‘datal\\pic.2.69
P : ral\\pic.2.72.jpg", ‘'data\\pic.2.73.jpg’, ‘data\\pic.2.74.jpg", ‘data\\
e L T T A ] — . . _ i lipg", 'data\\pic.2.79.jpg", 'datal\\pic.2.8.jpg’', 'datal\\pic.2.28.jpg’,
% 10 _jackelonpredict.py ‘data\\pic.2.81.jpg", 'datal\\pic.2.82_jpg', ‘datal\\pic.2.83.jpg’', 'datal\\pic.2.84_jpg', 'datal\\pic.2.85.jpg’', 'data\\pic.2.86_jpg', 'data\\pic.2
% 11_webcamfaceacquire.py .87.jpg', 'data\\pic.2.88.jpg', 'data\\pic.2.89.jpg’', ‘datal\\pic.2.9.jpg', 'datal\\pic.2.98.jpg", 'data\\pic.2.91.jpg’', "datal\\pic.2.92.jpg', 'dat
& 12 Ibphtraingpy a\\pic.2.93.jpg’', "data\\pic.2.94.jpg’, 'data\\pic.2.95.jpg’, 'data\\pic.2.96.jpg’, "data\\pic.2.97.jpg’', ‘data\\pic.2.98.jpg’, 'datal\\pic.2.99.j
‘ : pe’]

@ 13_lbphpredict.py Train Success
& 14 _svmirain.py
@ 15_svmpredict.py C:\Users\admin\Desktop\Image Processing Day2»python 13 lbpredict.py
i - python: can't open file '13 lbpredict.py’': [Errnc 2] No such file or directory
@ backupbottlecapcascadexml
O blackpink.mp4 C:\Users\admin\Desktop\Image Processing Day2»python 13 lbphpredict.py
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3X3pixels  Threshold Binary Decimal
j 90 10001101 141
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RED  :#FF0000 or rgb(255,0,0)

BLUE : #0000FF or rgb(0,0,255)
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Liveness Detection (imaluladasreduninuniluanue)
Biometric Comparison (msnfSaumauveyarnnas)

Coordinates

L

X,Y,Z

X - Left or Right
Y - Up or Down
Z. - Forward or Back
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Recall = False Negative
(weasum Error 1ahiiv 0.1%)

Precision = False Positive
(weasum Error 1ahiiu 0.5%)
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Fingerprint Comparison
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Application aod QR CODE Prompt Pay

QR CODE
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Call Center Threat
In Mobile Banking




paaunn1saNasusnis KPLUS aaulan

swAsUUiietandnsing

*@ﬂﬁﬁaﬂﬁﬁ@m@ﬁ@l/mﬁlﬁm SWIAINANT NG AAININENATUINIHIRDRU bR wazilalderw lanud
*ﬂ"a‘tﬁ%mmLamlﬂiﬁwmﬂ@i@ﬁ’uﬁaadaﬁﬁlﬁlﬁfﬁ'uﬁmmi ANAANNINATATHIUG K-ATM W3a a1smANsnansina e

wmiaydnsalnefiis

sradasaliaiarian

wwavdngdseeog / weiiviaioin.,

WIDWHW
K PLUS Tuzasaum

. GETITON

P Google Play

fiaunau Aunpuin il
# Download on the
| ¢ App Store

1- _2- -3- _4- _5-
A vilnan Application Winlda1u Application nsandayal#asutiu AL UTUIHRAY whguimsléiug
K PLUS Wae LRDNENATTIUA N394



=T 1.




SCB Thailand ¢ @ ¢ 19 SCB Connect @ — {19 SCB Connect Q @ =

, Fuil S @i mensiuiuaiaiu ngun
L [Tt an [ (YR a H
¢ msdvliluavenanusay 14:44 : fnRanautpmIilEnATy WD
= adadas wddui Wiuinse: - AiiunsAASoRTINAB LA UBER

HuAY

ntaANNuEAE L,

JWuoTPAsawnudiou .,
dmud - : s SCB
il VoTTuuaN LilAY TP st

azandvnliazanlaiiuls
A 14:45

el nosuashidinsaey

fudiunawusay ., ..

ATULERT
14:45

YIS IENISIESILA AL

- nimﬁu%’ﬂﬁMEﬂﬁ"r‘uﬂwmwmn

mff:ff; a5l Liedy nAlauvaan

9 molsaasiouses .

W
st (TR .

aa 5 am 5 aa s
WEA N HFILTEIRTINADUWAETUY e

PR, O T, N

+— B K @ 9




P

e Bualuang ibankingonline.com | wwww. Bualu.

AU SIUIATISASOLVIW

My anaw T TsySwaavinw”

tawdmsyUss=ar i Svaan

MM ULEY LvSsErmuT

L=

szUMMOs LR m s @avlas S uerD ey uifl s el

LI leesildnydlaal;
TR S E T RE Il s e IR T T 3 i # 15 L A



1.3 ATM Fraud

1.ATM Machine
2.ATM Card

3.Customer



Magnet Card
Chip Card

NFC & RFID Card



PClI DSS: What Card details can / can’t be
stored

CiD CAVZICIDICVC2MCVV2
[Armencan Express) (all ofher paymeni brands)

imegrated
CrcutAChip ————

A

Espir@ticn dale Magnatic slnpe
{data on recks 1 & 2)






ATM Fraud
8 Cases
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(Shoulder Surfing)
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