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How the scam works BTt s

Thiel puts Ihin plaatic or
milnl shesve into ihe cash

machine slot. Cusiomer |3 lofl
unBwase &8 1 (s difffeult 1o see

Irom the outside.

Whan pat cuntomer iries E Cuslomer |eaves hinking the |
b withdraw mangy, card maching hos ‘swallpwed card
5 chughi In sleove. Tho maching  &nd thigl maves |n o remave sleeve
condinuss 1o ask for PIN number  wiih card Inslde, Card 18 slther reused
as it cannod read tha card, of shimmed lor data and ¢loned.
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6 Case call center -
Social Engineering Attack

Social Engineering

* Includes extensive research information (legal and illicit) about an enterprise, which is
gathered and used to exploit people.

+ Successful social engineering results in partial or complete circumwvention of an enterprise’s
security systems. The best firewall is useless if the person behind it gives away either the
access codes or the information it is installed to protect,

+ Social engineering principally involves the manipulation of people rather than technology to
breach security.

Attacker

Internet
Back Office Firewall 2002 GartnerG2




Wetalk 10S WePhone Android







sineuiesiunazisruysanniswaniiy

Anti-Money Laundering Office ( AM'.S-_Q)_:,:
L e

..........

{1 1 4

¥ Ly Bl P P Tl

B ¥ ety Ty Rl
g

- -.1‘?3!. . TAREELA R
* il T e
, HERE s N
.r-.. :* . m i
¥ n B i i
=n

V! azdgiouws
s maddanusIeInsininasntilonan Lo A

fudLeiiLan MiaRsurhniaudn Tns. Hotl

s20!



|:|orn L WNHATIIN SmBASE

llk'\-DY 2| hOUJ‘S g0 @

SuadnsiinSuoon 1a% # luidumanngd) aula
dinsiavaar & Yawly #5uzeuidy 5w1h
#300v9% 1usodu

0 2 | Comment



7 Skimmer




card ‘skim?® schamea

ATM cardholders have been warned for years about the dangers of card
skimmers. The cechnology 3 now so compact that many consumerss might
not notice it. Here are some elements of a oypical skim operation.
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captura PIN numbsarcs alsn copy custormenrs’ readar to copy the cards magnetic

on 8 mamory chip PIN rumbers. stripe. These are often legal credit
coard readers

SOt abhmut com, eoeoriosearid oorm, AT Parrs B Serearsss
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8.Malware
“ATM Jackpotting”






Insight this case

1.ATM Physical
2.0ne Key All Machine

3.Default Password

4 Vulnerability
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1.4 Payment Gateway Fraud



wualunsuiasiailu Partner nu
Platform #a%199u iu Lazada,
Grab v3a Fastwork \ilusu

INSIZEUIAITAINITLANLIREUADNS L1

AAMNDNITININIY TIUIULRUNRN LND

wa1saun aydn Pesonal Loan nsalen
M RNTuLaRT 1uau



Payment Gateway Fraud
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How to credit
card work?







E Payment - Microanft Inbernek Eiplorer

PAYMENT sumsadnsing
CATEWAY RASWORMRARE 020 AL

: VISA BB weania v o ﬁ""‘:}ﬁ vy
Pﬂ?mcnt ﬂ“t“‘i " . — e h‘ % ol &
K-Faymant Gatesay is the highly sscure payment processar for your sefler, MERCHANT TEST. Plaass verify the purchase information
and anter vour oredit card details Bslow.,

Pay Ta: MERZHANT TEST

e =ees Pgyment Gatewa

Favment Far: Test Payrant

Ao murks 1.00 Bahs

Credit Card Number: | | | i

Security Code (CVV2) I Last 3 digits on the back ofhs card

Expiry Date

(mmfyyyy): [ =] {YYY Y =]

Card Type ! IF'Iaaga efac] One 'I

Country of Tssumg

Launk | Please Selact Ona =l

Tsxuing Hank : i i '*'I

Mok im Lisk " i

[Plzase Specific):

LAY PRI

e a s Cass e

5] Done

ST e nene



3D Secure
S GPS izt

Authenticate User

Merchant: Cardinal Test Merchant
Amount: $19.99 USD
Date: 03/02/2017
Card Number: XXXXXXXXXXXX0003
Personal Message: Global Processing Services

OTP:

If you do not receive your OTP please click here

—

- Submit | Help Exit




3D Secured and credit card
payment



Summary
Payment Details

Customar Details

I1 Add 1 Charge
I Add 1 Cradit

K Add & Refund

1} UpgradeDowngrads
& Cancal Subseription

& ChanguEdt Credit Card
2] View sall-service page

(¥ JONN DO tas a suoserptonto Crargyfes) Tt Pt

Add a refund to this payment
The maximum remaining refund amaunt for this payment is 52,00

Amount’

WD SUT 10 grvi This eadurd & désorptive Afme

Refund



How to refund?



EXPI'ESS Were sorry we missed you.
DRIVER WRITES MY NAME HERE?

get pact{ages your way?

» at fede n/delivery

Package(s) not delivered

Your packagels) will be available for pickup after p.m. Go 1o fedex.com to

confirm availability. If you're unable to pick up your pacfage(s] today, you may choose
another option, such as Hold at FedEx Location. at fe

dfx.com/delivery.
TIME OF ATTEMPT MISSING?
950 BENN ROAD

ours of Operation:
ofiando, FL 32803 Mon -Fri 2:00am-5:30pm
1/4 mile north of hwy 50

Sat: 9:00am-2:00pm
WILL THERE BE ANOTHER ATTEMPT?

This form and a govemment-ksswed photo 10 ane required for pickup. /

Delivery attempts (Monday—Friday) / See back for further explanation.
[C1 Ancther attempt will be made. [] This was the final attempt

. DRIVER LEAVES“STGNATURE?
’..sauaﬁ'llsmgnadfmmmdw Fhipper requests si

not be Babla for ar mummmmmmm

[1 A signature has been requested from someone at this address

| Asmmhasbeaﬂrwtedﬁomsmmwﬂ at this address.
] ©.0.D. amount dus: [ Unsecured 520,

[] Secured  Cash not acoepted. See back for ie forms of pay
[ Package contains dangerous goods. [ Security reasons/restrictions.

delivered

1 Front Door [ Back Door [ Side Door [C] Meighbor
1 Other

e .

& M\\\i\ i

Online
Transaction



1.5 Internet Banking Fraud
(7 Cases)
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1) Phishing



----- Forwarded Message -
From: Kasikom Bank <alerti@kasikom.com:

To: I 1
Sent: Saturday, September 15, 2012 7:23 PM
Subject: New Message From Kasikorn Bank

swIsnangine
FHH KASIKORNBANK

| Dear Esteemed Customer,
At Kasikorn Bank Thailand, We take security Seriously. You are recieving This
Ermail as you are a customer with Kasikorn Bank.
Your Account has been flagged for security issues, you must now login and
validate your account for your own protection. assnandndsdlan fiou luduadvaonarad
<Click here to login and validate your Accouni>

This Email 1s SUBETTo securty From Kasikorn Bank,Flease view our privacy poliy
statement.

Regards,

Technical Service /internet security,
Kasikorn Bank,

Thailand

Kasikorn Bank © 2012 Al Rights Reserved
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K-Cyber Service
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® K-Cyber Barking

K-Cyber Service Gl

Ly Secvice, 30 onlne sernce fom KBank that combines M theee secnces

1. KCyber Baniong (nemat Bankng Service with KBaK)

3
-

(Onirg S2ock nd Dervatves Tradng Senvte with KBank)
3. KOyonr Imvest (Onlng Mutual Fund Irvestment with KEBank)

Vou el e abi £0 g £ the system wl reater Convennce by Usng onl ore st of User 0 o Passrt

to access 3l three senvces. Lerace Detals

» KCybar Banding
News Update k‘* » K-Cytoar Trace (Free Tan)
o Kot imest
» Waming 8r TrojanSprware Ly

o  Report Preskeng Fead & Webails
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-il. 310-410 & 08:10 @ o 93% b

“Messages Securelnfo

Call FaceTime Add Contact

ext Message

0807 2012 aiva 9

£ E . 0
Per installare il software di

crittografia gratuito sul tuo

____——cellulare, utilizzare il

Translation: “In order

©

Android users indirizzo seguente to install the free
Blackberry users http://and encryption software on

2 4 mobile, please use this
\" Per installare il software di link”

~grittografia gratuito sul tuo

cellulare, utilizzare il
indirizzo seguente

: i
L-ﬂlﬂ_..iﬂd, S

©
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Notifications
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keyber - Google Search

Google  keyber

Web Images Videos Apps News More » Search tools

K-Cyber - Login - kasikorngroup-sys.ru
"] login.kasikorngroup-sys.ru/ ¥
Account Online Access Web Sign In

K-Cyber - sunansnansing
htlps_ﬂonline.kasikombankgmup.com!K...flogin_en.js.
anudl K-Cyber Banking 1Az URL Twai. Tneszuuesw
dn Tuliindsnn 8 Junfi wia viwminsnadniiusudaiashgd

K-Cyber
https://online.kasikornbankgroup.com/K-Online/indexHome.jsp ¥
K-Excellence, K-Bank. Logout successful. ¢»

K-Cyber
https:/fonline.kasikornbankgroup.com/ v Translate this page
usaszia Tsunsy Insdw/atheuns.

Kasikorn Bank - K-Cyber
https:/fonline kasikornbankgroup.com/K-Online/login.jsp?lang=en
Warning for Trojan/Spyware from Fraudulent SMS and E-Mail.

K-Cyber Banking
www.kasikornbank.com/LandingPage/Pages/KCyberBankingTH.aspx ¥
Page Summary. PageContent. PageContentBottom.

K- r Banking - KA NBANK

nslate this page
[ o o i
Vuleddindn Tas

.+ | G https@ www.google.co.th/?gws_rd=cr&ei=71noVdXdFIKUDGTBSLToBw#n=kcyber

s:ov15uisauaouyovndnsing

avluunnuop Google Adword 1:Q98
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a0t@hotmail.com

ulasuiaatind \ \

aot@hotmail.com —— abc@hotmail.com
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Change Contact s
Block Contact  ds5u



Google change Contact 1B

Gmall ~ “ @ ] N " More ¥ 20f9 £
COMPOSE How Are Things inbox x

Inbox (2) o o W .

S iy Honie Briggs xhoniebriggs@gmail.com> 1 Jul (4 days ago) L)
N tome = - : :

i Honie Briggs

O (et Q Good Moming  onieriggs@gmail.com E. E

L How are things Promoting people who inspire with 2

'

here you go. K words and motivate with aftitude.

Kind Regards:

Stephanie (Ho
Add to contacts Bmails =

a | Click here to Reply or Forward

o kenzomuramasa...

)

& &

50,

v

Qv

iy
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Email Scam Prevent
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Android Boat for rent - Gustuff , Android bot for rent - Gustuff

Subscribe to the topic | Tell a Friend | print version

bestoffer | | [)5.04.2018, 11:52

Android Bot Gustuff The
bot works with 4.xx on 8.xx version
kilobyte
HE 1. Functionality:
Group: Members 1.5ms
Posts: 34 All incoming sms aredefaulted to the admin panel.
Join Date: 08-04-2017 Deletion on versions above 4.4.x + works through the change of the standard application, via query

Mons3oearens NI: 81 752

Activities: supyconorus 2.5quakes / ussd

3.Html injections, with a restart in 1 click
?;;‘;t“t‘“": e Work on all versions of androyad!
4.S0cks5 5.
Download photo from phone.
a) Total-unloading of all the photos in a reduced size
b) Separate-unloading the desired photo as the original
6.SMS spam
a) Spam on the contact book
b) Spam on the database of numbers collected from the contact books of the bots
7.Push notifications with the icons of the banks
8 .Diagi with the icons of banks
9, Transferring links from the browser of the Holder

4 M m™ml. - - - ¥ -1 o .. d.1




File View PReports Settings Help

~ 5 X 0 @
. s < A < e Qe
i View information  Refresh Computer Properties | Delete cormputers: Add Computer | Scheduler Reports | Help About
Computer List o X | secr pc - Connected | e
B-& ﬁ.ccou nting Typing began Typing ended Process Window Keystrokes
R g Secretary (acc) P 7 :
& Remote (home] ﬁﬂ:fli:jﬁ AM 04118 AM iexplore exe MSN.com - Windows |... | myspace
EI N Peitn I 0:39:23 AM (:39:32 AM mspaint.exe Save As mainview-screenshots
1 ! Vit ‘*I 0:38:17 AM - (:38:26 AM mspaint.exe Save As STAFF& & & & & & & & & &staffcma
o g Sales (John) ﬁ 03745 AN (:37:46 AM explorer.exe Start Menu T
* 03743 AN :37:43 AM explorerexe Start Menu PA
@G:B 4:06 AM 0:34:15 AM StaffCop.exe Enter Registration kKey 570C97C
@D:SS:S 5AM 0:33:58 AM StaffCop.exe Enter Repgistration kKey 8862870A4-ECS04EFID
@&32:44 AM 0:33:28 AM StaffCop.exe Enter Registration Key Sedd< << EDD1R22662CFOF7-0211786621
@ﬂﬂl:ﬂg AM 0:32:02 AM StaffCop.exe Enter Repgistration kKey 5C3-
@ﬂ:ﬂ:ﬂ# AM 0:27:45 AM StaffCop.exe Enter Registration kKey AS A< AR

Key Logger

dont show system keystrokes

4 |

T

| F

o sccen |,;] Programs @ HTTP |# Internet messengers == Keyboard

[l Files [€3 E-mail | Files from USB | @ Events |

Ready
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