Type of Data

1.Banking Database
2.0ther Database

3.Search Engine
4.People Search Websites
5.S50cial Media
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Fraud Investigation

1.Investigation by evidence

2.0pen source intelligence (OSINT)

3.Technique investigation



5.1 Investigation by evidence



What is my ip address

223.24.56.253J/

223.24.56.253

Whois Domaintool

Pantip.com
203.151.13.166




5.2 Open source intelligence
(OSINT)



5.3 Technique investigation



6.Fraud Law and Regulation
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NIST Cyber Security Framework

Identify

Asset Management

Business
Environment

Governance

Risk Assessment

Risk Management
Strategy

Protect

Access Control

Awareness and
Training

Data Security

Info Protection
Processes and
Procedures

Maintenance

Protective
Technology

Detect

Anomalies and
Events

Security Continuous
Monitoring

Detection Processes

Recover

Recovery Planning

Improvements

Communications
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B serverlog - Notepad
Fle Edit Format View Help

=101 %|

2012-10-11 03:54:28,578 INFO - Starting Backug Manager 5.0.0 build 18268
2012-10-11 03:54:29,422 wARN - Generating Self-5Signed 55L certificate (al
2012-10-11 03:54:29,781 WARN - Saved 55L cert1f1cate (alias = cdp) to Key
2012-10-11 03:54:30,047 INFO - Operating System: wWindows Server 2008 R2
2012-10-11 03:54:30,047 INFO - Architecture: amd64

2012-10-11 03:54:30,047 INFO - 05 version: 6.1

2012-10-11 03:54:30,047 INFO - Processors Detected: 1

2012-10-11 03:54:30,063 INFO - Max Configured Heap Hemurg 483.4 MB
2012-10-11 03:54:30,063 INFO - Total Physical Memory: GB

2012-10-11 03:54:30,063 INFO - Free Physical Memory: 893.1 MB

2012-10-11 03:54:30,063 INFO - Database Service starting

2012-10-11 03:54:23,203 INFO - h embedged glatabase 10.8.2.2 - (118
2012-10-11 03:54:34,141 INFO servi arted

2012-10-11 03:54:34,141 INFO at1 pling Service starting
2012-10-11 03:54:56,126 ERROR dex statelIndex on R
2012-10-11 03:54:56,126 ERROR fle TEIH dy exists in schem
2012-10-11 ﬂﬂ:iﬁ:ﬂl.li? INFO ject- -e1at1nna Mapping Service started
2012-10-11 03:55:01,157 INFO - Message Event Service wrapper starting
2012-10-11 03:55:04,626 INFO - Message Event Service wrapper started
2012-10-11 03:55:04,626 INFO - Event Service wrapper starting

2012-10-11 03:55:04 ,861 INFO - Event Service wWrapper started

2012-10-11 03:55:04 ,861 INFO - Genera1 Serv1ce starting

2012-10-11 03:55:06,173 warN - !!! missing resource message key=[Invalid -
2012-10-11 03:55:06,579 INFO - Product CDP3 Enterprise(win

2012-10-11 03:55:06,579 INFO - License va]1d1t (true/false): true
2012-10-11 03:55:06,579 INFO - valid until: 10/25/12 3:00 AH

2012-10-11 03:55:06,579 INFO - Trial License - YES

2012-10-11 03:55:06,579 INFO - General Service started
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