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Top 10 HOT Topics for IT Internal Audit
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\1 Cyber Security Cyber Security Cyber Security La;ge Scale Change e Cyber Threat
—
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2 <t T {? —_ —St_t- Th_ — =Diaster Recovery Complex Financial
rategic Lhange rateglc Lhange and Resilience Models
Third-Party
3 e Large Scale Change
Third-Party IT Disaster Recovery
4 Management and Resilience Large Scale Change
IT Disaster Recovery Third-party Third-party .
3 and Resilience management management Cyber Security

Regulatory

Cyber Security Resilience Programmes

Financial Crime

Third-Party

Service Management
management

Disaster Recovery Complex Financial
and Resilience Modelling

Payment Systems Service Management

Source: Storming ahead 2017 Hot Topics for IT Internal Audit in Financial Services An internal audit viewpoint
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EXAMPLES OF RECENT INITIATIVES IN ASIA

Aug 2015 (Singapore)

Singapore MAS publishes a circular
“Early Detection of Cyber Intrusions”

May 2016 (Hong Kong)

HKMA launches “Cybersecurity
Fortification Initiative”

Apr 2015 (Japan)

Japan FSA revised its financial
institutions inspection manual
with the creation of a specific
section for cybersecurity
management and an emphasis
on information security
governance

Nov 2015 (International)

The Committee on Payments
and Market |Infrastructures
(CPMI) and the board of the
International Organization of
Securities Commissions (I0SCO)
released the “Guidance on
cyber resilience for financial
market infrastructures”

Y

Oct 2016 (Singapore)

Dec 2017
MAS launches and a “national (Thailand)
Cybersecurity strategy” and a BOT launches
new “Cybersecurity Act” to be Cyber
enforced in 2017 Assessment
Framework
Source: Sia Partners, 2016 Oct 2017
(Thailand)
BOT launches
ITRM
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Know your bank’s cyber risk appetise

Board, Audit Com and Senior Mgt Knowledge/
Awareness and People awareness

Sufficient and capability of taskforce

Cyber risk is business risk, business involvement?
Ready for timely response: plans + exercises

3" party management — cloud computing

Clear accountability of 3 lines of defense

Internal Audit Universe cover cyber resilence

Is traditional way of doing certain things still work?

Points of your concern



Cyber Resilience Management
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Cyber Resilience Management

Governance Board of Directors/Committee Risk Management Capability
Secure Architecture Control Process

SOC

Monitoring Analyze Incident Handling

Fraud Monitoring System

SIEM Threat Intelligence Feed

Incident Management Exercise
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Cyber Resilience Mgt

3rd Party Mgt
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Cyber Resilience Assessment Framework

Inherent Risk Profile

Inherent Cyber Risk : 1/3z1i%A31889A3AWVDY &9. 1A surface TWNISLNBRINY cyber risk

Techology & Connection Delivery Channels Product & Service

Connections
¢ Public IPs e ATM e Cards
® Wirel Network
T, ® Internet Banking ® Online Transfer
* BYOD )
° EOLTechnoIogy ® Mobile Banking ® ATM Service
® Open Source S/IW ® Branchs ® Cross Border Service
¢ Platform * Social Media
H ® Cloud Computin
Key Risk Factors AN

Org. Characteristics Cyber Incident Records

¢ IT Enviroment ®* DDoS

® Size ® Phishing

® IT Staffs ® Social Engineering
® Privileged Access ® Malware

® IT Out. staffs ® Hacking
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Cyber Resilience Assessment Framework

Inherent Risk Profile
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MPLS, Leased Line

i ) o0

: Corporate & Retail Internet l l l w ® VISA
: Customers Secured Protocol % .

i SFTP, SSH . . Business Partners
! Financial i.e. ITMX, SWIFT, Telco, Visa
! Unsecured Protocol Institutions Extranet

| FTP, Telnet Private or Fin. Conglomerate
i People e Products Semi-Private HQ, Subsidiaries, USEMluiaIa
i Network 3dp out

’ - Staff N MPLS, Leased Line arty Outsource
i - Outsourcing - OS - E-Wallet

i Staff - Virtual - Wire Transfer - -

| - Vendors - Cloud _ATM Cloud Service Provider
i - B _HW /SW ~ Remittance AWS, Salesforces, Office365
i - Etc. - Etc. - Etc. Internet

| | True, TOT, UIH,

| IR4| IR1 IR3 MNO, CS Loxinfo

! Wide Area Network (WAN) Intranet

i Branches, ATMs, EDCs, Oversea Branches Private or

! Semi-Private

] Network

Key Risk Factors

Technology & Connection Delivery Channels Product & Services Org. Characteristics Cyber Incident Records
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Cyber Inherent Risk - Cyber Risk Management and Control (Maturity)

/Cyber Inherent Risk\ / Cyber Risk Management and Control (Maturity) \
’— ------- - Baseline 100% Baseline

Intermediate 100% Baseline + Intermediate

=
N

m - - Advanced 100% Baseline + Intermediate + Advanced

J
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Cyber Resilience Assessment Framework

3rd Party Risk
Management

Situational
Awareness

Control Principles

. . { 6 LY
Control Principle: M3a3uaxA13t7a9A 1 loiuasaaszal IR ATaUAaa 6 A%

1. Governance

Cybersecurity Oversight, Strategy and Policies, Cyber Risk Management,
Audit, Budgeting, Staffing and Training

2. Risk Identification

IT Asset Identification, Cyber Risk Assessment

3. Protection 4. Detection

Infrastructure Protection, Access Vulnerability Assessnent(VA)

Control, Data Security, Secure Penatration Testing
Coding, Patch Management, Cyber Incident Detection
Remediation Management Threat Monitoring/Analysis

5. Response and Recovery

Response Planning, Incident Management, Escalation and Reporting

6. 3" Party Risk Management
External Connections

3rd Party Management
Ongoing monitoring
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o A Control Principles

3. Protection

Infrastructure

Protection Controls Baseline Intermediate Advanced
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3. Protection

Access Controls Baseline Intermediate Advanced
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3. Protection

Access Controls
(Cont.)

ENEE Intermediate Advanced
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Data Security

End Point Data

Security

Data Protection

Control Principles

3. Protection

ENEE Intermediate

Advanced
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o A Control Principles

3. Protection

Security Coding Baseline Intermediate Advanced

o v MVUAKS AU
fuleureauaulinisimuilusunsy , 4
Secure Development Information Assurance Lii®

ﬂaamﬁsLf]uiﬂmmmmgmmﬂa - .
Jszilumnuuaanne

a L% a a L4
fnsveseumulasnsyuaslusingy UNIZUIUNITIAINEH

b e aw - AMRUALATINISY VA | .
Tuwsazdumounsimun nauldnuase : Source Code Lanuastn
ey Pen Testing

kaznNUMINegsaLENe Jpalninauldauasy

INTEUIUNTNUMUANNYNADY
Uaande ¥0an159a4AU Source Code

Patch Management

fISTUURAMNEDUNIUANNASUS I
989 Patch d113uU OS DB
Middleware Wag Software d1Agy

Patch Management AnNTLUINNITUIMITIANTS Patch finssurumswiainsasiedauniu
- ¥ y
Programme LaEANITEOUNIUAITANRY AMUATUNIUYI Patch

1 a o

fln135v Patch i luviuiifigwaunls ANSTUIUASHIUIUTIETUNTS
a £y YV 1

1SN IALAE L ELNEBNL Usmsdansiiialvisiulain Patch

95un15AnfeagnesInisd (0-30 Su)

Patch Assesment and ANTLUIUNITINUN NAFDU WAy ﬁmwaaw,agam”‘q Critical

o

Testing AnAa Patch AusEAUANEATY Patch a81999ALTIANUATIGES




mnmswiotszmAlng Control Principles
3. Protection

Remediation

Baseline
Management

Issues Management fnsyuunisuilagedin lnednainu

ANUEATY wazuN UM

Testing after i1 VA Scan lie@eauniunig

Remediation wibualing

Incident Forensic




'1:1::;1;:;{\’1115:mﬂ1wﬂ Control PrinCiples

- D

m * Yook ***Incident LN 1’:** m
M*_

N3RSV MNOUAYRNINT  NMsaauMUNansIalinuAULEsS ANSANATUAINULT BN LHDU

(Malware, VA, Pentest) (Lo, SIEM (31a3124 log), Transaction) (Monitor, Detect&Alert) (SOC, ¥11 Profile, Nansznu)

ASNRIULINaRISUN T 9

a A '
N15M3NUNIUAVDS
i

AiA39edaUTUUTe Anti-malware Uu

n13nsRRIazidnlISauasliawas 4 a‘ L,
wsasnauimasuaraunsalsingg i

(Antivirus and Anti-Malware) v o v~ on
NuENY N R LULR

fiinSasiiaaunsa Scan nd

P a
HUU tNDNFI3NT Malware 71
wH9uAY Email

finszuruNYTENIAINT Filer AwANAIY
#1197 Email

¥ VA/Pentest agineasniauanInsau T4doya Threat Intelligence

\ . a
ASASAIMYDINIUATNATDULRNG AU Pentest munNaanuuy

=2 ] a A a ] . o
squfenauldeuase waziilad Change 7 U19DNLUU Scenario WD 5
ITUY e o o - Tu Intermediate Level
AUYHIAY LFPUNIINAEHDU Pentest




swmsuiolsznalng Control PrinCiples

ASERUNIULINENSADTA

NUAULEES

JaLAu / douniu / Aamunisitnldeu /

NSHDUNIURAZIATITN Log ., PN
11 Log uusznaumsavaullafinuni

N15ATIEN Log WiNamAmaUnG | Ussifiu/dvuninausiinunfidmsu Log fl Tool udnoudSunausiuna Pnsudafeuundeulesiunn BU

(SIEM) WBIBULATAAMUNG ANTTURAUNG WedunaeiRaunilu Baseline LV

o o .
WaA3933UNT51AUA MultiFaceted
HUIMINITAAAINNITUINTZUUEIARY

a a a v 4 a a ° < o vy o ]
4 Y = , nun.Anaufanssuiidnineiauni lnduasuanld agnisiddia
310 3" Party waidansidiislagls G e , ‘m
#ie1auhlug Data loss/leak vouliuszasAa
a a a ¥ A v = Y y & d a
finsAnanungAnssuinirasde vvaidn #i Tool udaiAsugnAiialins il Tool udaifipuiiianunslouiy
Customer Transaction Monitoring

¥1810u Fraud Transaction ¥asgnfn Login a1nganuidsfiuatindfiu Anun@ TaglignAneydaneu




‘ﬁ!“lul‘lF:I‘l;I:l;;\";‘Jl]S:LVIﬂlth Control PrinCiples

intermediate Advanced

N15ANAINANNLEHE LN

wdaiau

Mvuaunu it guiaveuluns

nsARAIUANITAlRAUNG _ _ . .
ANRAIH LLASINYINUNINITIUND eI e 8

dnszurumsisziafanssuiiaung fanasnisnsradunisiudedayasiu
ATAUARUNY Physical uag Logical P291901997ILHB 9D Data loss/leak

- Alert ifingadamsu uagvinnis

o ol - Fond Detect AUN18IUYNIN Detect n15iUABULUAIAIAY
wily Wanulenmafawanisalinung el o m o . "
A1SATIINULALLILABDU i Svstem R o : ) NBUNITHIULYINIFINNAIA UaanngvassEul / an1syn
- i1 System Report Usznaun1sia . 5
(Hevmesadaya uas Alert 3n Network wag Alert

KRI

ASWAILLNBAISUAY
Heslnsia

4 £
- . B . o - Syl NaNTENUTRY cyber
- fivdae9u SOC Wiatdszds Annu , - .
P Y - Monitor lenatindaAnAx
Uszanuau uazilugudnanenisiiuns

o ‘o . y - IBNURAIATIAIVE U ST Ug
N13ATIRABANATY ShwAnulaenny

o o - 91 Risk Profile taz Mitigation Plan
- 49%UUIU Threat Intelligence U

- v d e o - USuU3 IT Security Architecture
9
':Lﬂ5'1zmwatﬂuwayja’lumitﬂﬂsma

LagNnunIu policy



o A Control Principles
4. Detection

Baseline Intermediate Advanced

nssuTIndayadeanay fvhpnuisuiinveu uasd

maleuas NSTUIUNITIATIZA

a ¢ v o P ) wa da ¢
AAIITNRALIANT Cyber Tszuudnludianiiasziionles

v Y A

WuauBnves Cyber Threat
foya uduiou uazussm/udly

Intelligence Platform Threat Intelligence 184

111 Cyber Threat Intelligence ald
Usznaunsihse eyl

v & a o wa o
udnanednNu Cyber Threat fiszuudnlud@nsausau Cyber
Intelligence Threat Intel. LUy Real-time
4 e nszuIuNsdeans Cyber Threat fumseasuazlidouuzi
msuamﬂaswuauan'miu : ca = A4 a o ]
T Intelligence wagtuaNITUNAUNG WBUIMITIANITAULEES
i v A 1% o | = ] o = v o w
nsuaniUaguvaya wanideudeyaiuniisganu dnszurunisnivasanelu fnsdnvindennaslunis
AMgUDN aduldngumunalanundmun nsuaniasudaya uanidgudaya
HfeyaguszanunuvemIBNy
mMeuen wazdsuugalndulagiu
Py ¥ a v v gya A adgy
kY 'JLWIUL‘U']TJQJU?&"QSJLL?\N»U?\EN Nﬁﬂﬁu!lﬂﬂl»ﬁiaﬁﬂmﬂi
daynagreaaue uanasudaya



;:;:;;::;i)‘;ﬂs:mﬂ‘lmu Control PrinCipleS
5. Response and Recovery

Escalation

l_l_\

start [B''g Y Y9 Incident tin Y& m

Incident Response Planing Incident Response Testing  ms3aszyi anAasdes LAZAITAIENA Incident Report
(10U BIA, Process N155Udi8)  (1u BCP, DRP) (Mitigation, Analysis, and Investigation)  (A13815U 51891)

\—'—l

Y Incident Response Team Y%
(finsusiawmanisaliaunanislewas)



swmsuiolsznalng Control PrinCiples

5. Response and Recovery
Response Planing . )
- Baseline Intermediate Advanced
(NBULAALAR)

nsnruiuiiamamsaliaundnisls | Sulsuie nszuauns Yunaumssulie

1wa¥ (Iincident Response Planning) | winnsaliiaunfimsleiuasedisdaiau

AnYiweL BIA BCP DRP Crisis Mgt

uas Data Recovery

Junusulialafinme W Suuds
Useidly A3998U UagATIEREIUA
/ insuTuugsunuagnesiaiiias

Usziiugidenvigrioudndnensdl
Frewiaa d4. Walia Incident

o A v 1

finsvinduauvsatannassiuiie

v U
Y a

1 L d
Wy Augliu3nas MOU LEISDU )

v

nvaseuauwionsulomnnisal | weseuwny Data Restore 9ndaya Wil Scenario fifnilafia iy Scenario fidudauiu 1y
#nUNA (Incident Response Testing) | #1389 iatiuladraursadnauld NANIZNUABNIZUIUNITVDY BU NANSZNUNINITEY BaZIUe

WNaNAFUNIUTENDUNILAY
Fulle wiauverinvuaga Trigger

IS o ¥ o 4 ] 1'% | <
a4 UN. mmmﬂmumuiwa‘wmai nulgususuiielyiues

finsusiawanisalinuninisluiuas

= o v Ao § va
FUNNTRUAUNUINKUINYALIU Uszmmwuuasﬁamﬂnam

(Incident Response Team)




(oe@d-oabo)

sumsuinlszmelne Control PrinCiples

5. Response and Recovery

1 ] . A o = a e ¢ aa
UFIYYDNRUYUNNYIVDI FUAY WATNSNLNANTTUNUNNWULNG)

Incident Mgt

(FUNAMAUAZAENR)

ﬂ'l‘i’?l,ﬂi’]ﬁﬁ anAANULEY LLaZﬂ’]i‘Vi’]ﬁ’]WIG!

a 0 a - a a o w a a 3
(Mitigation, Analysis, and Investigation) NITUVIUNTTANADVDAINNYLLNAD NAUNG LWDAANANIZNUNNAYY

AUN. USWNS IT Asset insznuannde nun. ASA/NABY IT Asset
' 1 = L 1
lawwas wiu sntdn inane Wasulvsi agawnzay Wanduun gl

AUINNDTENI199UBIY Incident Uszanuaulnadnsendng Incident

Management and Threat Intelligence Mgt, Threat Int a2 Network

o N aamaliiniinguwes a4, Tgseau
n1saINISHAZNISANGRAS

Tunuuszvdunusli

° ) v o = qﬁﬂamauanmwmummsau
NIAUATUADUNITHIILADUTINAUN

a v ' v ' o
NYIVBN YU §NAT NUIYIUBUS)

o U s
Mvualidinssenumanselleues
v3vadlnifaguimsnuauEes

N135189UMN1TAlANMEEINY InUssianvaavanisel uazinaiy

(Incident Report) wansaliiaunAninvy

Aasziuazaninmeauay

a 1%
AUSNITUNTIINNYIVBY




(wa@a-abo)

sumsuilssmelne Control Principles

6. 3rd Party Management

Baseline

- flulsune wag Security Control

N5 V0N 8Y/ L BDUAD o e o
- 5314ﬂi%U?uﬂTiV\Wﬂﬁqﬁﬂﬁ]mﬂ?ﬂﬁy‘l@

# Network and System’s Data Flow

Diagrams W@AINISLTaNse

AMAY Y NNINTNITIUNITINGD
NISUSUITIANTTAEYEYN Anuduasaensdeludinliusnsiu

seutantnnusuRnveulunsSUlle

aRNISIRAUNATARYLAU &s.

SEURLUININTEIAUMS aYIae
1rgylunsandnisenidndeyg

syuansisunsasrdavelunsd

il

Mladenusaufiinud a. dmuald




(wa@a-abo)

swmsuivlszmelne

715911 Due Diligence

NISANAUAINULTES
YBINISIIUINS

Control Principles

6. 3rd Party Management

Baseline

Uszifiuanudsenisauausie
sulguosneuyindyy1ind1mnass

JahiuwazUsulgetelndutagiu

MyuALINSARAUNSUJURN LS
goumulidulumuSeuladyan

numULazUIuUe
HANTTUsEIIUAUEES 3rd Party

IAPRNTNTINABUNITUSUITIANTS
n1sWeNse 3rd Party




Collaboration & Intelligence Sharing

27



Cybersecurity Information Sharing in Thailand

Other countries CERT

%) ThaiCERT

Thailard Computer Emergency Response Team

a member of ETDA
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