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Difference between Penetration Testing and Vulnerability
Assessment?

« Vulnerability Assessment:
— Typically is general in scope and includes a large assessment.
— Predictable. ( I know when those darn Security guys scan us.)
— Unreliable at times and high rate of false positives. (I've got a banner)
— Vulnerability assessment invites debate among System Admins.
— Produces a report with mitigation guidelines and action items.

* Penetration Testing:

— Focused in scope and may include targeted attempts to exploit specific
vectors (Both IT and Physical)

— Unpredictable by the recipient. (Don’t know the “how?” and “when?”)
— Highly accurate and reliable. (I've got root!)

— Penetration Testing = Proof of Concept against vulnerabilities.

— Produces a binary result: Either the team owned you, or they didn't.

ACIS
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DNS Sender Policy Framework (SPF) Enabled

DNS Server Cache Snooping Information Disclosure
DNS Server Detection

DNS Server DNSSEC Aware Resolver

DNS Server Dynamic Update Record Injection
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DNS Server Recursive Query Cache Poisoning Weakn
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OpenVas: http://www.backtrack-
linux.org/wiki/index.php/OpenVas

eamnoe OpenVas - BackTrack Linux
on n o http:f,fwww.backlrack—linux.nrgfwikijindex.phpfopen\fas n—.‘d

E # © @EZXEE Exchange CITEC [ packetstorm . OWASP SecurityFocus SANS Zone-Horg Dark Reading Crackpot Sec

@ Training Course SPENB - Introd... > | ™

Getting Started
Customization
Information Gathering Contents [hide]

Vulnerability identification 1 Installing OpenVAS
- 2 Location of OpenVAS menu entries
3 Openvas check setup
Radio Network Analysis 4 Setting up OpenVAS
CBriutlans Eeralatinn 4.1 Step 1. Adding a user
- 4.2 Step 2. Making the Certificate
Telephony 4.3 Step 3. Syncing the NVT's
Forensics 4.4 Step 4. Starting the scanner
4.5 Step 5. Setup OpenVAS manager
4.6 Step 6. Setup OpenVAS Administrator
5 Starting OpenVAS Manager
6 Starting OpenVAS Administrator
search 7 Starting Greenbone Security Assistant

8 OpenVAS user interfaces
8.1 Greenbone security deskiop

Exploitation

Privilege Escalation

Known BackTrack Bugs
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OpenVas

Greenbone Security Assistant - Namoroka
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OpenVas

Greenbone Security Desktop
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Enumeration
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Objective

Overview of system Hacking Cycle
Enumeration

Techniques for Enumeration
Establishing Null Session
Enumerating User Accounts

Null user Countermeasures

SNMP Scan
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Objective (cont'd)

« MIB

SNMP Util Example

SNMP Enumeration Countermeasures
Active Directory Enumeration

AD Enumeration Countermeasures

ACIS
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Overview of System Hacking Cycle

Cr._ack
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What is Enumeration

Enumeration is defined as extraction of user names, machine
names, network resources, shares, and services

Enumeration techniques are conducted in an intranet environment

Enumeration involves active connections to systems and directed
queries
The type of information enumerated by

— Network resources and shares

— Users and groups

— Applications and banners

— Auditing settings
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Netbios Null Sessions

« The null session is often refereed to as the Holy Grail of Windows
hacking. Null sessions take advantage of flaws in the CIFS/SMB
(Common Internet File System/Server Messaging Block)

« You can establish a null session with a Windows (NT/200/XP) host by
logging on with a null user name and password

« Using these null connections, you can gather the following information
from the host:

— List of users and groups

— List of machines

— List of shares

— Users and host SIDs (Security Identifiers)

ACIS
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So What's the Big Deal

Anyone with a NetBIOS connection to
vour computer can easily get a full dump
of all your user names, groups, shares,
permissions, policies, services, and more
using the null user

The following syntax connects to the
hidden Inter Process Communication
'share' (IPC$) at IP address 192.34.24.2
with the built-in anonymous user (/u:"")
with a (") null password

The attacker now has a channel over
which to attempt various techniques

The CIFS/SMB and NetBIOS standards
in Windows 2000 include APIs that
return rich information about a machine
via TCP port 139—even to the
unauthenticated users

This works on Windows 2000/XP
systems, but not on Win 2003

Windows: C:\>net use \\192.34.34.2\IPCS$ “" /J/u:""
Linux: $ smbclient \\\\target\\ipc\$ "" -U ""
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WINNT System32 crd exe
Doing HBT nomc scoan for addresscs from 192 .168.2.8-24

172 .168.2.6 Sendito failed: Cannot sz ian reguested address
122 _168.2.4 Recvfrom failed: Connection reset by pesr

MetBIOE Mame Table fox Host 192.168.2_4:
fervice
Yorkstation Bervice

LI HKGROU P Domain Mame

USFR Hezzenger Seprvice

Adapter addrezzI AA-Bh—2b—Me—af-4L47

Hame Table For Host 192.168B.2.7%:
Service Type
VYorkstation Sepvice
Domoin Hame
Hezzenger 5
File Server
Erouwuzer &
HGEZ Hazter Bp er
=8 _ HSBROWSE__ 8 Hacter Browser

Adapter address:

[ i
fervice

COMPUTHEL Hezzenger Service

Adapter addwress> HH-cl-26-18—d4-2d
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NetBIOS Enumeration Using Netview (cont'd)
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Nbtstat Enumeration Tool

» Nbtstat is a Windows command-line tool that can be used to
display information about a computer’s NetBIOS connections

and name tables
— Run: nbtstat —A <some ip address>

e C:\nbtstat

— Displays protocol statistics and current TCP/IP connections using
NBT(NetBIOS over TCP/IP).

— NBTSTAT [-a RemoteName] [-A IP address] [-c] [-n] [-r] [-R] [-S]
[S][interval] ]

ACIS



» Security intelligence

Null Session Countermeasures

* Null sessions require access to TCP 139 and/or TCP 445 ports
« Null sessions do not work with Windows 2003

« You could also disable SMB services entirely on individual hosts by
unbinding the WINS Client TCP/IP from the interface
« Edit the registry to restrict the anonymous user:
« Stepl: Open regedt32 and navigate to
— HKILM\SYSTEM\CurrentControlSet\LSA

« Step2: Choose edit | add value
— value name: Restrict Anonymous
— Data Type: REG_WORD

— Value: 2

ACIS
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System Hacking
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CRACKING PASSWORD

ACIS
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Types of Password Attacks

Passive online attacks
Active online attacks
Offline attacks
Non-electronic attacks

ACIS
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Passive Online Attack: Wire Sniffing

« Access and record the raw network traffic
« Wait until the authentication sequence
« Brute force credentials

 Considerations:
— Relatively hard to perpetrate
— Usually computationally complex
— Tools widely available

ACIS
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Passive Online Attack:Man-in-the- Middle
and Replay Attacks

« Somehow get access to the communications
channel

« Wait until the authentication sequence
* Proxy authentication-traffic
* No need to brute force

ACIS
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Active Online Attack: Password Guessing

« Try different passwords until one works

* Succeeds with:

— Bad passwords
— Open authentication points

e Considerations:

— Takes a long time
— Requires huge amounts of network bandwidth

— Easily detected
— Core problem: bad passwords

ACIS
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Offline Attacks

 Offline attacks are time consuming

* LM Hashes are much more vulnerable due to smaller key
space and shorter length

« Web services are available
 Distributed password cracking techniques are available
 Mitigations:

— Use good passwords

— Remove LM Hashes
— Attacker has password database

ACIS
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Offline Attacks (cont’'d)

Dictionary Attack

Try different passwords from a list

Succeeds only with poor passwords

Considerations:

 Very fast
 Core problem: bad passwords

Hybrid Attack

Start with the dictionary

Insert entropy:

« Append a symbol
« Append a number

Considerations:

» Relativelyfast

» Succeeds when entropy is poorly
used
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Offline Attack: Brute-force Attack

Try all possible passwords:

— More commonly, try a subset thereof

Usually implemented with progressive complexity
Typically, LM “hash” is attacked first

Considerations:

— Very slow

— All passwords will eventually be found

— Attack against NT hash is much harder than LM hash

ACIS



» Security intelligence

Rainbow Attack

 In rule-based attack, password hash table is generated in
advance (only once) and during the recovery process,
cracker simply looks up the hash in these pre-computed
tables

« A rainbow table is a lookup table specially used in
recovering the plaintext password from a ciphertext

« This attack reduces the auditing time for complex
passwords

ACIS



Elcomsoft Phone Password Breaker

® Brute-Force backup password with GPU

Elcomsoft Phone Password Breaker Performance -i05 4.x
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AMDRadeontD 5970

i7-970 (3.2 GHz, 6 cores + HT)

Q5400 (2.66 GHz, 4 cores) F

0 10000 20000 30000

passwords per second

ACIS

DESIGNED FOR

<A NVIDIA

TECHNOLOGY

STREAM |

» Security intelligence




» Security intelligence

NVIDIA® Tesla™ C1060 + Intel® Core™ 17

BarsllF MD5 bruteforcer v@.8 : .14.by/en/mdS
by Swvarychevski Michail : .14.by/rus/mdS

GPUB: 842.39 MHash/sec
GPU1: 737.96 MHash/sec

A

MHash/sec
MHash./sec

GPU%: 15802.35 MHash./sec : . MHash/sec

[ Key: 0~  v+? Avg.Total: 1550.43 MHash/sec
Hash: 3cc3lcdZ2461493ect807/9241e71e98F 6
Progress: ©.080 » ETC 24 days 48 hours 1 min 41 sec
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Password Mitigation

« Use the following in place of passwords:

— Smart cards
« Two-factor authentication
« Difficult to thwart
 High cost of initial deployment
— Biometric
« Two- or three-factor authentication
« Usually defeated with non-technical attacks
 Very expensive

ACIS



Hacking Tool: LOphtcrack
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NTLM and LM Authentication on the Wire

Authentication Request

Server — Challenge - nonce

LM Response — DES (LM Hash, nonce)

NTLM Response — DES (Unicode pwyil. nonee)

Anthentication Result

Server
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PASSWORD CRACKING
TOOLS
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Hacking Tool: John the Ripper

« It is a command-line tool designed to crack both Unix and

NT passwords

« The resulting passwords are case insensitive and may not
represent the real mixed- case password

John the Ripper Uersion 1.6 Copyright {(c> 1996-98 by Solar Designer
sage: john [OPTIONS]1 [PASSWORD-FILES]

-single
vordfile:FILE —stdin
-prules
—incrementall :MODE]
-external :MODE
stdout [:LENGTH]

~t1<\ki chars:FILE

show

-test

—users: [-ILOGINIUIDL, ..

gloupa.[ IGIDL,..]
]]SHllL[ . |

savemen: LEVEL

“single crack" mode

wordlist mode, read words from FILE or stdin
enable rules for wordlist mode

incremental mode [using section MODE]
external mode or word filter

no cracking, Jjust write words to stdout
restore an interrupted session [from FILE]
set session file name to FILE

print status of a session [from FILE]

make a charset, FILE will bhe overwritten

show cracked passwords

perform a bhenchmark

load this {(these) userd{s) only

load users of this (these) group{s) only

load users with this {(these) shelld(s) only
load salts with at least COUNT passwords only
force ciphertext format NAME (DES/BSDI/MDS/BF/AFS/LM)
enable memory saving, at LEUVEL 1..3




LCP: Screenshot

® | CP - [C:\Program Files\LCP\PwDump01.txt.lcp]
Eile View Import Zession Help

g’[ﬁ‘j DQQ P IIA;I [ A g ©

® Hybnd attack ™ Brute force attack

* Dictionary attack

Dictionary word: 123 122 / 643
Starting combination: 1234,

189736 % done
Ending combination: 12322

(=1

User Name LM Password ~ NT Passward 8 >14 LM Hash NT Hash

Qsm YOKOHAMA YokoHama SECDS236D21095CE7.. (CD4EB42BIFSB114CS.

584 Administrator - SCLERODSIS ScleROSIS 73CC402BD3ETINT56 C7E2622076D3F001C
fredc CRACKPOT crackpot 3466C2B04S7FE33441... SO030E356D15FB1942.
twoa A aa ® SAD42844E 77140844 .  C5663434F963BE79CS...
williarn IMPUNITY impunity DBCSESCBASO28031B... 6BGEQOFB2ED2468858..
threea AAA aaa ® 1C3A2B6DS33A1021A.. E24106942BF38BCF57...

£ foua % DCFSCAABDBC2F2DF..  FAS664875FFADFOAF..

Recovering passwords... 6 of 7 passwords were found (85.714%)

» Security intelligence



» Security intelligence

Password Cracking Countermeasures

« Enforce 8-12 character alphanumeric passwords
« Set the password change policy to 30 day
 Physically isolate and protect the server

« Use SYSKEY utility to store hashes on disk

« Monitor the server logs for brute force attacks on
user accounts

ACIS
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LM Hash Backward Compatibility

« LAN Manager (LM) authentication
« Windows NT (NTLM) authentication
 NTLM version 2 (NTLMv2) authentication

ACIS



How to Disable LM HASH

Method 1: Implement the NolLMHash Poliev by Using Group Policy

« Disable “Network security: Do not store LAN Managerhash valueon
next password change” in Local Security Policy & Security Options

Method 2: Implement the NoLMHash Policv by Editing the Registrv

» Locate the following key:
- HKEY LOCAL MHCHINE\SYSTEM”\Currentﬂ:}ntmlﬁet\C::rntml”\Lsa

» Add Kev, tvpe NolMHash

Method 2: Use a Password that is at least 15 Characters Long

« Windowsstore an LM hash value that cannot be used to authenticate
theuser

» Security intelligence
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Web Application Security

ACIS Professional Center

ISO/IEC 27001

S
BUREAU VERITAS
Certification

© Copyright, ACIS Professional Center Company Limited, All rights reserved



The Evolution of Web Applications

Webh
client:
IE,
Maozilla,
etc.

Clear-
text or
SSL

transpoit

HTTP reply
{HTIML,
JavaSeript,
VBScrip,
et}

= Apache
IS

= Netscape
= gfc.

App
server

(optional)

-
a
d

w~J2EE server
= ColdFusion
= Tomcat

» Oracle 9iAS
= gl

s
=Gl
= Java
" ASP
* PHP

= gfcC.

= (racle
= SCL
Server
Mysal

= gl

» Security intelligence



» Security intelligence

 You can be Vulnerable...

— 7 out of 10 sites are vulnerable

— 70% of cyber attacks are on web ports

— 95% of companies are hacked through web ports

— Most popular attacks are towards Web Servers

— Web ports are popular targets — Securing 80 & 443 is a concern
— Web 2.0 — More on web ..
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The Evolution of Web Applications

= Zone-H Digital Attacks in Thailand (Web Defacement)

* .ac.th; 2,537 ;
29%

*.go.th; 3,325 ;
38%

.co.th; 2,015 ;
23%

H.acth ®.coth ®.goth ®.nth & mith ®.netth u.orth
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www.xssed.com

o

B e s

</isew >

~chive (5SS Archive W OP Submitters OF bmitters ¥ DP Pagerar ) search CL.

~ammmmmmmumrmmmmm uuuuuuJuuuuluaJuuuuu!auuuJuuuuuu’luuuuuuJquJuuuuuuJquauuuJuuaJuuuquaJuuuuuul‘uuaJuuuuuuJuuuuuuJuuaJuuuuuuJuuaJuuuJuuauuuuuuuuuu

syndicate

R Domains already xss'ed.

s Famous and Government web sites,

F Status: Fixed/Unfixed.

PR Pagerank by Alexa®.

You can subscribe to our mailing list to receive alerts by mail.

Date Author Domain R S F PR Category Mirror
13/12/11 SeeMe www.bluetooth.org * X 202728 X55 mirror
13/12/11 CyberBellona www.starofdavid.co.il b3 2417170 Xs5 mirror
13/12/11 Atmon3r www.rollerenligne.com P 23253225 X555 mirror
13/12/11 Diego configure.us.dell.com * X 254 Xss mirror

Siqueira
13/12/11 MURATHOCA www.eksperim.com X 15962282 X585 mirror
13/12/11 MURATHOCA www.chefhuseyinozer.com b3 27957837 X585 mirror
13/12/11 MURATHOCA www.eksperlerdernegi.org p.3 0 X585 mirror




www.xssed.com

< [ess@ul >

If you believe that this security issue has been corrected, please send us an e-mail.

Security researcher Atmon3r, has submitted on 13/12/2011 a cross-site-scripting (XSS) wvulnerability affecting
www.rollerenligne.com, which at the time of submission ranked 225225 on the web according to Alexa.
We manually validated and published a mirror of this vulnerability on 13/12/2011. It is currently unfixed.

Date submitted: 13/12/2011 Date published: 12/12/2011 Fixed? Mail us!

Status: 7 UNFIXED

Author: Atmon3r Domain: www.rollerenligne.com Category: XS5

Pagerank: 225225

URL: http:/ /www.rollerenliogne.com/search.php?value=/"><script>alert{ Xss By
AtmOn3r')</script>&submit_search=
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Web Application Technologies

HTTP Request and Response

— Methods — GET, POST, HEAD

— New Methods in HTTP 1.1

— Header fields: Server, Host, Length, etc.

— Response codes — 200, 403, 404, 500, etc.

ACIS



What's Changed?
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It's About Risks, Not Just Vulnerabilities

e New title is: "The Top 10 Most Critical Web Application Security Risks”

OWASP Top 10 Risk Rating Methodology

e Based on the OWASP Risk Rating Methodology, used to prioritize Top 10

2 Risks Added, 2 Dropped

e Added: A6 — Security Misconfiguration
e Was A10 in 2004 Top 10: Insecure Configuration Management

o Added: A8 — Unvalidated Redirects and Forwards
e Relatively common and VERY dangerous flaw that is not well known

e Removed: A3 — Malicious File Execution
e Primarily a PHP flaw that is dropping in prevalence

e Removed: A6 — Information Leakage and Improper Error Handling
* A very prevalent flaw, that does not introduce much risk (normally)
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Mapping from 2007 to 2010 Top 10

OWASP Top 10 — 2007 (Previous)

A2 — Injection Flaws

OWASP Top 10 — 2010 (New)

1\ A1 - Injection

A1 — Cross Site Scripting (XSS)

A2 — Cross Site Scripting (XSS)

A7 — Broken Authentication and Session Management

A3 — Broken Authentication and Session Management

A4 - Insecure Direct Object Reference

" A4 - Insecure Direct Object References

A5 — Cross Site Request Forgery (CSRF)

+ A5 — Cross Site Request Forgery (CSRF)

<was T10 2004 A10 — Insecure Configuration
Management>

1‘ A6 — Security Misconfiguration (NEW)

A10 — Failure to Restrict URL Access

+ A7 — Failure to Restrict URL Access

<notin T10 2007>

l‘ A8 — Unvalidated Redirects and Forwards (NEW)

A8 — Insecure Cryptographic Storage

| A9 — Insecure Cryptographic Storage

A9 — Insecure Communications

v

A10 — Insufficient Transport Layer Protection

A3 — Malicious File Execution

<dropped from T10 2010>

A6 — Information Leakage and Improper Error Handling

<dropped from T10 2010>
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OWASP Top 10 Risk Rating Methodology

Threat Attack Security Security Technical Business
Agents Vectors Weaknesses Controls Impacts Impacts
Weakness @ = sgControlg = ny
.
R
"
"
Weakness + n -+Contro+ nml
I
- -T Weakness Impact
I

Weakness Weakness Business
Prevalence Detectability Impact

Common Average

2 Difficult | Uncommon Difficult | Minor

3 2 1 1 2

Moderate

XSS Example %

2.6 weighted risk rating
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The ‘new’ OWASP Top Ten (2010 rcl)

A3: Broken
. 2 - A2: Cross Site Authentication
Al:dnjection Scripting (XSS) and Session
Management

AA4: Insecure
Direct Object
References

A5: Cross Site
Request Forgery

A7: Failure to A8: Unvalidated
Restrict URL Redirects and
Access Forwards

AG6: Security

(CSRF) Misconfiguration

A9: Insecure A10: Insufficient
Cryptographic Transport _Layer
Storage Protection

OWASP http://www.owasp.org/index.php/Top 10

The Open Web Application Security Project
hup://www.owasp.org



http://www.owasp.org/index.php/Top_10
http://www.owasp.org/index.php/Top_10

Al — Injection

Injection means...

» Security intelligence

» Tricking an application into including unintended commands in the data sent to an
interpreter

Interpreters...

e Take strings and interpret them as commands
¢ SQL, OS Shell, LDAP, XPath, Hibernate, etc...

SQL injection is still quite common

e Many applications still susceptible (really don’t know why)
e Even though it's usually very simple to avoid

Typical Impact

¢ Usually severe. Entire database can usually be read or modified
* May also allow full database schema, or account access, or even OS level access




Application Layer

Network Layer

ACIS
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SQL Injection — Illustrated
!

Firewall

Cusiom Code

‘ 1 -
App Server

Web Server

Hardened OS

A-

Firewall

%
£

DB Ta
@

r

ble

Account; ~©OR1=1-

SKU:

A

1. Application presents a form to
the attacker

2. Attacker sends an attack in
the form data

3. Application forwards attack to
the database in a SQL query

4. Database runs query
containing attack and sends
encrypted results back to
application

5. Application decrypts data as
normal and sends results to the
user
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Al — Avoid Injection Flaws

Recommendations
1. Avoid the interpreter entirely, or

2. Use an interface that supports bind variables (e.g., prepared statements, or
stored procedures),

« Bind variables allow the interpreter to distinguish between code and data
3. Encode all user input before passing it to the interpreter
— Always perform ‘white list” input validation on all user supplied input
— Always minimize database privileges to reduce the impact of a flaw

References

— For more details, read the new
http://www.owasp.org/index.php/SQL Injection Prevention Cheat Sheet



http://www.owasp.org/index.php/SQL_Injection_Prevention_Cheat_Sheet
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A2 — Cross-Site Scripting (XSS)

Occurs any time...

¢ Raw data from attacker is sent to an innocent user’s browser

=] Raw data...

e Stored in database
e Reflected from web input (form field, hidden field, URL, etc...)
e Sent directly into rich JavaScript client

Virtually every web application has this problem

¢ Try this in your browser — javascript:alert(document.cookie)

mmmm TYpical Impact

o Steal user’s session, steal sensitive data, rewrite web page, redirect user to
phishing or malware site

» Most Severe: Install XSS proxy which allows attacker to observe and direct all
user’s behavior on vulnerable site and force user to other sites
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Cross-Site Scripting Illustrated

Application
Attacker enters a W|th StO red

malicious script into a X
web page that stores
the data on the server —

Custom Code

Script runs inside
victim’s browser with

full access to the DOM
and cookies =

@Script silently sends attacker
ACIS Victim’s session cookie
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A2 — Avoiding XSS Flaws

« Recommendations
— Eliminate Flaw

Don’t include user supplied input in the output page

— Defend Against the Flaw

Primary Recommendation: Output encode all user supplied input

(Use OWASP’s ESAPI to output encode:
http://www.owasp.org/index.php/ESAPI

Perform ‘white list” input validation on all user input to be included in page

For large chunks of user supplied HTML, use OWASP’s AntiSamy to sanitize
this HTML to make it safe

See: http://www.owasp.org/index.php/AntiSamy



http://www.owasp.org/index.php/ESAPI
http://www.owasp.org/index.php/AntiSamy
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Safe Escaping Schemes in Various HTML Execution Contexts

€ Blank Page - Windows Internet Explorer E=SHS) Ié
(W) @ aboutbiank > 4] x || Googt £ - #1: (&, <,>,")> &entity; (',/) > &#xHH;
¢ 4 @Biankrage th - B - @ - |y Page v O Tooks > ESAPI: encodeForHTML()

HTML Element Content

(e.g., <div> some text to display </div>)

#2: All non-alphanumeric < 256 > &#xHH
ESAPI: encodeForHTMLAttribute()

HTML Attribute Values |

(e.g., <input name="person' type="TEXT'
value='defaultValue'>) #3: All non-alphanumeric < 256 > \xHH
ESAPI: encodeForJavaScript()

/

—1

JavaScript Data

(e.g., <script> some javascript </script>)

#4: All non-alphanumeric < 256 - \HH
ESAPI: encodeForCSS()

HTML Style Property Values

(e.g., .pdiv a:hover {color: red; text-decoration: 7
underline} )

#5: All non-alphanumeric < 256 > %HH

URI Attribute Values | ESAPI: encodeForURL()
(e.g., <a href="javascript:toggle('lesson')" )

¥ Internet | Protected Mode: On R100% ~

ALL other contexts CANNOT include Untrusted Data
Recommendation: Only allow #1 and #2 and disallow all others
See: www.owasp.org/index.php/XSS (Cross Site Scripting) Prevention Cheat Sheet for more details

ACIS
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A3 — Broken Authentication and
Session Management

HTTP is a “stateless” protocol

¢ Means credentials have to go with every request
e Should use SSL for everything requiring authentication

Session management flaws

¢ SESSION ID used to track state since HTTP doesn't
eand it is just as good as credentials to an attacker
¢ SESSION ID is typically exposed on the network, in browser, in logs, ...

Beware the side-doors

e Change my password, remember my password, forgot my password, secret
question, logout, email address, etc...

Typical Impact

e User accounts compromised or user sessions hijacked
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Broken Authentication Illustrated

@ User sends credentials

www.boi.com?JSESSIONID=9FA1DB9EA...
Site uses URL rewriting @
Custom Code

[(58

’ﬁ

@ User clicks on alink to
http://www.hacker.com in a forum

Hacker checks referer logs on

www.hacker.com a

@ Hacker uses JSESSIONID
and takes over victim’s
account

¥

ACIS
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A3 — Avoiding Broken Authentication and Session
Management

« Verify your architecture
— Authentication should be simple, centralized, and standardized
— Use the standard session id provided by your container
— Be sure SSL protects both credentials and session id at all times

« Verify the implementation
— Forget automated analysis approaches
— Check your SSL certificate
— Examine all the authentication-related functions
— Verify that logoff actually destroys the session
— Use OWASP’s WebScarab to test the implementation
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A4 — Insecure Direct Object References

How do you protect access to your data?

e This is part of enforcing proper “Authorization”, along with
A7 — Failure to Restrict URL Access

A common mistake ...

 Only listing the ‘authorized’ objects for the current user, or

e Hiding the object references in hidden fields

e ... and then not enforcing these restrictions on the server side

e This is called presentation layer access control, and doesn’t work
e Attacker simply tampers with parameter value

Typical Impact

e Users are able to access unauthorized files or data

ACIS
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Insecure Direct Object References Illustrated

| Online Banking | Account Summary | Checking - Microsoft Internet Explorer

: Eile Edit View Favorites Tools Help
C@Back - () - %] @] (D Osearch yrFavorites £ (1w (L D

R

https://www.onlinebank.com/user?acct=

What can our
Cash Maximizer
account do

for you?

Next &p

Checking 6515
Currant Balance $2,518.08

Available Balance $2200.00

Transfer Funds »

Your Bills
$9999.99 due in next:
Pay Bills

Customer Service Privac

@ &

Income and Expenses from Sep 26, 2004 to Jan 16, 2005

Total Costs = -

Checking.6534

Recurring Costs |
Yariable Costs 5101404 |
Fined Costs
Total Deposits

EET

125351 |

$0  §2000 $4000 0000 $3,000 $10,000 $12,000 $14000 $16,000 $18,000 §20,000 $22,000 $24000

—_
Date Description

Noy 22, 2004 [nterest Paymaent

Nov 22, 2004 ATM Withdraval, myBank, San Rafael, CA
Now 19, 2004 ATM Withdraval, myBank, San Francisco, CA
Nov 16,2004 SBC Phone 8ill Payment

Nov 16, 2004 myBank Credit Card Bill Payment

Nov 15, 2004 ATM Withdraval, myBank, San Rafael, €A
Nov 1%, 2004 myBank Payroll

Now 10, 2004 ATM Withdravsl myBank, San Francisco, CA
Now 4, 2004  ATM Withdraval, myBank, San Francisco, CA
Nov 3, 2004 myBank Crada Card Bill Paysant

Nov 1, 2004  Working Assets Bill Payment

Noy 1, 2004  Prudential Insurance Bill Payment

Nov 1, 2004  Chase Manhattan Mortgage Corp Bill Payment
Oct 29, 2004 ATM Withdraval, myBank, San Francisco, CA

Oenng a4 mubank Ragrall

Category Amount

Tntarase .25

Cath $100.00
Cash $100.00
@D Phone $34.23
Credit Card $2,853.97
Cash $100.00
Payroll $4,373,79
Cash $100.00
Cash $100.00
Credit Card $10,00
@ Phone $13.57
@D Insurance $435.00

€D Mortgage $2,184,42

Cash $10000|

Pavrall t4.220.94 L7

Net Cash Flow: 6435.20

\@ @ Internet

Attacker notices his acct
parameter is 6065

?acct=6065

He modifies it to a nearby
number

?acct=6066

Attacker views the victim’s
account information
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A4 — Avoiding Insecure Direct Object References

Eliminate the direct object reference
— Replace them with a temporary mapping value (e.qg. 1, 2, 3)

— ESAPI provides support for numeric & random mappings
IntegerAccessReferenceMap & RandomAccessReferenceMap

Reportl123.xls
http://app?file=Report123.xls

http://app?file=1 Access
Reference Acct:9182374
http://app?id=9182374 Map

http://app?id=7d3J93
Validate the direct object reference
— Verify the parameter value is properly formatted
— Verify the user is allowed to access the target object
» Query constraints work great!

— Verify the requested mode of access is allowed to the target object (e.g., read, write,
delete)



http://app/?file=1
http://app/?file=1
http://app/?id=7d3J93
http://app/?id=7d3J93
http://app/?id=7d3J93
http://app/?id=7d3J93
http://app/?id=7d3J93
http://app/?id=7d3J93
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A5 — Cross Site Request Forgery (CSRF)

mamad Cross Site Request Forgery

¢ An attack where the victim’s browser is tricked into issuing a command to a
vulnerable web application

e Vulnerability is caused by browsers automatically including user authentication
data (session ID, IP address, Windows domain credentials, ...) with each
request

s [Magine...

e What if a hacker could steer your mouse and get you to click on links in your
online banking application?

e What could they make you do?

sl  TYpical Impact

e Initiate transactions (transfer funds, logout user, close account)
¢ Access sensitive data
¢ Change account details




CSRF Vulnerability Pattern

The Problem

Web browsers automatically include most credentials with each request
Even for requests caused by a form, script, or image on another site

All sites relying solely on automatic
credentials are vulnerable!

(almost all sites are this way)

Automatically Provided Credentials

Session cookie

Basic authentication header

IP address

Client side SSL certificates
Windows domain authentication

» Security intelligence
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CSRF Illustrated

Attacker sets the trap on some website on the internet
@ (or simply via an e-mail)

View Your Accounts
l‘ Usemame. 2 Password

Aboet Your New

Usemame Help  Passwoed Help

I v | Commrcin

B i Application with
virmn | Hidden <img> tag CSRF vulnerability

& ~4 | contains attack

against vulner
site

]

While logged into vulnerable site,
victim views attacker site

Custom Code

How to Exploit Hidden Fields

<img>tag loaded by
browser — sends GET
request (including
credentials) to
vulnerable site

Vulnerable site sees
legitimate request
from victim and
performs the action
» requested
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A5 — Avoiding CSRF Flaws

« Add a secret, not automatically submitted, token to ALL sensitive requests
— This makes it impossible for the attacker to spoof the request
 (unless there’s an XSS hole in your application)
— Tokens should be cryptographically strong or random

« Options
— Store a single token in the session and add it to all forms and links

« Hidden Field: <input name="token" value="687965fdfaew87agrde"
type="hidden"/>

» Single use URL: /accounts/687965fdfaew87agrde
 Form Token: /accounts?auth=687965fdfaew87agrde sss
— Beware exposing the token in a referer header
 Hidden fields are recommended
— Can have a unique token for each function
« Use a hash of function name, session id, and a secret
— Can require secondary authentication for sensitive functions (e.g., eTrade)

« Don't allow attackers to store attacks on your site
— Properly encode all input on the way out
— This renders all links/requests inert in most interpreters

See the new: www.owasp.org/index.php/CSRF Prevention Cheat Sheet for more details

ACIS
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A6 — Security Misconfiguration

Web applications rely on a secure foundation

e All through the network and platform
e Don't forget the development environment

Is your source code a secret?

e Think of all the places your source code goes
e Security should not require secret source code

CM must extend to all parts of the application

¢ All credentials should change in production

Typical Impact

e Install backdoor through missing network or server patch
¢ XSS flaw exploits due to missing application framework patches

» Unauthorized access to default accounts, application functionality or data, or
unused but accessible functionality due to poor server configuration
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Security Misconfiguration Illustrated

(e
o
'—

Custom Code

App Configuration

]

- I'L |
4 |
App Server |

/4’?‘:&65., \ Web Server
. Hardened OS | |
Insidel

Framework Development

QA Servers |

L 7/ 4 Test Servers

Source Control |

ACIS
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A6 — Avoiding Security Misconfiguration

Verify your system’s configuration management
— Secure configuration “hardening” guideline
« Automation is REALLY USEFUL here
— Must cover entire platform and application
— Keep up with patches for ALL components
 This includes software libraries, not just OS and Server applications
— Analyze security effects of changes

Can you “dump” the application configuration
— Build reporting into your process
— If you can't verify it, it isnt secure

Verify the implementation
— Scanning finds generic configuration and missing patch problems
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A7 — Failure to Restrict URL Access

mmmwt HOW do you protect access to URLs (pages)?

e This is part of enforcing proper “authorization”, along with
A4 — Insecure Direct Object References

e A cOmMmon mistake ...

e Displaying only authorized links and menu choices
e This is called presentation layer access control, and doesn’t work
e Attacker simply forges direct access to ‘unauthorized’ pages

s 1Ypical Impact

o Attackers invoke functions and services they’re not authorized for
e Access other user’s accounts and data
e Perform privileged actions

ACIS
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Failure to Restrict URL Access Illustrated

| Online Banking | Account Summary | Checking - Microsoft Internet Explorer

: Eile Edit View Favorites Tools Help
i @Back - O

BREEA) ) search 5z Favorites %) v i @

https://www.onlinebank.com/user/getAccounts

| Tncome and Spanding Top Tan

Hivtory and Auerages Catigorkes

Welcome Teador im :a—

What can our
Cash Maximizer
account do

for you?

 Checking 6534 » Date
CumncBlance; tem?s Now 22, 2004
Auailible Balince $356899 | N 1. 22, 2000
Checking'6315 » W How 19, 2004
om0s 6 2004
U [
Hew 15, 2004

Currant Balance

Auiilable Bilance
Trans fer Fands 0

Mow 15, 2004

" Open Nawe Account

Mow 10, 2004
Your Bills Mow &, 2004
How 3, 2004
Now 1, 2004
Mow 1, 2004
How 1, 2004

Oce 79, 2004

Fhen G TR0

$9999,99 due in nexts
|-

Pay Bills 0

ustomer Service Frivacy & Secunity

Income and Expenses from Sep 26, 2004 o Jan 16, 2005

Totsl Costs |
Recuning Costs [
Yarishle Costs e

L

Chiecking.6534

afaliad

SPRRSSGSEY | 1 T B0

Fined Costs | } 207 A8
Total Dapasits

0 52000 J4A000 FO000 FE000 HI0,000 §12.000 $14000 FIO00T HI5000 §20.000 F2I000 24000

(I

Description Categary Ameunt

Tntaradt Paymant Teitirast §.25 _.I

ATH Withdrawil, myBank, San Rafual, CA Cagh §100.00
ATM Withdrawal, myBank, Sam Francizce, C4 Cazh $100.00
SR Phome Bl Payment I Phang 494,23

myBank Credic Card Bill Payment Credit Card t2.953.:\7:
ATH Withdrawsl, myBank, San Rafael, CA Cash §100.00

$437079 |
ATH Wethdrawal, syBank, Sin Franciscs, CA Gath §100.00 |
ATH Withdrawsl sybank, Sin Frangises, CA Cath Fio0.00
B ank Crade Card Bill Paymant Cradit Card $10.00 |
& Phena 41357 |
B Insurance $435.00 |
€ Mortgage $2180.42
ATM Withdrawal, myBank, San Francisce, CA Cash $100.00 .

miBank Payrall Payrall

Warking Azgetd Bill Paymant
prudantisl Ingurance Bill Payemane

Chags Manhatan Momgage Corp Blll Payrant

mybank #agall Fagrall

Hik Caih Flow: 543520

@ O Internet

*

4R L

Attacker notices the URL
indicates his role

/user/getAccounts

He modifies it to another
directory (role)

/admin/getAccounts, or
/manager/getAccounts

Attacker views more accounts
than just their own
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A7 — Avoiding URL Access Control Flaws

For each URL, a site needs to do 3 things
— Restrict access to authenticated users (if not public)
— Enforce any user or role based permissions (if private)

— Completely disallow requests to unauthorized page types (e.g., config files, log files, source
files, etc.)

Verify your architecture
— Use a simple, positive model at every layer
— Be sure you actually have a mechanism at every layer

Verify the implementation
— Forget automated analysis approaches
— Verify that each URL in your application is protected by either

« An external filter, like Java EE web.xml or a commercial product
« Orinternal checks in YOUR code — Use ESAPI's isAuthorizedForURL() method

— Verify the server configuration disallows requests to unauthorized file types
— Use WebScarab or your browser to forge unauthorized requests
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A8 — Unvalidated Redirects and Forwards

Web application redirects are very common

e And frequently include user supplied parameters in the destination URL
o If they aren’t validated, attacker can send victim to a site of their
choice

s FOrwards (aka Transfer in .NET) are common too

e They internally send the request to a new page in the same application
e Sometimes parameters define the target page

o If not validated, attacker may be able to use unvalidated forward to
bypass authentication or authorization checks

s 1Ypical Impact

e Redirect victim to phishing or malware site

e Attacker’s request is forwarded past security checks, allowing
unauthorized function or data access

ACIS
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Unvalidated Redirect Illustrated

@ Attacker sends attack to victim via email or
webpage

From: Internal Revenue Service

Subject: Your Unclaimed Tax
Refund @ Application redirects
Our records show you have an victim to attacker’s

unclaimed federal tax refund.
Pleas @ick here to initiate your
claim

mt

(%)
o
O
=
O
C
=i
LL

Accounts
Finance
Administration
Communication
E-Commerce

Transactions
Knowledge M

Bus.

Custom Code

How to Exploit Hidden Fields

Request sent to
vulnerable site, including
attacker’s destination site
as parameter. Redirect

sends victim to attacker _|_> Evil Site |

/ site L
@ Evil site installs malware

http://www.irs.gov/taxrefund/claim.jsp?year=2 on victim, or phish’s for
006& ... &dest=www.evilsite.com private information

ACIS
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http://www.irs.gov/taxrefund/claim.jsp?year=2006&
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Unvalidated Forward Illustrated

@ Attacker sends attack to vulnerable page they have access to

7
v B 6o

Request sent to

“ vulnerable page which
user does have access
to. Redirect sends user
directly to private
s« page, bypassing
accessjcontrol.

public void sensitiveMethod (

HttpServletRequest request,

HttpServletResponse response) |
try |

// Do sensitive stuff here.

Application

authorizes request, - _ _ _
Forwarding page fails to validate
parameter, sending attacker to

which continues to
vulnerable page ‘ : _

unauthorized page, bypassing

public void doPost ( HttpServletRequest reques access COﬂtI’Ol

HttpServletResponse response) {

try |
String target = request.getParametegl "dest" ) );

request.getRequestDispatcher ( target

) . forward (request, response);

}
catch ( ...

-«

ACIS
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A8 — Avoiding Unvalidated Redirects and Forwards

There are a number of options

1.
2.
3.

Avoid using redirects and forwards as much as you can

If used, don't involve user parameters in defining the target URL

If you ‘must’ involve user parameters, then either

a) Validate each parameter to ensure its valid and authorized for the current user, or

b) (preferred) — Use server side mapping to translate choice provided to user with actual target page

Defense in depth: For redirects, validate the target URL after it is calculated to make sure it
goes to an authorized external site

ESAPI can do this for you!!
See: SecurityWrapperResponse.sendRedirect( URL )

http://owasp-esapi-java.googlecode.com/svn/trunk doc/org/owasp/esapi/filters/
SecurityWrapperResponse.html#sendRedirect(java.lang.String)

Some thoughts about protecting Forwards

Ideally, you'd call the access controller to make sure the user is authorized before you
perform the forward (with ESAPI, this is easy)

With an external filter, like Siteminder, this is not very practical

Next best is to make sure that users who can access the original page are ALL authorized to
access the target page.


http://owasp-esapi-java.googlecode.com/svn/trunk_doc/org/owasp/esapi/filters/SecurityWrapperResponse.html
http://owasp-esapi-java.googlecode.com/svn/trunk_doc/org/owasp/esapi/filters/SecurityWrapperResponse.html
http://owasp-esapi-java.googlecode.com/svn/trunk_doc/org/owasp/esapi/filters/SecurityWrapperResponse.html
http://owasp-esapi-java.googlecode.com/svn/trunk_doc/org/owasp/esapi/filters/SecurityWrapperResponse.html
http://owasp-esapi-java.googlecode.com/svn/trunk_doc/org/owasp/esapi/filters/SecurityWrapperResponse.html
http://owasp-esapi-java.googlecode.com/svn/trunk_doc/org/owasp/esapi/filters/SecurityWrapperResponse.html
http://owasp-esapi-java.googlecode.com/svn/trunk_doc/org/owasp/esapi/filters/SecurityWrapperResponse.html
http://owasp-esapi-java.googlecode.com/svn/trunk_doc/org/owasp/esapi/filters/SecurityWrapperResponse.html
http://owasp-esapi-java.googlecode.com/svn/trunk_doc/org/owasp/esapi/filters/SecurityWrapperResponse.html
http://owasp-esapi-java.googlecode.com/svn/trunk_doc/org/owasp/esapi/filters/SecurityWrapperResponse.html
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A9 — Insecure Cryptographic Storage
B 5101 sensiive data msecurely

e Failure to identify all sensitive data

e Failure to identify all the places that this sensitive data gets stored
e Databases, files, directories, log files, backups, etc.

e Failure to properly protect this data in every location

mmm |Ypical Impact

e Attackers access or modify confidential or private information

e e.g, credit cards, health care records, financial data (yours or your
customers)

o Attackers extract secrets to use in additional attacks
e Company embarrassment, customer dissatisfaction, and loss of trust

e Expense of cleaning up the incident, such as forensics, sending
apology letters, reissuing thousands of credit cards, providing identity
theft insurance

e Business gets sued and/or fined

ACIS
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Insecure Cryptographic Storage
Illustrated

Victim enters credit
card number in form

Custom Code

# ..
*L @ Malicious
“ - - Error handler logs CC @
= InSIder details because merchant
SteaIS 4 gateway is unavailable
L rﬂ)l_:‘sl iﬂeraccessibleto all @ 4—4
e fITystaff for
Cr@mgagﬁurposes

numbers

ACIS
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A9 — Avoiding Insecure Cryptographic Storage

Verify your architecture
— Identify all sensitive data
— Identify all the places that data is stored
— Ensure threat model accounts for possible attacks
— Use encryption to counter the threats, don't just ‘encrypt’ the data

Protect with appropriate mechanisms
— File encryption, database encryption, data element encryption

Use the mechanisms correctly
— Use standard strong algorithms
— Generate, distribute, and protect keys properly
— Be prepared for key change
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A9 — Avoiding Insecure Cryptographic Storage

 Verify the implementation

— A standard strong algorithm is used, and it's the proper algorithm for
this situation

— All keys, certificates, and passwords are properly stored and
protected

— Safe key distribution and an effective plan for key change are in
place

— Analyze encryption code for common flaws

ACIS
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A10 — Insufficient Transport Layer Protection

mmm Iransmitting sensitive data insecurely

e Failure to identify all sensitive data

e Failure to identify all the places that this sensitive data is sent

e On the web, to backend databases, to business partners, internal
communications

e Failure to properly protect this data in every location

sl 1Ypical Impact

e Attackers access or modify confidential or private information

e e.g, credit cards, health care records, financial data (yours or your
customers)

e Attackers extract secrets to use in additional attacks

e Company embarrassment, customer dissatisfaction, and loss of trust
e Expense of cleaning up the incident

¢ Business gets sued and/or fined

ACIS
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Insufficient Transport Layer
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A10 — Avoiding Insufficient Transport Layer Protection

Protect with appropriate mechanisms
— Use TLS on all connections with sensitive data
— Individually encrypt messages before transmission
E.g., XML-Encryption
— Sign messages before transmission
E.g., XML-Signature

Use the mechanisms correctly
— Use standard strong algorithms (disable old SSL algorithms)
— Manage keys/certificates properly
— Verify SSL certificates before using them

— Use proven mechanisms when sufficient
« E.g., SSL vs. XML-Encryption

See: http://www.owasp.org/index.php/Transport _Layer Protection Cheat
Sheet for more details
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Summary: How do you address these problems?

« Develop Secure Code
— Follow the best practices in OWASP’s Guide to Building Secure Web Applications
http://www.owasp.org/index.php/Guide

— Use OWASP'’s Application Security Verification Standard as a guide to what an application
needs to be secure

http://www.owasp.org/index.php/ASVS

— Use standard security components that are a fit for your organization
« Use OWASP’s ESAPI as a basis for your standard components
« http://www.owasp.org/index.php/ESAPI

« Review Your Applications
— Have an expert team review your applications

— Review your applications yourselves following OWASP Guidelines

«  OWASP Code Review Guide:
http://www.owasp.org/index.php/Code Review Guide

« OWASP Testing Guide:
http://www.owasp.org/index.php/Testing_Guide
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OWASP (ESAPI)
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ESAPI Homepage: http://www.owasp.org/index.php/ESAPI
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