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= Security Intelligence

Worldwide Security Sites

Microsoft Security

The Latest In
Computer Security

Security Updates Products & Scans Computer Secu Security Centers

[ = | CONSUMERS
Products, Updates, Tools, News [

» (et help with security issues
» GetMicrosoft Security Essentials
» Malicious Software Remaoval Tool

» (et the October security updates
Download and install the updates from Microsoft Update.

¥

Help others stay safer online
Tell your friends, family, and community about online safety for DEVELOPERS
Mational Cyber Security Awareness Month.
= Microsoft Security Development Lifecycle

» Download free security software o (SDL) team releases two free security
Get Microsoft Security Essentials to help protect againstviruses, verification tools.
spyware, worms, and mare. » Get started with the Security Development

Lifecycle (SDL
= Write more secure code in Visual Studio Team System Projects e )
Follow key steps to incorporate the Security Development Process

Template into your Visual Studio Team System project

Restore infected PCs with the Malware Removal Starter Kit S S M ‘

¥

Free guidance andtools to help IT professionals better protect » Security bulletin summary
computers againstviruses, spyware, and other malware. » Microsoft Forefront Security

= Get end-to-end solutions in the Security Compliance Free security tools and guidance B -
Management Toolkit / Security Site

Free prescriptive guidance and automation tools to help IT
professionals meet security and compliance requirements.

BUSINESSES
» Midsize Business Security Center

OCtOber 2009 Secur]-ty Updﬂtes » Bmall Business Security Guide =
Midsize Business Site

http://www.microsoft.com/security

2
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Security Guidance

dzmAine - na | Microsoft.com
NG . - : el BT
Library
S atudmduit dF i tunonisTlss [z da A
[E] Security and Updates “ | TechMet ¥ TechMet Library * Security and Updates * Security Guidance *

Microsoft Forefront

. . . Switch low bandwidth wie
Windows Rights Management Services WIRER B fow bandw e

O Security Guidance
Application Security Security Guidance
Client Security

. . Please =ee the TechMet Security Center for links to technical bulleting, advisories, updates, tools, and prescriptive
Data Protection and Privacy Y ' . UP ! ' R P

guidance designed to help IT pros keep Microsoft servers, desktops, and applications up to date and secure.
Identity and Access Management

Network Security

Famsilsidadram | aqune | Gramns mm
Regulations and Standards

£ 2009 Microsoft Corporation aauduing fermmamsls | wizoonemeds | dfuaafimdudndanyana
Rizsk Management

Secure Messaging and Collaboration

Security Columns

m

Security Policy and Operations

Server Security

Small Business

Threats and Vulnerabilities

HHEHEHEHHEEGAEENHE




Toolkit series

e WING
e WING

e WING

ows Server 2008
ows Server 2003
ows Vista

 Windows XP
e Microsoft Office 2007

= Security Intelligence

Security Compliance Management




Other Security Guidelines

e DISA STIGs
 NSA IA Guidance
« The CIS Benchmarks
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DISA (http://www.disa.mil)

DEFENSE INFORMATION SYSTEMS AGENCY ))
DEPARTMENT OF DEFENSE
DISA A-Z TOR
ABOUT DISA NEWS & EVENTS SERVICES & CAPABILITIES CAREERS@DISA CONTACT US QUICKLINKS El
NEWS & EVENTS
FOR DOD & GOVERNMENT g e DISA WINS AT&L AWARD
4 s m The agency wag recognized
FOR INDUSTRY PARTNERS : ™ s . N . h for workforce development
FOR MEDIA . initiatives...
4 - | N CLOUD COMPUTING
FOR JOB SEEKERS . 3 - - M"z-' New version of RACE offers

self-service provisioning of
operating environments.,

" gl s COMPUTING SERVICES
! DISA Computing Services
Web site is now

available..

FOR THE PUBLIC

=4 EMAIL UPDATES
Subgcrihe to DI_SR updates by email:
Enter Email Address

= py—— CORE MISSION AREAS f |
Jefensze Information Systems Cur goal at DISA is to enzure that our & warfighter's abilty to leverage the right - CUHE MISSIDN AREAS

'y provides real time IT and warfighters can plug into the network i mation at the right time is the
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mnmsmpwmm IA News What's New Consent Notice

Security Technical Implementation

D I SA ST I G S Guides (STIGS) and Supporting

Documents
o Security Checklists
+ Security Readiness | .oz ¥

- FSO Release Schedule - Update! .

REVi eW Eva I u atl O n - Seeunty Gheckdats STIG-News Mailing List:

- FS0 Scan Team Info oKO aecount and
Subscribe, if you would like to know when the latest STIGs are available.
CAC legin is required)

Scrl pts - Security Readiness Review The STIGs and the NSA Guides are the configuration standards for DOD 1A and |A-

Evaluation Scripts enabled devices/systems.

- Security Technical Implementation

Y Secu rity TECh n ica I Guides (STIGS) A Security Checklist (sometimes referred to as a lockdown guide, hardening guide,

or benchmark configuration) is essentially a document that contains instructions or
- DRAFT STIGS and Security procedures to verify compliance to a baseline level of security.

I m p I e m e ntatl O n ehecksts Security Readiness Review Scripts (SRRs) test products for STIG compliance. SRR

- DoD General Purpose STIG,

G 'd Checklist and Tool Compilation CD web servers using lIS. The SRR scripts are unlicensed tools developed by the Field
u I es -FS0 Whitepapers Security Office (FSO) and the use of these tools on products is completely at the
Guides in PKl-enabled area poo Fia users own risk.

Scripts are available for all operating systems and databases that have STIGs, and

d
S Questions or comments? Please contact DISA Field Security Operations (FSO)

Common Control Indentifier (CCI) Helpdesk Email: fso_spt(@disa. mil

Al L =1 = T I = T

http://iase.disa.mil/stigs/

Security & Privacy | Accessibility
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NSA (http://www.nsa.gov)

NATIONAL SECURITY AGENCY ¢) 5.} CENTRAL SECURITY SERVICE

Defending Our Nation. Securing The Future.
HOME ABOUT NSA ACADEMIA BUSINESS CAREERS INFORMATION ASSURANCE RESEARCH PUBLIC INFORMATION COMMITMENT

SEARCH

INSIDE NSA

Welcorhe toNSA/CSS.  IIEEus

What We Do

» Information Assurance
= Signals Intelligence

® Research

Our Mission % NSA® Cryptologic Heritage

The NSA/CSS core missions Leadership = Center for Cryptologic History
are to protect U.S. llilti!l]lil.l Mission/ Vision /Values = National Cryptologic Museum
security systems and to Strategic Plan L Take the virtual tour ¥

CAREERS AT NSA

Where Intelligence
Goes To Work

produce foreign . FAQ = Cryptologic Memorial wall = Opportunities for You

intelligence i i
B Photo Gallery = Hall of Honor u Life at NSA

a National Vigilance Pai 0w = Benefits
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enter for Internet Security
http://www.cisecurity.org

SITEMAP GONTAGTUS  PRIVACY POLICY

the CENTER for

INTERNET SECURITY

HOME WHAT'S NEW WHAT IS CIS?  BENCHMARKS/TOOLS  OTHER RESOURCES JOINUS  TESTIMONIALS FAQ

Members Site Measurably reducing risk through collaboration, ANNOUNCEMENTS W

consensus & practical security management

GETTING TO A USEFUL SET OF

Become a CIS member! The Center for Internet Security (CIS) is a not-for-profit organization SECURITY METRICS
for mare info “ that helps enterprises reduce the risk of business and e-commerce Wel-defined metrice are eszential to
dizruptions resulting from inadeguate technical security controls, determine which security practices are
and provides enterprises with resources for measuring information worth the investment. Listen to this C15
CIS Members Worldwide security status and making rational security investment decisions. podcast and download the transcripts
for more info '}y on Security Metrics.
DOWNLOAD FREE OF CHARGE CIS MEMBER AND DEVELOPER
Find Out How To Get Involved! UPDATE

40 conzensus Security Configuration Benchmarks for
Operating Systems, Middleware, Software Applications and
Network Devices.

Learn about NEWV resources CIS is
developing to help Members and the T
security community. Click Here to

for more info 'Y

US Federal ) Click Here to downlead the Benchmarks. views or download the web cast.
government agency license.
for more info '}y CIS WEE EVENT:
CIS Configuration Benchmark Scoring Tools A paC o oo
n ) Management - What Iz It and How Do
GIS certifies commercial software. Click Here for more information. *ou Document 1? in azsociation with
for more info 'Y} Baptie and Company. Click Here to

register for the event.

Consensus Based Metrics for Information Security

CIS licenses resources for CIS WEB EVENT ON PROTECTING
commercial use. Click Here for more information. INFORMATION

for more info '}y
CIS web event archive on Protecting




Hardening Concept

* Reduce Attack Surface
« Defense In Depth
 Least Privilege

e Fail to Secure Mode
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Attack Surface

The “Attack Surface” is the sum of the ways
in which an attacker can get at you

SEIIer Attack Surface is better A A
_m WhICh one has the !fl![IﬂHHﬂ[UIH ‘ [!![IHHHHI!H ‘

Smaller attack surface? ” 1 ”-” 111 ||

N
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Understand Your Attack Surface

« Networking protocols that are enabled by default
* Network Endpoints
e Code that auto-starts or will execute when accessed

— Examples: Services, daemons, ISAPI filters and applications,
SOAP services, and Web roots

» Reusable components

— ActiveX controls, COM objects, and .NET Framework
assemblies, especially those marked with the
AllowParticallyTrustedCallersAttribute)

e Process identities for all the code you run
|
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Reduce Attack Surface

HARDENING
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Reducing Attack Surface
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Reducing Attack Surface
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Reducing Attack Surface
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Reducing Attack Surface




Reducing Attack Surface

e
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Reducing Attack Surface

MG .

Q

%Netwnrk DDE Started Aukomatic Local Swskem

| |

%Netwnrk DDE Manual Metwork Service
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Reducing Attack Surface

MG .

Everyone (Full Control)

Admin (Full Control)
Everyone (Read)
Service (RW)
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Defense in Depth

HARDENING
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Defense In Depth

« Don't count on one line of defense for everything
— What if the attacker penetrates that defense?

— Contain the damage

An example — Nuclear Plants

— “Multiple redundant safety systems. Nuclear plants are
designed according to a "defense in depth" philosophy that
requires redundant, diverse, reliable safety systems. Two or
more safety systems perform key functions independently,
such that, if one fails, there is always another to back it up,
providing continuous protection. ™

e - Nuclear Energy Institute
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Defense in Depth (MS03-007)

The underlying DLL 5
(NTDLL.DLL) not vulnerable

815021

Code made more conservative during Security Push

-

e s | 1IS 6.0 not running by default on
Even if it was vulnerable | Windows Server 2003

Even if it was running IIS 6.0 doesn’t have WebDAV enabled by default

w V'V

-

Even if it did have Maximum URL length in IIS 6.0 is 16kb by default
WebDAV enabled (>64kb needed)

Even if the buffer was ? Process halts rather than executes malicious code,
large enough due to buffer-overrun detection code (-GS)

P Even if it there was an Would have occurred in w3wp.exe which is now
exploitable buffer overrun " running as ‘network service’
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Least Privilege

HARDENING
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Least Privilege

* A defense in depth measure
» Code should run with only the permissions it requires

« Attackers can only do whatever the code was already
allowed to do
 Recommendations

— Use least privilege accounts

— Use code access security

— Write Apps that non-admins can actually use
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Fail To Secure Mode

HARDENING
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Fail To Secure Mode

« Watch out for exceptions

e Never initialize variables to success results

Function AuthenticateiUserlD As StriniI Password As

Dim conn As New SglConnection(connString)
conn.Open()

Dim cmd As New SglCommand(**'SELECT Count(*) FROM Users ..”
Dim count As Integer

count = cmd.ExecuteScalar()

- logging In " + ex.Messa

End Try
Return Authenticated
End Function
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Secure baseline

— Settings for applications and services
— Operating system components

— Permissions and rights

— Administrative procedures

— Physical access
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Server Hardening - Templates

* Predefined Security Templates
e Security Guide Templates

 Industrial Templates
— SANS
— CIAC
— NSA
— DoD DISA

e Custom Templates
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Demo: Security Template

ﬁ Consalel - [Consele Root\Security Templates\D:\Libraries\Documents\Secunty\Templates' \Local Policies\Security Optio R=nRos g

i File Action View Favorites Window Help I

™= FU'”SU"E Root Palicy Computer Setting * || Actions
“ -=.'L' Stgcurity.Terrjlpl ates . 1] Accounts: Administrater account status Mot Defined Security Options -
a [ 4 Di\libraries\Documents\Security\Templates [ Accounts: Guest account status Mot Defined More Actions N

“ %%yl:::)zl::epolicies 1) Accounts: Limit local account use of blank passwords to console logon enly Mot Defined
Ea Password Policy 1| Accounts: Rename administrator account Mot Defined

Account Lockout Policy 1) Accounts: Rename guest account Mot Defined |

23 Kerberos Policy 1) Audit: Audit the access of global system chjects Mot Defined 3
a Sﬂ Local Policies 1) Audit: Audit the use of Backup and Restere privilege Mot Defined
iﬂ Audit Policy 1) Audit: Force audit policy subcategory settings (Windows Vista or later) to override audit policy categery ... Mot Defined
;=.ﬂ User Rights Assignment 1) Audit: 5hut down system immediately if unable to log security audits Mot Defined
ﬁﬂ Security Options 12 DCOM: Machine Access Restrictions in Security Descriptor Definition Language (SDDL) syntax Mot Defined

| Eventlog 12| DCOME: Machine Launch Restrictions in Security Descripter Definition Language (SDDL) syntax Mot Defined _
|4 Restricted Groups 1) Devices: Allow undeck without having te leg on Mot Defined
[[& System Services 1) Devices: Allowed to format and gject removable media Mot Defined
{4 Registry 17| Devices: Prevent users from installing printer drivers Mot Defined
{4 File System 1) Devices: Restrict CD-ROM access to locally logged-on user only Mot Defined
1| Devices: Restrict floppy access to locally logged-on user only Mot Defined
1:) Domain controller: Allow server operators to schedule tasks Mot Defined
1) Domain controller: LDAP server signing requirements Mot Defined
1) Domain controller: Refuse machine account password changes Mot Defined
1) Demain member: Digitally encrypt or sign secure channel data (always) Mot Defined
1 Demain member: Digitally encrypt secure channel data (when possible) Mot Defined
1 Demain member: Digitally sign secure channel data (when possible) Mot Defined
1 Domain member: Disable machine account password changes Mot Defined
1) Demain member: Maximum machine account password age Mot Defined
1) Demain member: Require strong (Windows 2000 or later) session key Mot Defined
1) Interactive logon: Display user information when the session is locked Mot Defined
1] Interactive logon: Do not display last user name Mot Defined
12 Interactive legon: Do not require CTRL+ALT+DEL Mot Defined
1] Interactive logon: Message text for users attempting te log on Mot Defined
1] Interactive logon: Message title for users attempting to log on Mot Defined
17 Interactive logon: Mumber of previous logons to cache (in case domain controller is not available) Mot Defined
17| Interactive logon: Prompt user to change password before expiration Mot Defined

. ||' +. i loramims = T o PN el ekl TS ”F- P e ) 1. . [N P | | . a2
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Template Deployment

e Test before deployment
« Periodic analysis

— Security Configuration and Analysis snap-in
— Scripting (Secedit.exe)

* Deployment Methods
— Group Policy (Active Directory)
— Security Configuration and Analysis snap-in
— Scripting (Secedit.exe)




GPOAccelerator

e A tool that you can use to
create all the Group
Policy objects (GPOs) you
need to deploy your
chosen security
configuration.

Install Windows Server 2008

MNote: Use Server Manager
to configure the appropriata
sarver roles on your servers.

ED¥]  Determine Risk Posture for Your Environment
Enterprise s Specialized &y
Security 4 Security
Step 3 Use the GPOAccelerator to Set Up a Security Baseline
" P
Chapteri | «—  GPOAccelerator Tool E_!]_E_E_E_E_I_+  E
EC Settings =~ SSLF Settings |
l |
+.
I
ET Harden Windows Server 2008 Server Roles
e Al
Cha 2 rs 3—11 to further harden specific server roles
Reduce the
Attack Surface 94 ' -
by Server Role ADDS DHCP DNS  Wab Fike  Print AD CS Network Aooess Termenal
Banices  Bendces |
|
|
I
[ Step 5 | Customize Security Configuration (Optional)
.;. Sources
= Attack Surace Reforence Workdook
: = How 1o Use the SPOMACoalerabar
o = Thraats and Counermasalnag
= (rhar sources
v
| EXXa Test and Verify Security Configuration

!




= Security Intelligence

GPOAccelerator

GPOAccelerator Tool
GPODAccelerator Tool
SOLUTIOMACCELERATORS

Security Baselines
SOLUTIOMNACCELERATORS

Local Computer @& Ke s e (Ar o @ i

Act faster. Go further,
Select a security baseline from the following optiong

Maote: Microzaft recommends to review the security
gecurity bazeling option before you proceesd.

) Desktop Thiz g
compl SOLUTIONACCELERATORS Act faster. Go further.
: : - %) Laptop Thi:4  Environment Options
Securnty Bazeline !Windnws #P Security comp
| Select the ophion that meets the requirementz for your environment.
) Restore Thiz g
value (%) Enterprize Client [EC] environment
The setting recommendation For this environment helps ko provide enhanced security that
allows sufficient functionality of the operating swstem and applications, These setting
E recommendations are intended For the majority of enterprise organizations.
4

() Specialized Security - Limited Functionality [SSLF] environment

Concern For security in this environment is so great that a significant loss of Functionality
and manageahility is acceptable, The S5LF security setkings are nok intended For the
majority of enterprise organizations, These setting recommendations have been developed
in coopetation wikh custamer and government agencies from around the warld, These
sethings require extensive testing before deploving them inko any production environment,

oy [ < Back ] [ Mext » ] [ Cancel
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GPOAccelerator (cont)

Administratur: GPOAccelerator Command-line

C:sProgram Files“~GPOAccelerator>GPOAccelerator. wusf o
Microzoft (H>» Uindows Script Hozt Uersion 5.7
Copuyright (C>» Microsoft Corporation. All rights reserved.

Create Security Guide GPOs
Uzage: GPOAccelerator.uwusf {-/Enterprise SBSLFY ~0ffice
GPOAccelerator.usf {/Enterprise SSSLF> [/LAB]1 {-Uista | ~XP | ~USHH>
GPOAccelerator.usf {/Enterprisze 1 ASSLF} [{/Dezktop ! sLaptop}]
{sU0izsta | ~HP>
GPOAccelerator.usf {AConfigSCE ! ~RezetSCE}
GPOAccelerator.usf ~Restore {-sUista | ~HP}

Options:

WSA8 : Creates Windows Server ZHAE Securdity Guide GFO=.
Requires ZEnterprise or ~SS5LF options.

WSA3 : Creates Windows Server 2HAZ Securdity Guide GPO=.
Requires ZEnterprise or ~SS5LF options.

AUizta : Creates Windows Uista Security Guide GPO=.
Requires ZEnterprise or ~SS5LF options.

<8P : Creates Windows XP Security Guide GPOs=s.

Requires ZEnterprise or ~SS5LF options.

0ffice : Creates 2007 Office Securdity Guide GPOs.
Requires ZEnterprise or ~SS5LF options.

A0fficeLocal : Applies 2007 Office Securdity Guide settingz to Local Policuy.
Requires ZEnterprise or ~SS5LF options.

Labh ~USAB : Creates 0OU structure as prescribed in the Windows Server
2888 Security Guide. Requires ~Enterprise or ~55LF options.

Labh ~USA3 : Creates O structure as prescribed in the Windows Server

2003 Security Guide. Requiresz <Enterprise or ~35LF options.

. I*Lah sUista : Creates O structure as prescribed in the Windows Uizta
Security Guide. Requires ZEnterprise or ~85LF options.
Lah <XP : Creates OU structure as prescribed in the Windows RP

A e S R A e W o T NP Sy . 2T TY a2
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Baseline Compliance Management

Plan and deploy your security baseline
) Windows Windows 2007 Microsoft
Windows ista Qndowes X Server 2008 Server 2003 Office Release
t‘ Deploy security settings with
:= the GPOAccelerator

Monitor and verify your security baseline

DCM - E j I
User XML i = | G
Guide - ! 7
Apply Configuration Packs for Usethe DCM Run compliance
operating systems and applications feature of SCCM reports




Security Baseline Environments

JdT
JdT

ne Enterprise Client (EC) Environment

ne Specialized Security — Limited

Functionality (SSLF) Environment
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Security
Design

Domain
Root

@

L Domain
"=l Controllers OU

Member
| Servers QL
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Example:
OU Structure Windous Soir 200

EC or SSLF
Baseline Palicy

Domain Controller
—— Baseline Policy
229 pomain

"=/} Controliers QU

AL Member
) Servers OU

Domain Root

N\

Domain Controllers OU
\

Member Servers OU
N\

e Server Role OUs




= Security Intelligence

Example:
OU Structure

Windows XP Users OU

Domain
Root

Domain
Controllers QU

Departmeant
ou

This OU contains the user accounts
for the EC environment.

Windows XP Computers OU

This OU contains child OUs for each
type of client in the EC environment.

o Windows XP
Computers OU

ok Windows XP
Lsers OU

Desktop OU. This OU contains
desktop computers that constantly
remain connected to the network.

Laptop OU. This OU contains Peskiop OV
laptop computers for mobile users
that are not always connected to the

network. Laptop OU




;-m smsconsole - [Systems Management Server CONTOSODC Computer Management ' Software Updates]

ﬁ Ble Action Miew Window Help

=12 x|
=1=| x|

e - | Bm 2o

Systems Management Server
=-8 CONTOSODC
E- Site Management

=L Computer Management

Software Updates

to generate and track software update deployments,

Software Updates alows administrators to assess software update compliance and provides tocls

Actions

Software Updates -
{0 schedule Home Pa..,
6] RPunHome Pages...

&L Collections
= [ Software Distribution

@ Give Feadback

w-[ % Software Metering

E’l Reporting

=04 Queries

--LE Software Updates

Lﬂ Metwork, Access Protectol
--f& Operating System Deploy
---@ Dresired Configuration Mar
Eﬁ Mobile Device Managemer
B System Status

-3 Security Rights

E-E Tools

&1 210437 N/A
&I 210437 N/A
&I 210437 N/A
&1 924881 N/A

Update for Windows, .,

Update for Windows, .,

Update for Windows, .,

Update for Windows, .,

J |

I Required
I Not Required

Wiew r
Mew Windowe from...
Refresh
B Hap
Update for Windows.., -
3 Deploy Software ..
¥ Download Softwar...
W Update List
} Copy

| T W =S

54.30%

Description

Install this update to
resolve the issue in which
Windows Update

Il Installed
Unknown

2 Software Updates found.

Atomatic Updates canno
longer download updates

after an Access Yiolation
error ocoLrs, After you

Web Reports

@ Configure Software Updates ... '@ Overal cormpliance for a speci...
& Manage Software Updates
@ Configure Software Update Point '@ Compliance for software upda. ..

MNavigation

@ Compliance for software upda. ..

@ Evaluation state for a spedific ...

rces to manage software updates,

install this item, you may
have to restart your

Resources complter.,

@ Software Updates Checkl...
@ software Updates Troubl...
@ Configvlgr Home on Micr...
@ Confighgr TechCenter ...
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Example:
The Configure Validation dialog box

Configure ¥alidation

Mame:

Descripkion: "pass phrase" is a better term than "password.,”
T want ko drink a $5 milkshake" is a valid pass

Build a walidation For the setting or object properts,

Setting/Property: IMinimum password length

' Cperatar: IGreater than or equal ko j
Yalle:; I = j
Expression:

I[Minimum password length] Greater than or equal to &

Specify the severity of noncompliance events For this setking,

Severity: Information j

2K Cancel Help |
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Example: Report

Reports Filkered view, displaving 25 items out af 353

Ll:":lk I:I:lr,: IdESIrEd = ID ||:'|" I:Dlumns l E"-"j H::Iw | .............. Elear ............... .\_

e

Mame

ﬁ All compliance evaluation Failures for a specified computer

ﬁ Compliance details For a configuration baseline

_ompliance details for a configuration baseline by configuration ikem

i_ompliance details for a configuration baseline for a specified computer

ﬁ Compliance evaluation errors For a configuration baseline by configur ation ikem on a compuker
_ompliance evaluation errars for a configuration baseline on a computer

i_ompliance evaluation errors for a configuration item on a computer

Compliance For a computer by configuration baseline

Compliance For a computer by configuration item

ﬁ iZompliance history For a configuration ikem on a computer

Computers reporting non-compliance For a specific configuration item walidation criteria
Compukers with compliance evaluation Failures
ﬁ iZomputers with compliance evaluation Failures for a specific configuration baseline
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, T /" * | 17 NISI-

& DHS National Cyber Security Division/US- GERI’ _'

- - R
I\Iatmmal \/ulnerﬁablhﬁ'\] Iﬁgabase -

automating vulnerability managem@e ity measurement, and compliance checking

Ensuring Secure Computer Configurations

within the Federal Government

FDCC AND SCAP




Federal Desktop Core
Configuration (FDCC)

e Standardized security configuration for Windows

« OMB and the CIO council seek to reduce federal systems
vulnerability to individual and state sponsored cyber
terrorism

— "“OMB Deep Dive"” (Office of President initiative)

* New government wide program (DOD, Intel, Civilian) that leverages
existing components

« Deadline for deployment is February, 2008

» Scope of program requires automation
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Information Security Automation
Program (1SAP)

o Interagency (NIST, NSA, DISA, OSD, DHS) response to
the need for consistent standards-based vulnerability
management in the federal government and private
industry.

e Automate the implementation of information system
security controls in the IT systems through security-data
sharing in standard formats.

« Security Content Automation Protocol (SCAP) is the
technical implementation of ISAP
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Security Content Automation
Protocol (SCAP)

« Enables standardized and automated
vulnerability management, measurement, and
policy compliance evaluation (e.g., FISMA and
DoD 8500.2/8510 compliance)

 Enumeration of vulnerabilities,
misconfigurations, platforms, and impact

e Machine readable security configuration
checklists
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—SCAP Components:
Six open XML standards

c°mmE‘:(r;J;/;ﬂrr':Sra(lg{}E§5 and « Dictionary of security related software flaws
Common Configuration Dicti f softw : fi fi
Enumeration (CCE) « Dictionary of software misconfigurations

el e R e R =1 @ Standard nomenclature and dictionary for product
(CPE) naming

eXtensible Checklist Configuration P :
Description Format (XCCDF) e Standard XML for specifying checklists

Open Vulnerability Assessment . : :
Language (OVAL) Standard XML for checking machine state

Common Vulnerability Scoring : : —_
System (CVSS)  Standard for scoring the impact of vulnerabilities
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SCAP Interoperability

Software Flaw Management

CVE

Asset
Management

Configuration
Management

Compliance Management
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SCAP Vendors

0 _. SrPAWAR
McAfee B L& _nCircle
B symantec. SrTRIOS

TENABLE

Artanric MNetwork Security
Atlantic Metwork Security ﬁ
Systems m Tramsforming ﬂ

Group, Inc. IT flanagemant.
A e

ivice-Disabled

o) BIGFIX @ QUALYS“ [FEZEFITII'IET]

@Gﬁiﬁﬂi&"ﬂﬁﬁwﬁ!ﬁ Shavlik Sec urEIIIfﬂ'

THE INFORMATION ASSURANCE EXPERTS

< RAPID7

I I Qnetl
AnAtiachmute Business Vo Microsofte ]
, 2 System Center [y Lumension
0] iSIGHTPARTNERS Configuration Manager

Triumfant

SECURITY.
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SCCM and SCAP

Welcome to the System Center
Configuration Manager Extensions for
SCAP Setup Wizard

The Setup Wizard allows you to change the way System
Center Configuration Manager Extensions for SCAP features
are installed on your computer or to remove it from your
computer, Click Mext to continue or Cancel to exit the Setup
Wizard.

Ea 2 k. I _. ......... NEHt ......... : I

O T e R A




SCAP Checklists

e SCAP Checklists:

Windows Vista (FDCC Profile)
Windows XP (FDCC Profile)

Windows Vista Firewall (FDCC Profile)
Windows XP Firewall (FDCC Profile)
Windows Server 2003

Red Hat Linux

Internet Explorer 7 (FDCC Profile)
Microsoft Office 2007

Symantec Antivirus

= Security Intelligence




= Security Intelligence

SCAP Compliance Program

Ensuring security tools

— comply to the NIST Security Content Automation Protocol
(SCAP)

— enable agencies to continuously monitor systems against OMB
mandated configuration settings (results mapped to FISMA)

e  Supports Multiple Initiatives:
—  OMB FDCC Secure Configuration Effort

—  NIST FISMA Implementation Phase II (also applies to NIST
HIPAA work)

—  Information Security Automation Program (ISAP): OSD, DISA,
NSA, DHS, NIST

—  OSD Computer Network Defense Pilot
—  NIST Checklist Program
NIST National Vulnerability Database




